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Welcome to the third Issue of Volume 66 of the Federal
Communications Law Journal WKH QDWLRQ¶V SUHPLHU FRPPXQLFDWLRQV ODZ
journal and the official journal of the Federal Communications Bar
Association.
The centerpiece of this Issue is a series of four essays on the D.C.
&LUFXLW¶VGHFLVLRQLQVerizon v. FCC, which struck down the core provisions
of the &RPPLVVLRQ¶V2SHQ,QWHUQHW2UGHU 7KHFRXUW¶VKROGLQJLQWKDW
case has prompted vigorous discussion over the past year on the scope of the
&RPPLVVLRQ¶VDXWKRULW\WRDGRSWUXOHVSURPRWLQJWKH2SHQ,QWHUQHWDQGWKH
policy consequences of doing so. In this Issue, five distinguished
telecommunications experts contribute essays which variously evaluate the
Verizon FRXUW¶VOHJDODQDO\VLVRIWKH&RPPLVVLRQ¶VDXWKRULW\VXJJHVWQRYHO
regulatory solutions to challenges facing the Open Internet, and weigh the
costs and benefits of regulating last-mile broadband services.
The series begins with an essay by Christopher Yoo, the Founding
Director of the Center for Technology, Innovation and Competition and a
Professor of Law at the University of Pennsylvania Law School. Prof. Yoo
writes to question the propriety of an expansive reading RIWKH&RPPLVVLRQ¶V
section 706 authority. He articulates meaningful limits on this authority by
drawing on precedent relating to section 4(i) ancillary jurisdiction and
cautions policymakers against wholesale reclassification of broadband
Internet access services.
Next in the Open Internet series is an essay co-authored by Tim Wu,
a Professor of Law at Columbia Law School, and Tejas Narechania, the
Julius Silver Research Fellow, also from Columbia Law School. In their
thought-provoking essay, Prof. Wu and Mr. Narechania evaluate the
&RPPLVVLRQ¶V DXWKRULW\ IRU UHJXODWLQJ EURDGEDQG ,QWHUQHW DFFHVV VHUYLFHV
under Title II of the Communications Act. They describe two potential paths
forward for the Commission, one involving the classification of a new
³VHQGHU-VLGH´ WHOHFRPPXQLFDWLRQV VHUYLFH WKDW ZRXOG UHJXODWH UHVSRQVH
transmissions from edge providers, and the other contemplating wholesale
reclassification of broadband Internet access service as a
telecommunications service under Title II.
The series continues with a contribution from James Speta, Professor of
Law at Northwestern University Law School. Pivoting the discussion to a
focus on competitive harm, Prof. Speta argues that the Commission should
adopt rules based on antitrust principles that would forbid anti-competitive
behavior that might have the effect of foreclosing competition.
The series concludes with an essay from former Commissioner Deborah
Taylor Tate, who now serves on the Board of Directors for the Minority
Media and Telecommunications Council and as a Distinguished Senior
Adjunct Fellow at the Free State Foundation, among other positions.
Highlighting the poor track record of Commission rules and enforcement
actions regarding net neutrality in the courts, Commissioner Tate presents
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the case for a light-touch regulatory process that ensures broadband
connectivity for all Americans while promoting innovation throughout the
Internet ecosystem.
Following the Open Internet series, the Issue presents an essay from
Gerald Faulhaber, former Chief Economist at the Commission and Professor
Emeritus of Business Economics and Public Policy at the Wharton School
of the University of Pennsylvania. In his piece, Prof. Faulhaber responds to
Prof. .HYLQ:HUEDFK¶V article in Issue 2 about the impending sunset of the
public switched telephone network and the corresponding legal, policy, and
technological questions raised by such a transition.
In addition to these pieces, this Issue contains two student Notes. In
the first Note, Carla Voigt discusses privacy issues in the modern
telecommunications environment, uncertainty about the Commission¶s
authority to regulate interception of unencrypted Wi-Fi signals, and possible
policy solutions. In the second Note, Michael Sherling examines the FCC¶s
ability to use its ancillary authority to require ISPs to implement
cybersecurity standards, concluding that because of critical infrastructure
vulnerabilities, the FCC has jurisdiction to implement minimum
cybersecurity standards.
The Journal is committed to providing its readership with
substantive coverage of relevant topics in communications law, and we
appreciate the continued support of contributors and readers alike. We
welcome your feedback and submissions²any questions or comments about
this Issue or future issues may be directed to fclj@law.gwu.edu, and any
submissions for publication consideration may be directed to
fcljarticles@law.gwu.edu. This Issue and our archive are available at
http://www.fclj.org.
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Federal Communications Law Journal
The Federal Communications Law Journal is published jointly by the
Federal Communications Bar Association and the George Washington
University Law School. The Journal publishes three issues per year and
features articles, student notes, essays, and book reviews on issues in
telecommunications, the First Amendment, broadcasting, telephony,
computers, Internet, intellectual property, mass media, privacy,
communications and information policymaking, and other related fields.
As the official journal of the Federal Communications Bar Association, the
Journal is distributed to over 2,500 subscribers, including Association
members as well as legal practitioners, industry experts, government
officials and academics. The Journal is also distributed by Westlaw, Lexis,
William S. Hein, and Bloomberg Law and is available on the Internet at
http://www.fclj.org.
The Journal is managed by a student Editorial Board, in cooperation with
the Editorial Advisory Board of the FCBA and two Faculty Advisors.
Federal Communications Bar Association
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Through its many professional, social, and educational activities, the FCBA
offers its members unique opportunities to interact with their peers and
decision-makers in the communications and information technology field,
and to keep abreast of significant developments relating to legal,
engineering, and policy issues. Through its work with other specialized
associations, the FCBA also affords its members opportunities to associate
with a broad and diverse cross-section of other professionals in related fields.
Although the majority of FCBA members practice in the metropolitan
Washington, D.C., area, the FCBA has ten active regional chapters: Atlanta,
Carolina, Florida, Midwest, New England, New York, Northern California,
Pacific Northwest, Rocky Mountain, and Texas. The FCBA has members
from across the U.S., its territories, and several other countries.
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The Federal Communications Bar Association (FCBA) is a volunteer
organization of attorneys, engineers, consultants, economists, government
officials and law students involved in the study, development, interpretation
and practice of communications and information technology law and policy.
From broadband deployment to broadcast content, from emerging wireless
technologies to emergency communications, from spectrum allocations to
satellite broadcasting, the FCBA has something to offer nearly everyone
involved in the communications industry. That is why the FCBA, more than
two thousand members strong, has been the leading organization for
communications lawyers and other professionals since 1936.
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GW Law has one of the largest curricula of any law school in the nation with
more than 250 elective courses covering every aspect of legal study. GW
Law's home institution, the George Washington University, is a private,
nonsectarian institution founded in 1821 by charter of Congress.
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ESSAYS
Wickard for the Internet? Network Neutrality After Verizon v.
FCC
By Christopher S. Yoo.................................................................... 415
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Reclassification of broadband Internet access to bring it within the regulatory
regime governing traditional telephone service (known as Title II) faces
substantial statutory obstacles, would not prevent prioritization of services,
and ignores the longstanding problems associated with common carriage
regulation and forbearance. The legislative history of section 706 also
suggests that the FCC has the authority to preempt the concurrent jurisdiction
accorded to state retaliatory authorities. Moreover, calls to extend network
neutrality to interconnection between networks overlooks the fact that such
arrangements are not universal and instead are based on some type of
reciprocity and that requiring zero-price interconnection would ignore the
important role played by prices and by bilateral negotiations. The article
closes by examining five early examples of network neutrality disputes:
MetroPCS/YouTube, AT&T/Apple FaceTime, Verizon/Google tethering
apps, Verizon/Google Wallet, and the Amazon Kindle/zero-rating. These
cases demonstrate the difficulties surrounding the implementation of network
neutrality rules.
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7KH'&&LUFXLW¶V-DQXDU\GHFLVLRQLQ Verizon v. FCC represented a
major milestone in the debate over network neutrality that has dominated
communications policy for the past decade. This article analyzes the
LPSOLFDWLRQV RI WKH '& &LUFXLW¶V UXOLQJ, beginning with a critique of the
FRXUW¶VUXOLQJWKDWVHFWLRQRIWKH7HOHFRPPXQLFDWLRQV$FWRIJDYH
the Federal Communications Commission (FCC) the authority to mandate
VRPH IRUP RI QHWZRUN QHXWUDOLW\ ([DPLQDWLRQ RI WKH VWDWXWH¶V WH[W
application of canons of construction such as ejusdem generis and noscitur a
sociis DQG D SHUXVDO RI WKH VWDWXWH¶V OHJLVODWLYH KLVWRU\ DOO UDLVH TXHVWLRQV
DERXWWKH SURSULHW\RI WKHFRXUW¶VFRQFOXVLRQ0RUHRYHUWKHSUHFHGHQWVRQ
ancillary jurisdiction and common FDUULDJHLPSRVHOLPLWVWRWKH)&&¶VVHFWLRQ
706 jurisdiction, preventing the FCC from regulating content before or after
it is in transit and likely barring the FCC from imposing a strict
nondiscrimination mandate. A revised rule based on commercial
reasonableness as initially proposed by the FCC could accomplish many of
the goals of network neutrality without running afoul of these prohibitions.
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Sender Side Transmission Rules for the Internet
By Tejas N. Narechania and Tim Wu............................................. 467
In January 2014, the U.S. Court of Appeals for the D.C. Circuit struck down
WKH)&&¶V2SHQ,QWHUQHW2UGHUZKLFKFRQWDLQHGWKH&RPPLVVLRQ¶VQHW
neutrality rules. The Commission has since indicated that it will take up the
'& &LUFXLW¶V LQYLWDWLRQ WR LPSOHPHQW UXOHV WKDW FRQVLVWHQW ZLWK KLVWRULF
SUDFWLFH PHHW WKH FRXUW¶V WHVW IRU SUHYHQWLQJ LPSURSHU EORFNLQJ DQG
discrimination of Internet traffic. In this essay, we consider WKH&RPPLVVLRQ¶V
options for a path forward under Title II of the Communications Act. We find
that the FCC has at least two available paths. The first is predominantly legal:
by adopting the two-stage framework articulated by the D.C. Circuit
characterizing broadband transactions as including a call and a response, the
Commission can conclude that response, or sender-side, transmissions are a
telecommunications service under the statute. The second path is
predominantly factual: the Commission can consider whether it is still swayed
by its analysis, now well over a decade old, that analogizes broadband
subscription services to dial-up Internet access. Regardless of the path the
Commission chooses, it will reach a similar destination. Either course allows
the Commission to meet the promise to prevent improper blocking and
discrimination.

8QLQWHQWLRQDO$QWLWUXVW7KH)&&¶V2QO\ DQG%HWWHU :D\
Forward with Net Neutrality after the Mess of Verizon v. FCC
By James B. Speta .......................................................................... 491
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7KH '& &LUFXLW¶V GHFLVLRQ LQ Verizon v. FCC, holding that the FCC may
regulate broadband but that its nondiscrimination rules were impermissible
common carrier regulation of information services, leaves the FCC with few
options going forward. Somewhat surprisingly, the D.C. Circuit did not leave
the FCC the customary administrative law option of a better explanation for
why its nondiscrimination rules were different from common carriage (even
though, as I discuss here, such an explanation may have been possible). As a
result, the CommiVVLRQ¶VEHVWSDWK²both doctrinally and as a policy matter²
is to adopt rules based on an antitrust foundation: rules that forbid behavior
that may have the effect of foreclosing competition. To be sure, the very best
option would be for Congress to act to set fundamental policy in this area (one
way or another), but the prospects of that seem slim. This short essay
discusses why a competition-ODZEDVHGUXOHZRXOGPHHWPDQ\RIWKH)&&¶V
Open Internet goals and why the FCC should act, even though both the
Department of Justice and the Federal Trade Commission have specific
antitrust authority.
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Net Neutrality 10 Years Later: A Still Unconvinced
Commissioner
By Deborah T. Tate ........................................................................ 509
In January 2014, the Federal Communications Commission suffered its
second defeat before the U.S. Court of Appeals for the D.C. Circuit regarding
WKH DJHQF\¶V DXWKRULW\ WR LPSRVH VR-FDOOHG ³QHW QHXWUDOLW\´ UHJXODWLRQ RQ
broadband Internet providers. Despite these losses, the FCC is now
developing a third version of net neutrality rules. As a former FCC
&RPPLVVLRQHU ZKR H[SHULHQFHG ILUVWKDQG WKH LQYHVWLJDWLRQ RI &RPFDVW¶V
network management practices, I fear that net neutrality rules would
undermine competition and consumer choice.
The Internet has enabled unfathomable innovation and investment,
democratizing commerce and unleashing the entrepreneurial forces of
countless individuals²including many women and minorities. Net neutrality
regulation would endanger this virtuous cycle, turning the clock backwards
toward the highly regulated era of telephone service as a public utility.
Broadband providers should be free to negotiate with content companies to
finance the networks of tomorrow. The FCC, like the nation, faces real
challenges, from spectrum allocation to broadband adoption. We must refrain
from regulation taking aim at shadows if we are to realize the promise of
unleashing the very best America has to offer to our consumers, our creators,
our children and, indeed, the world.

1R'LDOWRQH6HFRQG7KRXJKWVRQWKH3671¶V'HPLVH
By Gerald R. Faulhaber .................................................................. 525
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3URIHVVRU.HYLQ:HUEDFK¶VH[FHOOHQWDUWLFOHLQ,VVXHNo Dialtone: The End
of the Public Switched Telephone Network, tees up an extremely important
emerging issue for telecommunications policy: how are we to deal with the
imminent demise of the PSTN? As telephony moves from copper wire to IPbased technology, functionality will improve and costs will decrease²but in
getting from here to there, regulators, telephone companies, and customers
face a very costly transition. Werbach outlines the problems quite well;
however, his conclusion and recommendations include not only continued
regulation, but the extension of such regulation to the Internet. His rationale
for extending regulation to the Internet is quite weak, and in my view,
potentially devastating to the Internet as we know it. We are in danger of
allowing the telephony tail to wag the Internet dog, to its ultimate detriment.
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NOTES
Wi-Fi Security: Shaping Data Privacy Rules
By Carla Voigt ................................................................................ 537
In 2010, the FCC opened an investigation LQWR*RRJOH¶V6WUHHW9LHZSURMHFW
after the company admitted in May 2010 that its Street View cars had
FROOHFWHG VDPSOHV RI SD\ORDG GDWD LQFOXGLQJ ³H-mail and text messages,
passwords, Internet usage history, and other highly sensitive personal
informatLRQ´ IURP XQVHFXUHG :L-Fi networks. This Note examines the
authority of the FCC to address unauthorized interception of unencrypted WiFi data under the Wiretap Act and finds that this outdated regulatory
framework places the FCC at a regulatory disadvantage. Part II of this Note
explains how Wi-Fi works and why many consumers who believe their
private information is protected are actually vulnerable to attack. Part III
GLVFXVVHV WKH )&&¶V DXWKRULW\ WR UHJXODWH WKH LQWHUFHSWLRQ RI :L-Fi
communications undeU WKH DJHQF\¶V JHQHUDO VWDWXWRU\ MXULVGLFWLRQ RYHU
communications technologies. Part III also explores recent litigation that
demonstrates the inconsistencies in statutory interpretation that have arisen as
a result of new technology and the ambiguous existing statutory framework.
Part IV examines recent FCC administrative litigation and why it is important
for the FCC to regulate new technology so as to bolster information privacy.
Part V argues that Congress should amend the Wiretap Act to better protect
user privacy. Part VI weighs several possible FCC administrative solutions
and combinations thereof. Part VII discusses the implications of these
administrative and legislative reforms for consumers and corporations.

The Likely Regulators? An Analysis of FCC Jurisdiction over
Cybersecurity

The lack of effective cybersecurity is a pressing problem, jeopardizing both
national security and individual online safety. As more communications
services become Internet-dependent and ultimately tUDQVLWLRQWRDQ³all-,3´
system, our communications infrastructure is increasingly vulnerable to
cyber-attacks. The FCC has direct authority over cable services and
telecommunications carriers, both wired and wireless; with that power comes
the corresponding authority to ensure the reliability of these services through
regulation. However, IP-based broadband service is currently classified as an
³information service,´ which sidesteps many of the requirements in the
&RPPXQLFDWLRQV$FWDQGWKH)&&¶VFRUUHVSRQding authority to regulate.
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To regulate an information service, the FCC must rely on its ancillary
authority and satisfy two requirements: (1) the service to be regulated must
IDOO ZLWKLQ WKH )&&¶V 7LWOH , JUDQW, DQG   WKH )&&¶V UHJXODWLRQV PXVW EH
reasonably ancillary to the DJHQF\¶V effective performance of a statutory
PDQGDWH7KLV1RWHDQDO\]HVWKH)&&¶VDELOLW\WRXVHLWVDQFLOODU\DXWKRULW\
to require ISPs to implement cybersecurity standards, concluding that the
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By Mike Sherling............................................................................ 567
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FCC has jurisdiction to implement minimum standards because of the
potential for cybersecurity flaws, due to a lack of minimum security
standards, to cause catastrophic failure of the communications network.
Because of WKH)&&¶V knowledge, institutional competence, and experience
with the communications industry, it is in a better position to examine
potential regulations and solutions to cybersecurity woes than other
government agencies. This Note considers whether the FCC should exercise
its ancillary authority, concluding that government intervention is justified by
the market failure in information about vulnerability to cyber-attacks,
together with the compelling need for reliable communications. The Note
concludes with a brief discussion of the costs and benefits of potential
regulation.
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WICKARD FOR THE INTERNET?
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I. INTRODUCTION
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1. 740 F.3d 623 (D.C. Cir. 2014).
2. Preserving the Open Internet, Report and Order, 25 FCC Rcd. 17905 (2010)
[hereinafter 2010 Open Internet Order], aff’d in part, rev’d in part sub nom. Verizon v. FCC,
740 F.3d 623, 636±42 (D.C. Cir. 2014).
3. 47 U.S.C. § 1302 (2006).
4. 740 F.3d at 635±49.
5. Id. at 649±59.
6. Id. at 657±58.
7. Protecting and Promoting the Open Internet, Notice of Proposed Rulemaking, 29
FCC Rcd. 5561, 5585±92 paras. 66±86, 5595±98 paras. 94±104, 5602±08 paras. 116±136
(2014)
[hereinafter
2014
Open
Internet
NPRM],
available
at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-14-61A1.pdf.
8. See, e.g., Edward Wyatt, F.C.C., in a Shift, Backs Fast Lanes for Web Traffic, N.Y.
Apr.
24,
2014,
at
A1,
available
at
http://www.nytimes.com/
TIMES,
2014/04/24/technology/fcc-new-net-neutrality-rules.html?_r=0.
9. 2014 Open Internet NPRM, supra note 7, at 5612±16 paras. 148±155.
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The U.S. Court of Appeals for the District of Columbia &LUFXLW¶VORQJawaited decision in Verizon v. FCC1 represents a major milestone in the
debate over network neutrality that has dominated communications policy
for the past decade. In upholding some parts while striking down other parts
of WKH)&&¶V2SHQ,QWHUQHW2UGHU2 the court reached two major conclusions
that together represent both a partial victory and partial defeat for proponents
and opponents of network neutrality alike. First, the court ruled that section
706 of the Telecommunications Act of 19963 affirmatively grants the FCC
tKHDXWKRULW\WRUHJXODWHEURDGEDQGDFFHVVSURYLGHUV¶treatment of Internet
traffic.4 Second, the court ruled that the 2UGHU¶Vnondiscrimination and antiblocking rules represented an invalid exercise of that authority because they
contravened other express statutory mandates.5
In striking down these rules, the court appeared to provide a roadmap
showing a way to reconstitute nondiscrimination and anti-blocking rules that
would withstand judicial scrutiny. 6 Wanting to avoid the risk of being
rebuked on network neutrality a third time, FCC Chairman Tom Wheeler
proposed rules that adhered closely to the path laid out by the court with
respect to the nondiscrimination and anti-blocking rules, while beefing up
the transparency rules that withstood judicial review.7 Advocates of network
neutrality criticized the proposal for its failure to reinstate a
nondiscrimination mandate.8 The resulting political pressure led Chairman
Wheeler to include language in the proposed rule seeking comment on the
more radical step of bringing broadband access within the regulatory regime
that governs traditional telephone service. 9 Nondiscrimination has thus
emerged as the focus of the network neutrality debate. Although the Open
Internet Notice of Proposed Rulemaking that the FCC adopted on May 15,
2014, attempts to characterize nondiscrimination as part of a decade-long,
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bipartisan policy, 10 nondiscrimination did not appear in either Chairman
0LFKDHO3RZHOO¶VLQLWLDOH[SRVLWLRQRI,QWHUQHWIUHHGRPV11 and from the
)&&¶V3olicy Statement.12 Instead, nondiscrimination emerged as an
issue somewhat later in the debate, when Commissioner Michael Copps
began to call for it in a series of separate statements and speeches. 13
Moreover, the FCC attempts to characterize its actions in the SBC/AT&T,
Verizon/MCI, and AT&T/BellSouth mergers and the Adelphia spinoff as
supporting network neutrality. 14 As a formal matter, however, in each of
those cases the FCC actually found competition to be sufficiently robust and
the record sufficiently bare of evidence of discrimination to justify declining
to mandate nondiscriminatory access to their last-mile broadband networks,
although the FCC did accept voluntary commitments to abide by the 2005
Policy Statement as being in the public interest.15
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10. Id. at 5565±69 paras. 11±24.
11. Michael K. Powell, Chairman, FCC, Preserving Internet Freedom: Guiding
Principles for the Industry, Remarks Delivered to the Silicon Flatirons Symposium (Feb. 8,
2004), available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-243556A1.pdf.
12. See Appropriate Framework for Broadband Access to the Internet over Wireline
Facilities, Policy Statement, 20 FCC Rcd. 14986 (2005).
13. See, e.g., Formal Complaint of Free Press and Public Knowledge Against Comcast
Corporation for Secretly Degrading Peer-to-Peer Applications, Memorandum Opinion and
Order  )&& 5FG     VWDWHPHQW RI &RSSV &RPP¶U  %URDGEDQG
Industry Practices, Notice of Inquiry  )&& 5FG     &RSSV &RPP¶U
concurring); Applications for Consent to the Assignment and/or Transfer of Control of
Licenses, Adelphia Communications Corp., (and Subsidiaries, Debtors-in-Possession),
Assignors, to Time Warner Cable Inc. (Subsidiaries), Assignees Adelphia, Communications
Corp., (and Subsidiaries, Debtors-in-Possession), Assignors and Transferors, to Comcast
Corp. (Subsidiaries), Assignees and Transferees, Comcast Corp., Transferor, to Time Warner
Inc., Transferee, Time Warner Inc., Transferor, to Comcast Corp., Transferee, Memorandum
Opinion and Order)&&5FG   &RSSV&RPP¶UGLVVHQWLQJ 0ichael
-&RSSV$FWLQJ&KDLUPDQ)HG&RPPF¶QV&RPP¶Q5HPDUNVDWWKH)UHH3UHVV6XPPLW
Changing
Media.
(May
14,
2009),
available
at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-290735A1.pdf; Michael J. Copps,
&RPP¶U)HG&RPPF¶QV&RPP¶Q5HPDUNVDW3LNH )LVFKHU¶V%URDGEDQG3ROLF\6XPPLW
IV (June 12, 2008), available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC$SGI0LFKDHO-&RSSV&RPP¶U)HG&RPPF¶QV&RPP¶Q5HPDUNVDW(Q%DQF
Hearing on Broadband Network Management Practices, Stanford University (Apr. 17, 2008),
available
at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-281625A1.pdf;
0LFKDHO - &RSSV &RPP¶U )HG &RPPF¶QV &RPP¶Q 5HPDUNV DW (Q %DQF +HDULQJ RQ
Broadband Network Management Practices, Cambridge, Massachusetts (Feb. 25, 2008),
available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-280440A1.pdf.
14. 2014 Open Internet NPRM, supra note 7, at 5566 para. 14.
15. AT&T Inc. and BellSouth Corporation Application for Transfer of Control,
Memorandum Opinion and Order, 22 FCC Rcd. 5662, 5724±27 paras. 116±120, 5738±39
paras. 151±153 (2007); Applications for Consent to the Assignment and/or Transfer of
Control of Licenses: Adelphia Commc'ns Corp., Assignors, to Time Warner Cable Inc.,
Assignees, Applications for Consent to the Assignment and/or Transfer of Control of
Licenses: Adelphia Communications Corporation (and subsidiaries, debtors-in-possession),
Assignors, to Time Warner Cable Inc. (subsidiaries), Assignees et al., Memorandum Opinion
and Order, 21 FCC Rcd. 8203, 8296±99 paras. 217±223 (2006); Verizon Communications,
Inc. and MCI, Inc. Applications for Approval of Transfer of Control, Memorandum Opinion
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This essay explores both of these conclusions. Part I critiques the
Verizon FRXUW¶Vpotentially expansive reading of section 706, examining how
LW PD\ H[SDQG )&&¶V DXWKRULW\ EH\RQG EURDGEDQG DFFHVV SURYLGHUV WR
encompass content and application providers GXEEHG³HGJHSURYLGHUV´E\
the court)16 and showing how this reading runs counter to standard principles
of statutory interpretation. Part II discusses the limitations the court placed
on how the FCC can exercise its section 706 authority, concluding that these
limits prevent the FCC from imposing the type of nondiscrimination mandate
that many regard as the central focus of network neutrality. Part III explores
WKH LPSOLFDWLRQV RI WKH FRXUW¶V GHFLVLRQ H[DPLQLQJ WKH SRWHQWLDO IRU VWDWH
broadband regulation, the possibility of Title II reclassification, the future of
the wireless exception, and the prospects for a regime based on case-by-case
adjudication.

II.

SECTION 706 AS A GRANT OF AUTHORITY
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and Order, 20 FCC Rcd. 18433, 18507±09 paras. 139±142 (2005); SBC Communications Inc.
and AT&T Corp. Applications for Approval of Transfer of Control, Memorandum Opinion
and Order, 20 FCC Rcd. 18290, 18366±67 paras. 140±143 (2005).
16. Verizon v. FCC, 740 F.3d 623, 629 (D.C. Cir. 2014).
17. 47 U.S.C. § 1302 (2006).
18. Ch. 652, 48 Stat. 1064 (codified as amended at scattered sections of 47 U.S.C.).
19. Id. §§ 1±5, 48 Stat. at 1064±70 (codified as amended at 47 U.S.C. §§ 151±162
(2006)).
20. Id. §§ 401±416, 48 Stat. at 1092±1100 (codified as amended at 47 U.S.C. §§ 401±
416 (2006)).
21. Id. §§ 501±505, 48 Stat. at 1100±01 (codified as amended at 47 U.S.C. §§ 501±505
(2006)).
22. Id. §§ 601±609, 48 Stat. at 1101±05 (codified as amended at 47 U.S.C. §§ 601±609
(2006)).
23. Id. §§ 201±221, 48 Stat. at 1070±81 (codified as amended at 47 U.S.C. §§ 201±231
(2006)).
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The portion of the Verizon opinion with the most potentially sweeping
implications for the future of the Internet is WKHFRXUW¶Vexpansive reading of
section 706.17 Understanding these implications requires some background
on the federal communications statute, the Communications Act of 1934.
When first enacted, the Act contained six titles, four of which were
procedural, not substantive.18 Title I laid out the general provisions regarding
the number, qualifications, and terms of FCC Commissioners and defined a
number of statutory terms. 19 Title IV contained provisions governing
procedural and administrative matters. 20 Title V addressed penal
enforcement and forfeitures. 21 Title VI dealt with miscellaneous
housekeeping matters, such as abolishing the Federal Radio Commission²
the precursor to the FCC²and transferring its property and personnel to the
FCC.22
The $FW¶Vprimary substantive provisions were contained in Title II,
which governed common carriers, 23 and Title III, which governed radio
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communications.24 In 1984, Congress replaced the old Title VI with a new
substantive title to govern cable communications and renumbered the old
procedural Title VI as Title VII.25
Three provisions of Title I are particularly relevant to the network
neutrality debate. Section 1 recognizes that Congress created the
&RPPLVVLRQ ³[f]or the purpose of regulating interstate and foreign
commerce in communication by wire and radio so as to make available, so
far as possible, to all people of the United States . . . a rapid, efficient,
Nation-wide, and world-wide wire and radio communication service with
DGHTXDWHIDFLOLWLHVDWUHDVRQDEOHFKDUJHV´26 Section 2(a) provides that ³[t]he
provisions of this chapter shall apply to all interstate and foreign
communication by wire or radio and all interstate and foreign transmission
of energy by radio, which originates and/or is received within the United
States.´27 Section 4(i) states that ³>W@KH&RPPLVVLRQPD\SHUIRUPDQ\DQG
all acts, make such rules and regulations, and issue such orders, not
inconsistent with this chapter, as may be necessary in the execution of its
IXQFWLRQV´28
The FCC has sometimes cited these provisions of Title I as if they
represented substantive grants of authority. 29 The problem with this
approach should be apparent to every law student and lawyer. The FCC has
conceded that statements of purpose, like those contained in section 1,
delegate no regulatory authority. 30 Moreover, courts and the FCC have
analogized section 4(i) to the Necessary and Proper Clause of the
Constitution,31 which authorizes Congress ³>W@o make all Laws which shall
be necessary and proper for carrying into Execution´ WKH IHGHUDO
JRYHUQPHQW¶V HQXPHUDWHG SRZHUV. 32 Although the Necessary and Proper
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24. Id. §§ 301±329, 48 Stat. at 1081±92 (codified as amended at 47 U.S.C. §§ 301±329
(2006)).
25. Cable Communications Act of 1984, Pub. L. No. 98-549, 98 Stat. 2779 (codified as
amended at 47 U.S.C. §§ 521±559 (2006)).
26. 47 U.S.C. § 151 (2006).
27. 47 U.S.C. § 152(a) (2006).
28. 47 U.S.C. § 154(i) (2006). A similar provision in Title III (governing broadcasting)
VLPLODUO\SURYLGHVWKDW³WKH&RPPLVVLRQIURPWLPHWRWLPHDVSXEOLFFRQYHQLHQFHLQWHUHVW
or necessity require shall . . . [m]ake such rules and regulations and prescribe such restrictions
and conditions not inconsistent with law, as may be necessary to carry out the provisions of
WKLV$FW´Id. § 303(r).
29. See, e.g., Implementation of Video Description of Video Programming, Report and
Order, 15 FCC Rcd. 15230, 1525±53 para. 54 (2000), rev’d sub nom. 0RWLRQ3LFWXUH$VV¶Q
of Am. v. FCC, 309 F.3d 796, 802, 803±06 (D.C. Cir. 2001).
30. Comcast Corp. v. FCC, 600 F.3d 642, 652 (D.C. Cir. 2010).
31. See, e.g.1$P7HOHFRPP$VV¶QY)&&)G WK&LU 
Stale or Moot Docketed Proceedings, 1993 Annual Access Tariff Filing Phase I, Order, 19
FCC Rcd. 2527, 2531 para. 12 (2004); Adoption of a Mandatory FCC Registration Number,
Notice of Proposed Rulemaking, 15 FCC Rcd. 24370, 24378 n.31 (2000); Review of the
3LRQHHU¶V3UHIHUHQFH5XOHVMemorandum Opinion and Order on Remand, 9 FCC Rcd. 4055,
4062 para. 29 & n.70 (1994); Application of Nationwide Wireless Corp., Memorandum
Opinion and Order, 9 FCC Rcd. 3635, 3641 para. 26 & n.75(1994).
32. U.S. CONST. art. I, § 8, cl. 18.
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Clause extends &RQJUHVV¶authority beyond the strict letter of the enumerated
powers, it is not itself a separate grant of authority. It still must be exercised
with respect to some enumerated power granted to Congress by Article I,
Section 8, or some other explicit provision of the Constitution.33
Nonetheless, the FCC has repeatedly invoked these provisions as if
they were independent grants of authority to regulate Internet access. For
example, in the Second Computer Inquiry, the FCC ruled that the enhanced
services that were the direct antecedent to the Internet34 were not subject to
Title II. 35 Instead, the FCC relied on its Title I jurisdiction, explicitly
rejecting the argument that the provisions of Titles II or III in any way limited
its authority. 36 The D.C. Circuit affirmed both conclusions on judicial
review.37 Over two decades later, dicta LQWKH6XSUHPH&RXUW¶VGHFLVLRQLQ
National Cable & Telecommunications Association v. Brand X Internet
Services similarly suggested that the FCC possessed ancillary authority
under Title I to impose access requirements on broadband access providers.38
However, the D.C. Circuit¶V 2005 decision in American Library Association
v. FCC made clear that the FCC must do more than simply cite the general
provisions from Title I to justify regulating under its ancillary jurisdiction.39
Ancillary jurisdiction must be invoked with respect to one of the specific
statutory responsibilities Congress delegated to the FCC in the substantive
titles of the Communications Act.40 In 2010, the D.C. Circuit reaffirmed this
principle in Comcast v. FCC, which overturned WKH )&&¶V DWWempt to
sanction Comcast for rate-limiting certain peer-to-peer applications. 41
Together, these decisions stand for the very reasonable proposition that Title
I ancillary jurisdiction is not an independent grant of authority. Instead, it
must be asserted in conjunction with some explicit substantive grant of
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33. For the classic citation, see McCulloch v. Maryland, 17 U.S. (4 Wheat.) 316, 421
(1819). For a more recent restatement of this principle, see Kinsella v. U.S. ex rel. Singleton,
86   ³>7@KH1HFHVVDU\DQG3URSHU&ODXVH . . . . is not itself a grant of
power, but a caveat that the Congress possesses all the means necessary to carry out the
specifically granted foregoing powers of [section] 8 and all other Powers vested by this
&RQVWLWXWLRQ´ FLWDWLRQVDQGLQWHUQDOTXRWDtion marks omitted)).
34. 1DW¶O&DEOH 7HOHFRPP$VV¶QY%UDQG;,QWHUQHW6HUYV86±77
(2005); Verizon v. FCC, 740 F.3d 623, 629±30 (D.C. Cir. 2014).
35. $PHQGPHQWRI6HFWLRQRIWKH&RPPLVVLRQ¶V5XOHVDQG5HJXODWLRQV 6HFRQG
Computer Inquiry), Final Decision, 77 384, 428±32 paras. 115±123 (1980), aff’d sub nom.
&RPSXWHU &RPPF¶QV,QGXV$VV¶QY)&&)G '&&LU  CCIA).
36. 77 F.C.C.2d at 432 paras. 124±125.
37. CCIA, 693 F.2d at 209±11, 213±14.
38. 545 U.S. 967, 976, 996, 1002 (2005), aff’g Inquiry Concerning High-Speed Access
to the Internet over Cable and Other Facilities, Declaratory Ruling and Notice of Proposed
Rulemaking, 17 FCC Rcd. 4798, 4841±42 paras. 75±79 (2002) [hereinafter Cable Modem
Declaratory Ruling].
39. 406 F.3d 689, 691±93, 699±700 (D.C. Cir. 2005).
40. Id.
41. 600 F.3d 642, 654±56 (D.C. Cir. 2010).
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authority from Congress in Titles II, III, or VI. 42 Simply put, Title I
MXULVGLFWLRQFDQQRWEH³DQFLOODU\WRQRWKLQJ´43
The Comcast court then reviewed the statutory provisions that the FCC
offered to support its exercise of ancillary jurisdiction, only to find them
wanting.44 Most importantly for WKLVHVVD\¶V purposes, the court rejected the
)&&¶VDWWHPSWWRWLHLWVDQFLOODU\MXULVGLFWLRQWRVHFWLRQ, reasoning that
the FCC had ruled in an earlier order that section 706 did not represent an
independent grant of authority.45 The opinion implied that the FCC remained
free to revisit this conclusion so long as it did so through official agency
action and offered a sufficient explanation of its decision to change
policies.46
The FCC took the D.C. Circuit up on this invitation in issuing the 2010
Open Internet Order, in which the agency explicitly disavowed its earlier
conclusion that section 706 was not an affirmative grant of authority. 47
Instead, the FCC concluded that section 706 indeed gave it the authority to
regulate broadband service SURYLGHUV¶QHWZRUNPDQDJHPHQWpractices, such
as blocking 9RLFH RYHU ,QWHUQHW 3URWRFRO ³VoIP´ communications or
degrading online video. 48 The D.C. Circuit affirmed this conclusion in
Verizon on judicial review.49

A. The Text of Section 706
Given that section 706 represented the sole basis for the Verizon
FRXUW¶V conclusion that the FCC has the authority to regulate network
management practices,50 the text of that provision merits close examination.
The full statutory provision is as follows:
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42. See id. at 654; Am. Library Ass’n, 406 F.3d at 699±700.
43. Am. Library Ass’n, 406 F.3d at 702.
44. Comcast, 600 F.3d at 651±61.
45. Id. at 658±59.
46. See 1DW¶O&DEOH 7HOHFRPP$VV¶QY%UDQG;,QWHUQHW6HUYV86
  ³$JHQF\ LQFRQVLVWHQF\ LV QRW D EDVLV IRU GHFOLQLQJ WR DQDO\]H WKH DJHQF\¶V
interpretation under the Chevron framework . . . . For if the agency adequately explains the
reasons for a reversal of policy, change is not invalidating, since the whole point of Chevron
is to leave the discretion provided by the ambiguities of a statute with the implementing
DJHQF\´  FLWDWLRQVDQGLQWHUQDOTXRWDWLRQPDUNV omitted); Chevron USA Inc. v. NRDC, 467
86     ³$Q LQLWLDO DJHQF\ LQWHUSUHWDWLRQ LV QRW LQVWDQWO\ FDUYHG LQ VWRQH´ 
0RWRU9HKLFOH0IUV$VV¶QRI86Y6WDWH)DUP0XW$XWR,QV&R86  
³>5@HJXODWRU\DJHQFLHV . . . must be given ample latitude to adapt their rules and policies to
WKHGHPDQGVRIFKDQJLQJFLUFXPVWDQFHV´  FLWDWLRQVDQGLQWHUQDOTXRWDWLRQPDUNVRPLWWHG 
47. 2010 Open Internet Order, supra note 2, at 17969 n.370.
48. Id. at 17969 para. 120.
49. Verizon v. FCC, 740 F.3d 623, 636±42 (D.C. Cir. 2014).
50. Id.
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(a) The Commission and each State commission with
regulatory jurisdiction over telecommunications services shall
encourage the deployment on a reasonable and timely basis of
advanced telecommunications capability to all Americans
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(including, in particular, elementary and secondary schools and
classrooms) by utilizing, in a manner consistent with the public
interest, convenience, and necessity, price cap regulation,
regulatory forbearance, measures that promote competition in
the local telecommunications market, or other regulating
methods that remove barriers to infrastructure investment.
(b) The Commission shall, within 30 months after
February 8, 1996, and annually thereafter, initiate a notice of
inquiry
concerning
the
availability
of
advanced
telecommunications capability to all Americans (including, in
particular, elementary and secondary schools and classrooms)
and shall complete the inquiry within 180 days after its
initiation. In the inquiry, the Commission shall determine
whether advanced telecommunications capability is being
deployed to all Americans in a reasonable and timely fashion. If
the Commission's determination is negative, it shall take
immediate action to accelerate deployment of such capability by
removing barriers to infrastructure investment and by promoting
competition in the telecommunications market.51
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51. 47 U.S.C. § 1302 (2006).
52. Verizon, 740 F.3d at 637±42.
53. Price cap regulation is an alternative approach to setting rates that differed from
traditional cost-of-service ratemaking. The traditional approach based rates on the costs
incurred by the provider plus a rate of return. Price caps set rates by calculating a base year
and then adjusting the rates for inflation and increases in productivity. Because rates were no
longer determined by costs, it was hoped that price caps would provide stronger incentives to
innovate and reduce costs and eliminate any biases towards capital-intensive solutions. Price
caps are generally characterized as a less intrusive approach to setting rates. See Christopher
S. Yoo, Is There a Role for Common Carriage in an Internet-Based World?, 51 HOUS. L. REV.
545, 595±600 (2013).
54. 47 U.S.C. § 1302(a) (2006).
55. Verizon, 740 F.3d at 637±38.
56. Id.
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The Verizon court GHIHUUHGWRWKH)&&¶VFRQFOXVLRQ that subsections
(a) and (b) of section 706 each represent affirmative grants of authority. 52
Subsection (a) explicitly authorizes the FCC to use four types of regulatory
measures: (1) price cap regulation,53 (2) regulatory forbearance, (3) measures
that promote competition in the local telecommunications market, and (4)
other regulating methods that remove barriers to infrastructure.54 The court
held that, although subsection (a) could be read as simply setting forth a
statement of congressional SROLF\LW³FRXOGMXVWDV easily be read to vest the
Commission with actual authority to utilize VXFK µregulating PHWKRGV¶ WR
PHHWWKLVVWDWHGJRDO´55 TKHIDFWWKDWWKHFRXUW¶VGLVFXVVLRQRIVXEVHFWLRQ D 
IRFXVHVH[FOXVLYHO\RQWKHVFRSHRI³UHJXODWLQJPHWKRGV´LQGLFDWHVWKDWWKH
FRXUWVDZ  DVWKHEDVLVIRUWKH)&&¶VMXULVGLFWLRQ56
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57. 47 U.S.C. § 1302(b) (2006).
58. Id.
59. Id. § 1302(a).
60. Verizon v. FCC, 740 F.3d 623, 640±42 (D.C. Cir. 2014).
61. 47 U.S.C. § 1302(b) (2006).
62. Id.
63. Id. §  G   ³7KHWHUPµDGYDQFHGWHOHFRPPXQLFDWLRQVFDSDELOLW\¶LVGHILQHG
without regard to any transmission media or technology, as high-speed, switched, broadband
telecommunications capability that enables users to originate and receive high-quality voice,
GDWDJUDSKLFVDQGYLGHRWHOHFRPPXQLFDWLRQVXVLQJDQ\WHFKQRORJ\´ 
64. Id. § 1302(b).
65. Inquiry Concerning the Deployment of Advanced Telecomms. Capability to All
Americans in a Reasonable and Timely Fashion, and Possible Steps to Accelerate Such
Deployment Pursuant to Section 706 of the Telecomm. Act of 1996, as Amended by the
Broadband Data Improvement Act, Sixth Broadband Deployment Report, 25 FCC Rcd. 9556,
9693±   0F'RZHOO&RPP¶UGLVVHQWLQJ 
66. Id. at 9558 para. 2.
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By its own terms, subsection (b) serves as a grant of authority only if
the FCC finds that advanced telecommunications capability is not being
deployed in a ³reasonable and timely fashion.´57 If so, the FCC is authorized
to employ two remedies: (1) removing barriers to infrastructure investment
and (2) promoting competition in the telecommunications market.58 These
are essentially identical to the fourth and third measures, respectively,
authorized by subsection (a),59 making the analysis of the scope of the two
subsections essentially parallel.
The Verizon court held that section 706(b) also gives the FCC statutory
authority to regulate broadband providers.60 Under this provision, if the FCC
concludes WKDW ³DGYDQFHG WHOHFRPPXQLFDWLRQV FDSDELOLW\ LV >QRW@ EHLQJ
deployed to all $PHULFDQVLQDUHDVRQDEOHDQGWLPHO\IDVKLRQ´LW³VKDOOWDNH
immediate action to accelerate deployment of such capability by removing
barriers to infrastructure investment and by promoting competition in the
WHOHFRPPXQLFDWLRQV PDUNHW´ 61 Again, the specifiHG PHDQV RI ³UHPRYLQJ
barriers to infrastructure investment and . . . promoting competition in the
WHOHFRPPXQLFDWLRQV PDUNHW´ PLUURU WKH ODQJXDJH RI WKH WKLUG DQG IRXUWK
clauses of section 706(a).62 Therefore, the same arguments advanced above
apply.
More importantly, the FCC is authorized to act under section 706(b)
only if it finds that advanced telecommunications capability²defined by the
statute to include broadband63²is not ³being deployed to all Americans in a
reasonable and timely fashion.´ 64 The first five annual reports the FCC
issued pursuant to its section 706 inquiry each concluded that broadband
deployment met the requisite standard.65 Only in the )&&¶Vsixth section 706
report²the ILUVWRQHIROORZLQJWKH'&&LUFXLW¶VGHFLVLRQLQComcast Corp.
v. FCC to reject the statutory provisions the FCC first proffered as bases for
its jurisdiction and the last one issued prior to the Open Internet Order²did
the FCC find broadband deployment to be inadequate.66 The Verizon court
UHFRJQL]HGWKDW³>W@Ke timing of the &RPPLVVLRQ¶V determination is certainly
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VXVSLFLRXV´67 The agency continued to find broadband deployment to be
inadequate in its two subsequent section 706 reports.68
Under the Bush administration, the FCC was criticized for its tardiness
in issuing annual reports.69 Under the Obama administration, the agency has
better adhered to statutory deadlines,70 consistently issuing its annual section
706 reports somewhere between May and August each year from 2009 to
2012. Had the FCC adhered to this historical pattern, it should have issued
its ninth section 706 report no later than August 2013. Instead, two years
elapsed until August 2014 when the agency solicited input on its tenth annual
section 706 report instead of issuing its ninth annual report despite the fact
that two years had passed since the issuance of the eighth report.71 One can
only speculate as to why.
,QWHUHVWLQJO\ WKH SULPDU\ EDVLV IRU WKH )&&¶V 2012 finding that
broadband deployment was not reasonable and timely was the fact that, as of
June 2011, 19 million Americans²or 6% of the population²lacked access
to broadband, which the FCC defined as service providing download speeds
of 4 Mbps or higher. 72 As Commissioner Pai pointed out in his dissent,
however, if the report had taken into account mobile wireless broadband, it
would have reduced the number of unserved Americans to 5.5 million²or
1.7% of the population. 73 Moreover, the 2012 report was based on data
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67. Verizon, 740 F.3d at 642.
68. Inquiry Concerning the Deployment of Advanced Telecomms. Capability to All
Americans in a Reasonable and Timely Fashion, and Possible Steps to Accelerate Such
Deployment Pursuant to Section 706 of the Telecomms. Act of 1996, as Amended by the
Broadband Data Improvement Act, Eighth Broadband Progress Report, 27 FCC Rcd. 10342,
10344 para. 1 (2012) [hereinafter Eighth Broadband Progress Report]; Inquiry Concerning
the Deployment of Advanced Telecomms. Capability to All Americans in a Reasonable and
Timely Fashion, and Possible Steps to Accelerate Such Deployment Pursuant to Section 706
of the Telecomms. Act of 1996, As Amended by the Broadband Data Improvement Act,
Seventh Broadband Progress Report and Order on Reconsideration, 26 FCC Rcd. 8008, 8009
para. 1 (2011).
69. MAJORITY STAFF OF H. COMM. ON ENERGY & COMMERCE, 110TH CONG., DECEPTION
AND DISTRUST: THE FEDERAL COMMUNICATIONS COMMISSION UNDER CHAIRMAN KEVIN J.
MARTIN 13±14 (Comm. Print 2008).
70. But see 2014 Quadrennial Regulatory Review ² Review of the Commission's
Broadcast Ownership Rules and Other Rules Adopted Pursuant to Section 202 of the
Telecommunications Act of 1996, Notice of Proposed Rulemaking, 29 FCC Rcd. 4371, 4583
(2014) (statement of WheHOHU&KDLUPDQ  DFNQRZOHGJLQJWKH)&&¶VIDLOXUHWRFRPSOHWHLWV
quadrennial review of media ownership rules by the 2010 statutory deadline and committing
to
complete
the
process
by
June
2016),
available
at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-14-28A1.pdf.
71. Inquiry Concerning the Deployment of Advanced Telecommunications Capability
to All Americans in a Reasonable and Timely Fashion, and Possible Steps to Accelerate Such
Deployment Pursuant to Section 706 of the Telecomms. Act of 1996, as Amended by the
Broadband Data Improvement Act, Tenth Broadband Progress Notice of Inquiry, 29 FCC
Rcd. 9747 (2014), available at https://apps.fcc.gov/edocs_public/attachmatch/FCC-14113A1_Rcd.pdf.
72. Eighth Broadband Progress Report, supra note 68, at 10344 para. 1, 10370
para. 46, 10400±01 para. 135.
73. Id. at 10519± 3DL&RPP¶UGLVVHQWLQJ 
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reflecting the earliest stages of the deployment of the fourth-generation
wireless technology known as Long-7HUP(YROXWLRQ ³LTE´ .74 Since that
time, Verizon has completed its LTE buildout, 75 while $7 7¶V /7(
network now reaches 80% of the U.S. population and is scheduled for
completion by the end of 2014.76 Sprint and T-Mobile are racing to catch up:
each carrier reached at least 200 million people by the end of 2013 and is
projected to reach 80% of the country sometime during 2014.77 In addition,
UHFHQW VWXGLHV LQGLFDWH WKDW 9HUL]RQ¶V $7 7¶V DQG 7-0RELOH¶V LTE
offerings provide average download speeds of 12 to 19 Mbps and peak
download speeds of 49 to 66 Mbps.78 The near ubiquity of LTE suggests that
the number of people who cannot access broadband that meets or exceeds
WKH)&&¶V0ESVVWDQGDUGLVQRZOLNHOy considerably less than the 1.7%
reported as of June 2011. 79 And, again, if broadband deployment is
reasonable and timely, section 706(b) provides the FCC no authority to act.

B. The Court’s Expansive Reading of Section 706
The Verizon court made no claim that the nondiscrimination and antiblocking rules fell within the first three measures authorized by section
706(a). Instead, the court explicitly invoked the fourth type of measure
authorized by the statute, focusing its discussion HQWLUHO\ RQ ³regulating
mHWKRGV´80
At first glance, a regulation blocking broadband access providers from
charging edge providers premium prices for premium services would seem
more likely to create barriers to infrastructure investment than to remove
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74. Id. at 10347±48 para. 6.
75. Christopher S. Yoo, Technological Determinism and Its Discontents, 127 HARV. L.
REV. 914, 923±24 (2014).
76. Id.
77. Id.
78. Id. at 923. Some commentators argue that even though LTE is able to delivery faster
download speeds, monthly data caps prevent wireless broadband from being a true substitute
for fixed broadband. See Hibah Hussain et al., New Am. Found. Open Technology Inst.,
Capping
the
Nation’s
Broadband
Future?
12
(2012),
available
at
http://newamerica.net/sites/newamerica.net/files/policydocs/CappingTheNationsBroadband
Future.pdf. This argument ignores the fact that while LTE providers initially focused on the
broadest possible coverage, they have now turned towards densification, which increases the
capacity of the network. These arguments are also undercut by the fact that two of the national
providers (T-Mobile and Sprint) offer unlimited data plans.
79. Eighth Broadband Progress Report, supra note 68, at 10519± 3DL &RPP¶U
dissenting).
80. Verizon v. FCC, 740 F.3d 623, 636±40 (D.C. Cir. 2014).
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81. See Brief for Appellant at 30±31, Verizon v. FCC, 740 F.3d 623 (D.C. Cir. 2014)
(No. 11-  ³>7@KH&RPPLVVLRQ¶VGDLV\FKDLQRIVSHFXODWLYHLQIHUHQFHVWKDWWKHUXOHVZLOO
encourage deployment is contradicted by the record and common sense: regulations that
require providers to carry all traffic and prohibit compensation from edge providers for
carriage will have precisely the opposite effect, as world-renowned economists explained
EHORZ´ 
82. Id.
83. 740 F.3d at 634, 643±45.
84. Id.
85. 317 U.S. 111 (1942).
86. U.S. CONST. art. I, § 8, cl. 3.
87. See, e.g., Hammer v. Dagenhart, 247 U.S. 251 (1918).
88. Wickard, 317 U.S. at 124.
89. See, e.g., Gonzales v. Raich, 545 U.S. 1 (2005); Hodel v. Va. Surface Mining &
5HFODPDWLRQ $VV¶Q  86    3HUH] Y 8QLWHd States, 402 U.S. 146 (1971);
Katzenbach v. McClung, 379 U.S. 294 (1964); Heart of Atlanta Motel v. United States, 379
U.S. 241 (1964). For the exceptions, which are notable primarily for their rarity, see United
States v. Morrison, 529 U.S. 598 (2000); and United States v. Lopez, 514 U.S. 549 (1995).
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them.81 Such a rule would, after all, benefit edge providers at the expense of
broadband Internet access providers.82
Nevertheless, the FRXUWDFFHSWHGWKH)&&¶VDVVHUWLRQWKDWfostering and
preserving edge providers represented an important indirect way to promote
infrastructure investment.83 The FCC reasoned that nondiscrimination and
anti-blocking rules facilitate innovation by edge providers, thereby leading
to increased demand for bandwidth by end users and spurring greater
investment in infrastructure in turn. 84 Read in this manner, section 706
authorizes the FCC not only to adopt measures that promote investment in
infrastructure directly, but also to promote activities that tangentially
encourage infrastructure investment.
What is most striking about this reasoning is its potential
expansiveness. Under this approach, the FCC would not only have the
authority to institute measures that promote infrastructure investment
directly, but also to regulate anything that indirectly affects infrastructure
investment as well. ,Q WKLV VHQVH WKH FRXUW¶V UHDVRQLQJ LV VLPLODU to the
reasoning followed in a case well known to every first-year law student:
Wickard v. Filburn. 85 The explicit terms of the Commerce Clause of the
Constitution give Congress the power to regulate only commerce ³with
foreign Nations, and among the several States, and with the Indian Tribes´86
Before Wickard, the Supreme Court forbade the federal government from
asserting jurisdiction over commerce that was purely intrastate. 87 In
Wickard, however, the Court abandoned this vision of dual sovereignty and
extended federal jurisdiction to purely intrastate activities that had a
tangential impact on interstate commerce.88 Because almost everything has
a putative tangential impact on commerce, Wickard opened the door to an
expansion of the commerce power such that left few activities outside its
scope.89
The Verizon FRXUW¶V UHDVRQLQJ about section 706 could potentially
have a similar effect. ([SDQGLQJWKH)&&¶VMXULVGLFWLRQEH\RQGDFWLYLWLHVWKDW
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have a direct impact on infrastructure investment to encompass those that
have a tangential impact on infrastructure investment represents a significant
H[WHQVLRQRIWKH)&&¶VSRZHU,QGHHGLWpotentially leaves the door open for
the FCC to take measures aimed directly at the content and application
industries²a prospect widely feared by advocates and critics of network
neutrality alike. 90 The history of FCC regulation of broadcast television
networks is instructive. After initially denying that it had the authority to
regulate television networks directly, the FCC later invoked an expansive
reading of ancillary jurisdiction to impose a wide range of restrictions on
them. 91 The FCC could well follow the same course here and eventually
regulate edge providers, although, as GLVFXVVHG EHORZ WKH '& &LUFXLW¶V
SUHFHGHQWV RQ DQFLOODU\ MXULVGLFWLRQ GR LPSRVH VRPH OLPLWV RQ WKH )&&¶V
authority.

C. The Impact of the Canons of Construction
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90. See, e.g., Comments of Public Knowledge and Common Cause at 28, Open Internet
Remand, Public Notice, FCC GN Docket No. 14-28 (rel. Feb. 19, 2014), available at
https://www.publicknowledge.org/assets/uploads/documents/Public_Knowledge_
&RPPRQB&DXVHB2SHQB,QWHUQHWBB3XEOLFB1RWLFHB&RPPHQWVSGI ³7KH EUHDGWK RI
authority contained with these principles raises the possibility of the Commission having
authority to promulgate rules of all sorts, so long as they could rationally be said to contribute
to the deployment of broadband. For instance, the case could be made that the prevalence of
adult content online was discouraging certain households from adopting broadband; therefore,
decency regulations on online cRQWHQWFRXOGEHSURPXOJDWHGXQGHUVHFWLRQ´ 
91. See Thomas G. Krattenmaker & A. Richard Metzger, Jr., FCC Regulatory Authority
Over Commercial Television Networks: The Role of Ancillary Jurisdiction, 77 NW. U. L. REV.
403, 432±33, 440±45 (1982).
92. 740 F.3d at 635.
93. 467 U.S. 837 (1984).
94. Id. at 843.
95. Id. at 845.
96. Id. at 843 n.9.
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Proper application of well-established principles of administrative law
and statutory construction indicate that the Verizon court should not have
condoned WKH)&&¶VFRQVWUXFWLRQRIVHFWLRQ so readily. As the Verizon
court correctly observed,92 the proper standard for reviewLQJ DQ DJHQF\¶V
construction of its statutory authority is the familiar two-step analysis
established by the Supreme Court in Chevron USA Inc. v. Natural Resources
Defense Council, Inc. 93 In step one, a reviewing court asks whether the
VWDWXWH¶VWH[W³GLUHFWO\DGGUHVVH>V@WKHSUHFLVHTXHVWLRQDWLVVXH´94 If not, step
two requires that the court GHIHUWRWKHDJHQF\¶VFRQVWUXFWLRQRIWKHVWDWXte
so long as it is reasonable or permissible.95
Arguably, the Verizon FRXUW¶VDQDO\VLVRIVHFWLRQIDLOVDWVWHSRQH
Chevron itself recognizes that in step one, a court should employ the
³WUDGLWLRQDO WRROV RI VWDWXWRU\ FRQVWUXFWLRQ´ 96 These tools are generally
recognized to include descriptive canons of construction that reflect the
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normal rules of syntax and linguistics.97 When applying Chevron step one,
the Supreme Court has held thaW³under the established interpretative canons
of noscitur a sociis and ejusdem generis, where general words follow
specific words in a statutory enumeration, the general words are construed
to embrace only objects similar in nature to those objects enumerated by the
SUHFHGLQJVSHFLILFZRUGV´98 Indeed, it is not even clear that these principles
FDQEHSURSHUO\UHJDUGHGDVFDQRQV7KH6XSUHPH&RXUWKDVQRWHGWKDW³>L@t
is a familiar principle of statutory construction that words grouped in a list
should be given related meaning´DQGWKDW³>R@ne hardly need rely on such
Latin phrases as ejusdem generis and noscitur a sociis to reach this obvious
conclusion´ 99 Consequently, courts have routinely included ejusdem
generis and noscitur a sociis in their Chevron step one analyses.100
The phrase on which the Verizon court relied ³RWKHU UHJXODWLQJ
PHWKRGV WKDW UHPRYH EDUULHUV WR LQIUDVWUXFWXUH LQYHVWPHQW´ LV D FODVVLF
³FDWFKDOO´FODXVH. Ejusdem generis thus requires that its scope be limited to
the terms that precede it. 101 All of the items in the list preceding this
catchall²³SULFHFDSUHJXODWLRQ,´³UHJXODWRU\IRUEHDUDQFH´ DQG³measures
that promote competition in the local telecommunications market´102² are
deregulatory in focus. This renders problematic WKHFRXUW¶V interpretation of
the catchall to justify imposing more restrictive regulation.103
'HVSLWHWKHFRXUW¶VHPSKDVLVRQ³UHJXODWRU\PHWKRGV´a brief passage
later in the opinion suggests that the court may have relied on the provision
of section 706 authorizing WKH )&& WR DGRSW ³PHDVXUHV WKDW SURPRWH
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97. See Curtis A. Bradley, Chevron Deference and Foreign Affairs, 86 VA. L. REV. 649,
675 (2000); Nina A. Mendelson, Chevron and Preemption, 102 MICH. L. REV. 737, 745
(2004); Caleb Nelson, Statutory Interpretation and Decision Theory, 74 U. CHI. L. REV. 329,
348±49, 351 (2007) (reviewing ADRIAN VERMEULE, JUDGING UNDER UNCERTAINTY: AN
INSTITUTIONAL THEORY OF LEGAL INTERPRETATION (2006)). Descriptive canons, which are
textual and syntactical rules governing language and structure, stand in stark contrast to
normative canons, which import substantive principles into statutory interpretation and thus
are more controversial. Kenneth A. Bamberger, Normative Canons in the Review of
Administrative Policymaking, 118 YALE L.J. 64, 71±72 (2008); Bradley, supra, at 675±76;
Nelson, supra, at 348±50, 355±60; see also VERMUELE, supra, at 198±202 (criticizing
allowing descriptive canons to trump Chevron deference, but acknowledging that normative
canons are more problematic).
98. :DVK6WDWH'HS¶WRI6RF +HDOWK6HUYVY*XDUGLDQVKLS(VWDWHRI.HIIHOHU
U.S. 371, 384 (2003) (internal quotation marks and alterations omitted).
99. 7KLUG 1DW¶O %DQN LQ 1DVKYLOOH Y ,PSDF /WG 32 U.S. 312, 322 & n.16 (1977)
(internal quotation marks omitted).
100. See, e.g., Guardianship Estate of Keffeler, 537 U.S. at 384 (noscitur a sociis and
ejusdem generis); Dole v. United Steelworkers of Am., 494 U.S. 26, 36 (1990) (noscitur a
sociis); Cal. Indep. Sys. Operator Corp v. FERC, 372 F.3d 395, 400 (D.C. Cir. 2004) (noscitur
a sociis).
101. See, e.g. +DUULVRQ Y 33* ,QGXV ,QF  86     ³7KH UXOH RI
HMXVGHPJHQHULVRUGLQDULO\µOLPLWVJHQHUDOWHUPVZKLFKIROORZVSHFLILFRQHVWRmatters similar
WRWKRVHVSHFLILHG¶´ FLWLQJ*RRFKY8QLWHG6WDWHV86  
102. 47 U.S.C. § 1302(a) (2006).
103. Verizon v. FCC, 740 F.3d 623, 636±40 (D.C. Cir. 2014).
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FRPSHWLWLRQ LQ WKH ORFDO WHOHFRPPXQLFDWLRQV PDUNHW´ 104 This does not
change the analysis, however. As the Supreme Court has explained, terms in
an enumerated list are construed using ³>t]he familiar canon of noscitur a
sociis, the interpretive rule that words and people are known by their
FRPSDQLRQV´ 105 Thus, just as ejusdem generis counsels in favor of
construing a catchall term in light of the other terms in a list, noscitur a sociis
leads to the same conclusion with respect to enumerated terms. The same
logic would militate in favor of construing this term as being limited to
deregulatory measures.

D. The Legislative History of Section 706
The legislative history of section 706 also casts doubt on the Verizon
FRXUW¶V construction of the statute. According to the conference report
accompanying the Telecommunications Act of 1996, section 706 originated
in a provision in the Senate bill that had no counterpart in the House
version.106 The Senate provision was part of a titOHRIWKHELOOHQWLWOHG³$Q
(QGWR5HJXODWLRQ´DQGZDVSUHFHGHGE\SURYLVLRQVHQWLWOHG³Transition to
competitive pricing´ ³Biennial review of regulations; elimination of
unnecessary regulations and functions´ DQG ³Regulatory forbearance´ 107
The overall sweep of these provisions was to lessen regulation, not increase
it.
Moreover, during the preceding Congress, the Senate Commerce
Committee reported a bill in 1994 containing a provision that appears to be
the antecedent to section 706.108 This provision, the final provision of the
bill, stated:

35573-fcl_66-3 Sheet No. 14 Side B

(a)
PROMOTION
OF
ADVANCED
TELECOMMUNICATIONS NETWORK CAPABILITY ±
The Commission shall promote to all Americans, regardless of
location or disability, the deployment of switched, broadband,
telecommunications networks capable of enabling users to
originate and receive affordable and accessible high quality
voice, data, graphics, and video telecommunications services. In
promoting the deployment of such networks, the Commission
shall, to the maximum extent feasible, rely on competition
among telecommunications providers. In the event the
Commission determines that users are not gaining reasonable
and timely access to switched, broadband, telecommunications
network capabilities, the Commission shall have the authority
to provide sufficient incentives such that this access is achieved.
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104. Id. at 642±43.
105. Maracich v. Spears, 133 S. Ct. 2191, 2201 (2013).
106. S. REP. NO. 104-230, at 210 (1996) (Conf. Rep.).
107. Telecommunications Competition and Deregulation Act of 1995, S. 652, 104th
Cong. (1995), reprinted in 141 CONG. REC. 16346, 27846 (1995).
108. Communications Act of 1994, S. 1822, 103d Cong. (1994).
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(b) RULEMAKING.-If the Commission finds in its
inquiry proceedings or any other time that switched, broadband,
telecommunications network capabilities are not being
deployed to all Americans in a reasonable and timely fashion, it
shall commence a rulemaking to prescribe regulations using
incentives to promote, to the maximum extent technically
feasible and economically reasonable, the availability of
switched,
broadband,
telecommunications
network
capabilities.109
7KLV ODQJXDJH FOHDUO\ LGHQWLILHV ³FRPSHWLWLRQ DPRQJ
WHOHFRPPXQLFDWLRQV SURYLGHUV´ DV WKH SUHIHUUHG PHWKRG IRU SURPRWLQJ
broadband deployment. Indeed, as the 6HQDWH&RPPHUFH&RPPLWWHH¶V report
that accompanied the bill emphasized:
The Committee anticipates that this goal will be achieved
through competition that is enhanced under the terms of this bill.
But if this goal is not being achieved in a timely fashion, the
FCC is authorized to act under this section to expedite
deployment through the use of incentive regulation.110
The legislative history thus evinces a clear emphasis on deregulation
and competition among broadband access providers as the preferred way to
promote broadband deployment. Moreover, the legislative history contains
no hints that Congress regarded promoting innovation in content and
applications as an appropriate course of action.

The natural reading and the legislative history of the provisions
DXWKRUL]LQJ WKH )&& WR ³promote competition in the local
telecommunications market´ DQG ³remove barriers to infrastructure
investment´111 suggest that these provisions are best construed as authorizing
measures deregulating broadband access. The FCC nonetheless concluded
that more intrusive regulation was justified because greater innovation in
content and applications would create greater demand that would stimulate
greater investment infrastructure. 112 The Verizon court held that this
conclusion was backed by substantial evidence, citing two theoretical
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109. Id.
110. S. REP. NO. 103-DW  +HUH³LQFHQWLYHUHJXODWLRQ´UHIHUVWRSULFHFDS
regulation. See Howard A. Shelanski, Adjusting Regulation to Competition: Toward A New
Model for U.S. Telecommunications Policy, 24 YALE J. ON REG. 55, 59 (2007).
111. See 47 U.S.C. § 1302 (2006).
112. 2010 Open Internet Order, supra note 2, at 17910±11 para. 14, 18018 para. 4.
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studies, one anecdote, and comments filed with the agency by two interested
parties.113
$FORVHH[DPLQDWLRQRIWKH)&&¶V2010 order, however, reveals that
its empirical record was quite thin. For example, the FCC based its
conclusion in part on an empirical study that it claimed showed that
consumers would be harmed if broadband access providers discriminated
against particular edge providers on a single empirical study. 114
Problematically, this study focused on the cable television industry, not on
broadband providers²and even then, the study found no clear evidence of
discrimination.115 Indeed, the peer reviewer for the FCC questioned whether
the instrument on which this study relied could isolate the effect of the lack
of openness.116
Both the FCC and the Verizon court cited a well-known article on
general purpose technologies (³GPTs´) by Timothy Bresnahan and Manuel
Trajtenberg for the proposition that openness promotes infrastructure
investment.117 But this paper actually concludes that GPTs create positive
externalities and that the best way to mitigate the market failure created by
these externalities would be to permit providers of GPTs to internalize those
externalities through vertical integration or by entering into strategic
alliances rather than forced openness.118 Ironically, the FCC cited this paper
as support for a proposition contrary to the conclusion the authors actually
reached.
Arrayed against this claim is a growing corpus of empirical studies
finding little evidence that access requirements promote investment and
competition in broadband access networks. 119 The broader empirical
literature on vertical restraints reveals that exclusivity or preferential
contracts between suppliers and retail distributors are either neutral or
welfare enhancing in the vast majority of cases.120 That said, the fact that the
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113. 740 F.3d at 644±45.
114. 2010 Open Internet Order, supra note 2, at 17918 para. 23 n.60 (citing Austan
Goolsbee, Vertical Integration and the Market for Broadcast and Cable Television
Programming, Paper for the Federal Communications Commission 31±32 (Sept. 5, 2007)).
115. Id.
116. David Waterman, Peer Review of Vertical Integration and the Market for
Broadcast and Cable Television Programming, by Austan Goolsbee (2007),
http://transition.fcc.gov/mb/peer_review/prstudy9.pdf.
117. Id. at 17909 n.12; Verizon, 740 F.3d at 644.
118. Timothy F. Bresnahan & M. Trajtenberg, General Purpose Technologies: “Engines
of Growth”?, 65 J. ECONOMETRICS 83, 95 (1995).
119. CHRISTOPHER S. YOO, UNIV. OF PA. CTR. FOR TECH., INNOVATION, & COMPETITION,
U.S. VS. EUROPEAN BROADBAND DEPLOYMENT: WHAT DO THE DATA SAY? 9 (2014), available
at
https://www.law.upenn.edu/live/files/3352-us-vs-european-broadband-deployment
(surveying the literature and finding the overwhelming majority of studies found that access
requirements failed to promote investment in next generation networks).
120. James C. Cooper et al., Vertical Antitrust Policy as a Problem of Inference, 23 INT¶L
J. INDUS. ORG. 639, 648±58 (2005); Francine Lafontaine & Margaret Slade, Exclusive
Contracts and Vertical Restraints: Empirical Evidence and Public Policy, in HANDBOOK OF
ANTITRUST ECONOMICS 391, 408±09 (Paolo Buccirossi ed., 2008).
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D.C. Circuit has already upheld the conclusion that regulations mandating
that broadband access providers give nondiscriminatory carriage to edge
providers promotes infrastructure investment121 means that the FCC is likely
to adopt the same reasoning in the current NPRM and that the Court of
Appeals reviewing the most recent Open Internet Order is likely to uphold
this conclusion. If the conclusion is erroneous, any correction will have to
come from the Supreme Court.

III.

LIMITS ON THE )&&¶S SECTION 706 AUTHORITY

To say that section 706 grants the FCC affirmative authority to
regulate broadband access is not to say that that authority is unbounded. The
JHQHUDOVXEMHFWPDWWHUOLPLWDWLRQVUHVWULFWWKHVFRSHRIWKH)&&¶VDXWKRULW\
as does the Verizon FRXUW¶V holding that section 706 cannot be used to impose
common carriage. In addition, the jurisprudence on ancillary jurisdiction
LGHQWLILHV RWKHU VWDWXWRU\ SURYLVLRQV WKDW OLPLW WKH )&&¶V H[HUFLVH RI
authority.

A. Statutory Limits on the FCC’s Jurisdiction
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Verizon, 740 F.3d at 643±49.
Id. at 640; 2010 Open Internet Order, supra note 258, at 17970 para. 121.
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The FCC and the Verizon court both recognized WKDW WKH )&&¶V
MXULVGLFWLRQLVOLPLWHGWR³LQWHUVWDWHDQGIRUHLJQFRPPXQLFDWLRQ by wire and
UDGLR´ DQG the fact that any measures enacted under section 706 must be
GHVLJQHGWR³HQFRXUDJHWKHGHSOR\PHQWRQDUHDVRQDEOHDQGWLPHO\EDVLVRI
DGYDQFHGWHOHFRPPXQLFDWLRQVFDSDELOLW\WRDOO$PHULFDQV´122
As noted in Part I.B, limiting an agency to interstate matters has long
ceased to be a meaningful restriction on governmental power. Moreover,
expanding section 706 authority to include all activities that have a tangential
impact on infrastructure investment makes just about any measure affecting
content and applications part of promoting broadband deployment.
There is one aspect of prior court decisions on ancillary jurisdiction
WKDW PD\ SURYLGH D OLPLW RQ WKH )&&¶V DXWKRULW\ WR UHJXODWH. In these
decisions, once courts concluded that that the authority asserted by the
agency was reasonably ancillary to some authority enumerated in Titles II,
III, or VI, they proceeded to evaluate whether the particular exercise of
ancillary jurisdiction ran afoul of any other statutory provisions. In so doing,
these courts undertook an inquiry that was precisely parallel to the one
followed by Verizon v. FCC with respect to section 706.
In this respect, two cases on ancillary jurisdiction are particularly
instructive. In Illinois Citizens Committee for Broadcasting v. FCC, the U.S.
Court of Appeals for the Seventh Circuit rejected the argument that the FCC
KDG MXULVGLFWLRQ RYHU DOO PDWWHUV ³DIIHFWLQJ FRPPXQLFDWLRQV´ FRQFOXGLQJ
LQVWHDGWKDWWKHDJHQF\¶VDXWKRULW\ZDVOLPLWHGWRWKHDFWXDOWUDQVPLVVLRQRI
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123. 467 F.2d 1397, 1400 (7th Cir. 1972).
124. Wickard v. Filburn, 317 U.S. 111, 124 (1942); United States v. Wrightwood Dairy,
315 U.S. 110, 119 (1942); United States v. Darby, 312 U.S. 100, 118 (1941).
125. 309 F.3d 796, 803±07 (D.C. Cir. 2002).
126. Id. at 803.
127. Id.
128. 406 F.3d 689, 707 (D.C. Cir. 2005).
129. Id. at 700.
130. Motion Picture Ass’n of Am., 309 F.3d at 803.
131. Am. Library Ass’n, 406 F.3d at 700.
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radio or television signals. 123 In other words, the FCC does not have
regulatory authority over activities simply because they have a tangential
impact on the transmission communications by wire or radio. In this sense,
WKH )&&¶V DXWKRULW\ LV FRQVLGHUDEO\ QDUURZHr than &RQJUHVV¶ commerce
SRZHUZKLFKKDVORQJEHHQUHFRJQL]HGWRH[WHQGWRDFWLYLWLHVWKDW³DIIHFW´
interstate commerce even when they are not themselves part of interstate
commerce.124
Similarly, in Motion Picture Association of America v. FCC, the D.C.
Circuit rejected arguments that the FCC possessed the authority to require
that broadcasters include aural descriptions RI D WHOHYLVLRQ SURJUDP¶V NH\
visual elements during pauses in the program dialogue.125 The provision of
the Communications Act JLYLQJWKH)&&MXULVGLFWLRQRYHU³DOOLQWHUVWDWHDQG
IRUHLJQFRPPXQLFDWLRQE\ZLUHRUUDGLR´DXWKRUL]HGWKHDJHQF\WRLPSRVH
regulations on transmissions WKDW ³LQFLGHQWDOO\ DQG PLQLPDOO\ DIIHFW[]
program content.´126 It did not, however, give the agency authority to impose
³D GLUHFW DQG significant UHJXODWLRQ RI SURJUDP FRQWHQW´ E\ UHTXLULQJ
broadcasters to write scripts, select actors, decide what to describe and how,
DQGFKRRVHWKHDSSURSULDWHVW\OHDQGSDFHDOOZLWKLQ³SDXVHVWKDWZHUHQRW
originally intended WR EH ILOOHG´127 ,Q VKRUW WKH )&&¶V VWDWXWRU\ DXWKRULW\
over wire and radio communications does not give it the authority to regulate
content directly.
The D.C. Circuit provided a more detailed discussion of this principle
in American Library Ass’n v. FCC, in which the court ruled that the FCC
lacked the authority to mandate that receivers recognize a code embedded in
digital television programs that prevents their redistribution.128 The statute
gives the FCC authority over devices engaged in interstate ³FRPPXQLFDWLRQ´
by radio or wire; it does not give the agency authority over devices when
they are not engaged in radio or wire transmission, including television
receivers after the digital broadcast has been completed.129
7RJHWKHUWKHFRXUWV¶SUHFHGHQWVHstablish a number of important limits
RQWKH)&&¶Vancillary authority. Although the FCC can impose regulations
that have incidental and minimal effects on content, it lacks the authority to
regulate content directly.130 In addition, the FCC has the authority to regulate
communications only when they are being transmitted by wire or radio; it
lacks any authority to regulate those communications after they have arrived
and presumably before they have been sent.131
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That said, the power to regulate communications while they are being
transmitted does give the FCC considerable power over the economic
relationships between content providers and network providers. For
example, in National Broadcasting Co. v. United States, the Supreme Court
held that even though the FCC lacked the authority to regulate content
directly, the FCC could restrict the terms of the contracts between broadcast
stations and content providers in ways designed to reallocate the relative
bargaining power between these entities.132 Thus, the FCC may be able to
follow a similar path with respect to the Internet.

B. Common Carriage as a Limit to Section 706 Authority
The statutory limitation that the Verizon court spent the most time
analyzing was the prohibition of the imposition of common carriage
obligations on information services²including broadband access
providers.133 The statute provides that ³[a] telecommunications carrier shall
be treated as a common carrier under this [Act] only to the extent that it is
HQJDJHG LQ SURYLGLQJ WHOHFRPPXQLFDWLRQV VHUYLFHV´ 134 On six separate
occasions since 1998, the FCC has reiterated that broadband access is an
³LQIRUPDWLRQ VHUYLFH´ D FDWHJRU\ WKDW LV PXWXDOO\ exclusive with
³WHOHFRPPXQLFDWLRQVVHUYLFH´135 Unless the agency revisits this conclusion,
this provision prevents the FCC from using section 706 to impose common
carriage obligations on broadband access providers.136 In other words, the
FCC cannot use section 706 to impose backdoor common carriage regulation
on providers that are not subject to Title II.137
This prohibition of common carriage represents the most significant
obstacle to using section 706 to impose a blanket nondiscrimination

10/21/2014 10:02:02
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132. 319 U.S. 190, 224 (1943); see also Mt. Mansfield Television, Inc. v. FCC, 442 F.2d
470 (2d Cir. 1971) (following similar reasoning to regulate the source of prime time
programming and the financial terms of network programming).
133. See Verizon v. FCC, 740 F.3d 623, 649±60 (D.C. Cir. 2014).
134. 47 U.S.C. § 153(51) (2006).
135. Federal-State Joint Board on Universal Service, Report to Congress, 13 FCC Rcd.
11501, 11520±23 paras. 39±43, 11536±40 paras. 73±81 (1998); see also Appropriate
Regulatory Treatment for Broadband Access to the Internet over Wireless Networks,
Declaratory Ruling, 22 FCC Rcd. 5901, 5909±11 paras. 19±27 (2007); United Power Line
&RXQFLO¶V 3HWLWLRQ IRU 'HFODUDWRU\ 5XOLQJ 5HJDUGLQJ WKH &ODVVLILFDWLRQ RI %URDGEDQG RYHU
Power Line Internet Access Service as an Information Service, Memorandum Opinion and
Order, 21 FCC Rcd. 13281, 13285±86 paras. 8±10 (2006); Appropriate Framework for
Broadband Access to the Internet over Wireline Facilities, Report and Order and Notice of
Proposed Rulemaking, 20 FCC Rcd. 14853, 14862±63 paras. 12±14, 14909±12 paras. 102±
107 (2005); Cable Modem Declaratory Ruling, supra note 38, at 4820 para. 34, 4822±23
paras. 38±39, aff’d sub nom. 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV
545 U.S. 967, 996±1000 (2005); Appropriate Framework for Broadband Access to the
Internet over Wireline Facilities, Notice of Proposed Rulemaking, 17 FCC Rcd. 3019, 3029±
33 paras. 17±25 (2002).
136. See Verizon, 740 F.3d at 650±52.
137. See id.
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138. See id. at 655±56.
139. Id. at 657 (citing 2010 Open Internet Order, supra note 2, at 17948±40 para. 77 &
n.240).
140. Id.
141. Id.
142. Id.
143. AT&T Communications, Revisions to Tariff FCC No. 12, Memorandum Opinion
and Order, 4 FCC Rcd. 4932, 4938 para. 57 (1989), rev’d and remanded sub nom. MCI
Telecomms. Corp. v. FCC, 917 F.2d 30, 37 (D.C. Cir. 1990).
144. See Daniel A. Lyons, Net Neutrality and Nondiscrimination Norms in
Telecommunications, 54 ARIZ. L. REV. 1029, 1058 (2012).
145. 700 F.3d 534 (D.C. Cir. 2012).
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requirement. 7KH FRXUW¶V GHFLVLRQ LQ Verizon offers guidance as to what
constitutes common carriage. As an initial matter, the court held that
³UHTXLULQJ EURDGEDQG SURYLGHUV WR VHUYH DOO HGJH SURYLGHUV ZLWKRXW
µXQUHDVRQDEOH GLVFULPLQDWLRQ¶´ LV WKH VDPH WKLQJ DV WKH FRPPRQ FDUULDJH
UHTXLUHPHQW³FRPSHl[lLQJ@WKRVHSURYLGHUVWRKROGWKHPVHOYHVRXWµWRVHUYH
WKHSXEOLFLQGLVFULPLQDWHO\¶´138 Furthermore, as the Verizon court noted, the
FCC explicitly equated common carriage and the nondiscrimination rule
imposed by the 2010 order when it told commenters to look to its common
carriage precedents for guidance as to what forms of discrimination were
reasonable. 139 Moreover, the 2010 Open Internet 2UGHU¶V SURKLELWLRQ RI
unreasonable discrimination accommodated none of the flexibility and
individualized bargaining needed to take the regulation outside of common
carriage. Instead of signaling flexibility, the Order warned WKDW³LWLVXQOLNHO\
that pay for priority would satisfy WKH µQR unreasonable discrimination¶
VWDQGDUG´140 3UHYHQWLQJ³broadband providers from charging edge providers
IRUXVLQJWKHLUVHUYLFH´LQeffect would have ³forc[ed] them to sell service to
all who ask at a price of $0´ 141 The prohibition of unreasonable
discrimination would thus have admitted none of the individualized
bargaining that the court had previously found necessary to take a restriction
outside the realm of common carriage.142
In fact, even common carriers typically enjoy the ability to offer
different classes of service and to charge different amounts for them. In one
extreme case, AT&T created a separate class of service for a single customer;
WKH)&&¶VDWWHPSWWRSUHYHQW$7 7IURPGRLQJVRZDVRYHUWXUQHGLQWKH
courts. 143 Ironically, in declaring prioritized service to be presumptively
invalid, the nondiscrimination rule in the Open Internet Order would have
forbidden a practice that common carriage would have explicitly
permitted.144
At the same time, the Verizon court distinguished the 2UGHU¶V
nondiscrimination rule from the data roaming rule that the D.C. Circuit
upheld in Cellco Partnership v. FCC.145 As the Verizon court noted, the rule
at issue in Cellco required only that mobile telephone companies enter into
GDWD URDPLQJ DJUHHPHQWV RQ ³FRPPHUFLDOO\ reasonable´ WHUPV ZLWK
reasonableness determined by WKH³WRWDOLW\RIWKHFLUFXPVWDQFHV´governed
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by sixteen nonexclusive factors. 146 7KHVH UXOHV OHIW ³VXEVWDQWLDO URRP IRU
LQGLYLGXDOL]HG EDUJDLQLQJ DQG GLVFULPLQDWLRQ LQ WHUPV´ DQG ³H[SUHVVO\
SHUPLW>WHG@ SURYLGHUV WR DGDSW URDPLQJ DJUHHPHQWV WR µLQGLYLGXDOL]HG
circumstances without having to hold themselves out to serve all comers
indiscriminately on the samHRUVWDQGDUGL]HGWHUPV¶´147 Moreover, the order
at issue in Cellco contained language expressly indicating that its standard
differed from the nondiscrimination standard applied to common carriers.148
The Cellco FRXUWZDUQHGWKDWLIWKH)&&ZHUHWRDSSO\WKH³FRPPHUFLDOO\
UHDVRQDEOH´VWDQGDUGLQDZD\WKDWZDVtantamount to common carriage, it
would likely be invalidated in as-applied challenges.149
It is hard to see how the FCC could implement a blanket
nondiscrimination rule DQG VWLOO SURYLGH WKH ³VXEVWDQWLDO URRP IRU
LQGLYLGXDOL]HG EDUJDLQLQJ DQG GLVFULPLQDWLRQ LQ WHUPV´ DQG WKH DELOLW\ WR
³DGDSWURDPLQJDJUHHPHQWVWRµLQGLYLGXDOL]HGFLUFXPVWDQFHVZLWKRXWKDYLQJ
to hold themselves out to serve all comers indiscriminately on the same or
standardized terms¶´UHTXLUHGWREHDSURSHUH[HUFLVHRIVHFWLRQDXWKRULW\
that does not constitute common carriage.150 Both Cellco and the tradition of
common carriage afford providers the latitude to create individualized
bargains and different classes of service. But permitting different classes of
service with different prices is precisely what the nondiscrimination rule was
designed to foreclose.151

C. Commercial Reasonableness as an Alternative Standard
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146. Verizon, 740 F.3d at 652, 657.
147. Id. at 652 (alteration in original).
148. Id. at 656.
149. Id. at 652; see Cellco, 700 F.3d at 548±59.
150. Cellco, 700 F.3d at 548 (citing Reexamination of Roaming Obligations of
Commercial Mobile Radio Service Providers and Other Providers of Mobile Data Services,
Second Report and Order, 26 FCC Rcd. 5411, 5433 para. 45 (2011)).
151. See 2010 Open Internet Order, supra note 2, at 17947 para. 76.
152. See, e.g., Heller v. TriEnergy, Inc., 877 F. Supp. 2d 414, 430 (N.D.W. Va. 2012)
(applying a commercial reasonableness standard to the concept of unconscionability); David
B. Pursell, Commercial Reasonableness: The New Target, J. HEALTH CARE COMPLIANCE,
Mar.-Apr. 2011, at 69 (applying a commercial reasonableness standard within the context of
health care contracts).
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That said, a nondiscrimination rule is not the only way for the FCC to
address concerns that broadband access providers might restrict access to
their networks in ways that would inhibit future broadband deployment. The
D.C. CirFXLW¶VCellco decision, KROGLQJWKDWWKH)&&¶VGDWDURDPLQJUXOHV
did not constitute common carriage, and the FRXUW¶V FDUHIXO distinction of
Cellco in Verizon v. FCC offered a clear blueprint for fashioning such a rule
based on commercial reasonableness. Indeed, the law employs the
commercial reasonableness standard in a wide range of contractual
agreements.152
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TKH )&&¶V new rules proposed in its 2014 Open Internet NPRM
appear to accept that invitation by embracing commercial reasonableness as
the basis for a rule and proposing a totality-of-the-circumstances test guided
by six nonexclusive factors plus a catchall:153
x
x
x
x
x
x
x

Impact on present and future competition;
Impact on consumers;
Impact on speech and civic engagement;
Technical characteristics;
³*RRGIDLWK´QHJRWLDWLRQ;
Industry practices; and
Other factors.154

If properly applied, such a rule FRXOGDGGUHVVWKH)&&¶VGHVLUHWRSURPRWH
innovation, competition, free expression, and investment in infrastructure
without imposing the type of mandatory obligations associated with common
carriage.155

1.

Impact on Competition
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153. See 2014 Open Internet NPRM, supra note 7, at 5600±08 paras. 113±135.
154. Id. at 5605±10 paras. 124±141.
155. Cf. Yoo, supra note 53, at 570±72 (identifying affirmative obligations imposed on
common carriers by Title II of the Communications Act).
156. See Bresnahan & Trajtenberg, supra note 118, at 95.
157. Christopher S. Yoo, Vertical Integration and Media Regulation in the New
Economy, 19 YALE J. ON REG. 171, 192±200, 260±64 (2002).
158. Id. at 188±92, 253±59.
159. See infra Part V.C.1.
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Consider, for example, the factor focusing on the impact on
competition. As noted earlier, the literature on GPTs recognizes that strategic
alliances between content and network providers can enhance
competition. 156 This is consistent with one of the major findings of the
modern academic literature on competition policy: that vertical integration
and exclusivity contracts are often procompetitive in a broad range of
circumstances157 and that these practices can harm competition only when
practiced by a firm with significant market share.158
This factor would permit firms to engage in individualized bargaining
and prioritized service when the relevant firms are too small to plausibly
harm competition or when strategic alliances are likely to promote
competition. A prime example of when such practices are unlikely to harm
competition is the MetroPCS case discussed at greater length below. 159
Simply put, at 3% market share, any practice adopted by MetroPCS was
unlikely to harm competition, and any practice that enhanced its ability to
compete with the market leaders despite its severe disadvantage in spectrum
holdings could only enhance competition. Permitting similarly situated firms
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not to carry the content of certain providers under these circumstances helps
take this rule outside the realm of obligatory carriage associated with
common carriage.

2.

Impact on Consumers
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160. Christopher S. Yoo, Network Neutrality and the Need for a Technological Turn in
Internet Scholarship, in ROUTLEDGE HANDBOOK OF MEDIA LAW 539, 552 (Monroe E. Price,
Stefaan G. Verhulst & Libby Morgan eds., 2012).
161. Christopher S. Yoo, Beyond Network Neutrality, 19 HARV. J.L & TECH. 1 (2005).
162. Christopher S. Yoo, When Antitrust Met Facebook, 19 GEO. MASON L. REV. 1147,
1151±52 (2012).
163. Christopher S. Yoo, Possible Paradigm Shifts in Broadband Policy, 9 I/S: J.L. &
POL¶Y FOR INFO. SOC¶Y 367, 371 (2014).
164. Alissa Cooper, How Competition Drives Discrimination: An Analysis of Broadband
Traffic Management in the UK 10 (Aug. 2013) (paper presented at the 41st Research
Conference on Communications, Information and Internet Policy (TPRC)), available at
http://ssrn.com/abstract=2241562.
165. Id. at 22.
166. Id. at 25±26.
167. Plusnet, Which? Recommended Broadband Provider Plus Award-Winning
Customer Service, http://www.plus.net/home-broadband/awards/ (last visited September 20,
2014).
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Focusing on consumer welfare SURYLGHVDQRWKHUZD\WKDWWKH)&&¶V
proposed rule may fall short of mandating carriage of all content on equal
terms. For example, some consumers place a greater emphasis on cost than
flexibility. Indeed, this cost sensitivity explains the continued popularity of
feature phones, which support only a handful of highly popular functions
through a proprietary operating system that supports only a narrow range of
third-party applications.160
Moreover, as I noted nearly a decade ago, the fact that different
customers use the network differently provides an opportunity to enhance
consumer welfare through network diversity. 161 Most customers
disproportionately frequent only a handful of locations. 162 Consequently,
they may prefer a network that gives them prioritized access to the locations
that they use the most frequently and on which they place the highest value,
such as email servers, remote desktop access to their office computers, or
their cloud service providers.163
Indeed, recent developments in the United Kingdom illustrate this
dynamic nicely. Plusnet employs application-specific traffic management
that prioritizes VoIP and gaming. 164 O2 prioritizes a different cluster of
services, including streaming and gaming. 165 Sky offers an unmanaged
network as a selling point. 166 Rather than offering me-too services, these
ISPs offer differentiated services designed to deliver a high-value product to
customers with strong preferences for particular applications. Indeed, the
proof of the pudding is in the eating: the ISP that manages its network most
heavily, Plusnet, enjoys the highest customer satisfaction ratings in the
UK.167
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Focusing on consumer welfare thus provides another way that the
commercial reasonableness standard can deviate from the nondiscrimination
mandate associated with common carriage. These examples underscore how
differentiation of traffic can provide consumer benefits by giving the
increasingly heterogeneous universe of consumers a broader array of options
from which to choose.

3.

Industry Practices

Another way in which the commercial reasonableness standard can
deviate from common carriage and still take horizontal fairness
considerations into account is by examining industry practices. This factor
requires an examination of similar transactions with other industry
participants, while affording a degree of latitude for variations based on
individualized considerations.
An examination of industry practices reveals that many basic services,
including VoIP, IP video, and voice over LTE, depend on prioritization or
reserved bandwidth to provide the quality of service that consumers demand.
The prevalence of these industry practices should be taken into account when
assessing the commercial reasonableness of similar arrangements and when
implementing the proposed exception for specialized services. Any concerns
about whether the growth of specialized services might starve the best-efforts
Internet of bandwidth are best addressed through the minimum quality
standards established by the anti-blocking rule.

IV.

TITLE II RECLASSIFICATION
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168. See, e.g., Press Release, Public Knowledge, FCC to Allow Commercial
'LVFULPLQDWLRQ RQ WKH ,QWHUQHW $SU    ³7KH YHU\ HVVHQFH RI D µFRPPHUFLDO
UHDVRQDEOHQHVV¶ VWDQGDUG LV GLVFULPLQDWLRQ $QG WKH FRUH RI QHW QHXWUDOLW\ LV QRQ
discrimination´ 
available
at
http://www.publicknowledge.org/news-blog/pressrelease/public-knowledge-statement-on-updated-net-neutrality-rules.
169. See, e.g., Lance Ulanoff, Is Making Broadband a Utility the Key to Saving the
Internet?, MASHABLE (May 15, 2014), http://mashable.com/2014/05/15/fcc-broadbandutility-net-neutrality/.
170. See supra note 135 and accompanying text.
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Many network neutrality proponents regard the Verizon FRXUW¶V
prohibition on using section 706 to impose common carriage obligations as
an insuperable barrier to the type of nondiscrimination mandate that they
regard as the most critical.168 These advocates believe that the only way to
achieve a blanket nondiscrimination mandate would be to reclassify
broadband access services under Title II, thereby enabling the FCC to impose
common carriage regulation.169 However, the FCC has repeatedly ruled that
broadband access services are information services that are exempt from
common carriage regulation, rather than telecommunications services that
are subject to common carriage regulations.170 The Supreme Court upheld
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this determination as a reasonable interpretation of the Communications Act
in Brand X.171 The FCC floated the possibility of reclassifying broadband
access as a Title II service while considering the Open Internet Order, relying
exclusively on -XVWLFH6FDOLD¶Vdissent in Brand X.172 The agency ultimately
declined to pursue reclassification, but made it a point to leave the Title II
option open.173

A. Legal Barriers to Reclassification
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171. 1DW¶O &DEOH  7HOHFRPPV $VV¶Q Y %UDQd X Internet Servs., 545 U.S. 968±69
(2005).
172. JULIUS GENACHOWSKI, THE THIRD WAY: A NARROWLY TAILORED BROADBAND
FRAMEWORK
4
(2010),
available
at
http://hraunfoss.fcc.gov/edocs_public
/attachmatch/DOC-297944A1.pdf; AUSTIN SCHLICK, A THIRD-WAY LEGAL FRAMEWORK FOR
ADDRESSING
THE
COMCAST
DILEMMA
3
(2010),
available
at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-297945A1.pdf; see also 1DW¶O&DEOH
 7HOHFRPPV $VV¶Q Y %UDQG ; ,QWHrnet Servs., 545 U.S. 967, 1005 (2005) (Scalia, J.,
dissenting).
173. See Framework for Broadband Internet Service, Notice of Inquiry, 25 FCC Rcd.
7866, 7867 para.    VWDWHPHQWRI0LFKDHO&RSSV&RPP¶U 
174. Brand X, 545 U.S. at 981.
175. Id. at 982.
176. Id.
177. 47 U.S.C. § 153(46) (2006).
178. Verizon, 740 F.3d at 630.
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I have addressed at length the problems with Title II reclassification
elsewhere and will only sketch my objections here. 7KH)&&¶VFRQVWUXFWLRQ
of the statute is subject to Chevron deference. As Brand X made clear,
Chevron does not preclude the FCC from changing its mind so long as it
justifies its change in position. 174 The fact that the FCC has ruled on six
separate occasions that broadband access is an information service and not a
telecommunications service does not prevent it from revisiting that decision.
To say that the agency may reevaluate its construction, however, does
not relieve it from satisfying Chevron¶VVWDQGDUGRIUHYLHZChevron Step
one UHTXLUHVWKDWWKHVWDWXWH¶VWH[Wnot foreclose the proffered construction of
the statute. 175 If Congress has directly addressed the issue, congressional
intent controls. 176 The language of the statute forecloses classifying
broadband access as a telecommunications service. The statute defines a
³WHOHFRPPXQLFDWLRQVVHUYLFH´DVDSURYLGHUWKDWRIIHUVIRUDIHHGLUHFWO\WR
WKHSXEOLF³the transmission, between or among points specified by the user,
of information of the user¶s choosing, without change in the form or content
of the information as sent and received´177 The FCC has characterized this
DV ³SXUH´ WUDQVPLVVLRQ WKDW GRHV QRW LQYROYH FRPSXWHU SURFHVVLQJ or
storage.178
The probOHP LV WKDW PXFK RI WKH ZRUOG¶V ZHE FRQWHQW LV VHUYHG E\
content delivery networks (³CDNs´), which store popular web content in
thousands of locations around the world. For example, market leader Akamai
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179. Press Release, NanoTech Entertainment, 1DQR7HFK¶V1XYROD13-1 4K Streaming
Media Player Demonstrated with Akamai Media & Delivery Solutions at NAB 2014 (Mar.
19, 2014), available at http://finance.yahoo.com/news/nanotech-nuvola-np-1-4k204400686.html.
180. Brand X, 545 U.S. at 998±1000.
181. Yoo, supra note 53, at 565.
182. NAMED DATA NETWORKING, http://named-data.net/ (last visited May 23, 2014).
183. Yoo, supra note 53, at 565.
184. Id. at 564.
185. Id. at 567.
186. Id. at 566.
187. Id. at 567.
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uses nearly 150,000 servers throughout the network to serve 30% of the
ZRUOG¶V ZHE FRQWHQW and rely on the domain name system (³DNS´) to
determine from which cache it should serve any particular request.179 The
Supreme Court has upheld the conclusion that the DNS and caching
functions associated with the typical broadband access service inevitably
involve both computer processing and storage and thus take broadband
access outside the scope of Title II.180
The statutory requirement that the transmission take place between
points specified by the end user is even more problematic. On the Internet,
physical locations are addressed by the numbers of an Internet Protocol (IP)
address, which in the case of IP version 4 is usually represented by four
numbers between 0 and 255 separated by dots (such as 128.91.34.233, which
is one of the IP addresses assigned to the University of Pennsylvania).181
Although the National Science Foundation is currently studying a proposal
to restructure Internet addresses so that they refer to particular content rather
than particular locations, 182 until such a proposal is adopted, the address
architecture will continue to focus on physical addresses. End users and
applications typically do not rely on IP addresses, however. Instead, they
generally use domain names (such as upenn.edu) to access Internet
resources, relying on the DNS to map domain names onto IP addresses.183
When this is the case, the points of communication are specified by DNS,
not the end user. 184 Moreover, as anyone who has attempted to access
*RRJOH¶VZHEVLWHIURPDQRWKHUFRXQWU\UHFRJQL]HVWKHPDSSLQJRIGRPDLQ
names onto IP addresses is not simply mechanical.185 On the contrary, the
DNS often routes the same domain name to different locations based on its
inference of which location is most likely to be the one the end user wants.
In addition, content is frequently not stored in a single location.186 CDNs, for
instance, depend on the DNS to determine from which of their thousands of
caches that any particular request should be served.187 Thus, unless the user
employs IP addresses instead of domain names or maintains his or her own
DNS, it is a third-party DNS provider that selects the points of transmission,
not the end user. As a result, it is impossible to see how broadband access
can fit within the statutory definition of telecommunications service
governed by Title II.
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B. Overlooked Implications of Reclassification
Interestingly, many network neutrality proponents seem to be
unfamiliar with the way that Title II regulation works in practice.
Specifically, it has generally not been applied to benefit actors occupying the
position of content and service providers, it has never barred prioritized
service, and it has long been plagued by a series of implementation
difficulties.

1.

&RPPRQ&DUULDJH¶VInapplicability to
Complementary Services
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188. 117 U.S. 1, 27 (1885).
189. Id. at 24.
190. Id. at 20.
191. PETER W. HUBER ET AL., FEDERAL TELECOMMUNICATIONS LAW § 1.3.1, at 14±16,
§ 5.1.1, at 407±08 (2d ed. 1999).
192. Verizon, 740 F.3d at 653.
193. 117 U.S. at 20.
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Supporters of Title II reclassification believe it will enable rules that
give edge providers nondiscriminatory access to broadband networks. The
history of common carriage is to the contrary. The seminal decision is
Memphis & Little Rock Railroad Co. v Southern Express Co. (The Express
Package Cases), in which the Supreme Court held that the nondiscrimination
obligations of common carriers applied only to end users and did not apply
to express package companies who wanted to use the railroad as a conduit
for delivering another service.188 This is because the specialized needs of
such sHUYLFHV³must necessarily be a matter of bargain,´ the Court reasoned,
and thus cannot always be provided to all express package companies.189 The
IDFW WKDW H[SUHVV SDFNDJH VHUYLFHV KDG EHFRPH D ³SXEOLF QHFHVVLW\´ ZDV
³XVHGLQalmost every conceivable way, and for almost every conceivable
SXUSRVH´ DQG WKDW ³>D@ll have become accustomed to it, and it cannot be
taken away without breaking up many of the long-settled habits of business,
and interfering materially with the conveniences of social life´ GLG QRW
change the &RXUW¶Vanalysis.190 The courts have applied similar principles to
the telecommunications industry.191
The Verizon court elided this distinction somewhat when it rejected
WKH )&&¶V Drgument that the nondiscrimination UXOH¶V UHTXLUHPHQW WKDW
broadband access providers carry edge providers did not impose common
carriage obligations because broadband access providers only served as
carriers for end users, not for edge providers. 192 The issue presents the
converse of the question presented in the Express Package Cases. In those
cases, the question was whether common carriage entailed
nondiscrimination towards edge providers. 193 In Verizon, the issue was
whether nondiscrimination towards edge providers entailed common
carriage.
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In any event, the history of common carriage raises questions whether
common carriage would give edge providers the benefit of a
nondiscrimination mandate. If not, Title II reclassification would not create
the benefits that many network neutrality proponents envisage.

2.

The Permissibility of Prioritized Service

As noted above, common carriage does not restrict from creating
different classes of service so long as it provides each class of service to all
comers. 194 Thus, notwithstanding the claims of some network neutrality
proponents, Title II reclassification would not necessarily prevent broadband
access providers from offering premium services at premium prices.195

3.

Difficulties Implementing Common Carriage

10/21/2014 10:02:02

194.
195.
196.
197.
198.
199.
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Finally, advocates of Title II reclassification must come to grips with
how difficult nondiscrimination mandates have historically been to
implement in practice. Any decision-maker confronted with a
nondiscrimination claim would have to determine whether the price
differentials were the result of differences in quality or cost or the desire to
implement schemes such a Ramsey pricing that can make the allocation of
high fixed costs goods more efficient.196
Title II would also require decision-makers to ensure that rates are just
and reasonable.197 The methodologies for evaluating the reasonableness of
rates have long been criticized for providing insufficient incentives to
economize on costs, discouraging innovation, and leading to interminable
controversies over how to determine the proper rate base and rate of return,
how to allocate common costs, and over the reasonableness of non-price
terms and conditions.198 Rate regulation also facilitates collusion by creating
entry barriers, standardizing products and pricing, pooling information,
providing advance notice of changes, and allowing the government to serve
as the means for forcing parties to adhere to the agreed upon prices. 199
Moreover, with respect to traditional telephony, the increasingly specialized
needs of business customers led them to request an ever-growing number of
special access tariffs and waivers designed to tailor services to individual
FXVWRPHUV¶ SDUWLFXODU QHHGs. In light of the growing diversity of Internet
applications, imposition of Title II regulation would likely deluge regulators
with a similar range of requests.

See supra notes 194±207 and accompanying text.
Yoo, supra note 53, at 574 n.183.
Id. at 573±81.
47 U.S.C. § 201(b) (2006).
Yoo, supra note 53, at 581±95.
Id. at 602±05.
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Difficulties Implementing Forbearance

Finally, any solution based on Title II reclassification would require
the FCC to forbear from a number of statutory provisions, as both the
Commission 200 and several advocates of reclassification have noted. 201
Section 10 of the Communications Act requires the FCC to forbear from
³applying any regulation or any provision of [Title II] to a
telecommunications carrier´ if the agency finds that a regulation is not
needed to protect consumers or ensure just and reasonable practices and that
forbearing from such regulation LV³FRQVLVWHQWZLWKWKHSXEOLFLQWHUHVW´202 In
practice, however, the DJHQF\¶Vexperience with forbearance has not been a
happy one. Scholars have criticized the agency for failing to establish clear
evidentiary standards, 203 for establishing a market power test based on
marginal cost pricing that is impossible for any telecommunications network
to satisfy,204 and for ignoring intermodal competition.205 Indeed, the courts
KDYHIRXQGWKH)&&¶VIRUEHDUDQFHGHFLVLRQVWREHVRLQWHUQDOO\LQFRQVLVWHQW
as to be arbitrary and capricious.206
The net result of these considerations is that Title II reclassification
may not prohibit the types of practices that concern network neutrality
proponents the most. In addition, the looming implementation difficulties
suggest that even if common carriage regulation were somehow directed
towards those exact practices, it may not create the benefits that they
envisage. And the prospect of relying on forbearance to ensure that
regulation remains light may be illusory.

V.

OTHER IMPLICATIONS OF THE VERIZON DECISION
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200. 2014 Open Internet NPRM, supra note 7, at 5615±16 paras. 153±155.
201. See Comments of the Open Tech. Inst. at the New Am. Found. and Benton Found.
at 26, Protecting and Promoting the Open Internet, FCC GN Docket No. 14-28 (rel. May 15,
2014),
available
at
http://newamerica.net/sites/newamerica.net/
files/profiles/attachments/OTI_NN_Comments_FINAL.pdf.
202. 47 U.S.C. § 160(a) (2006).
203. Rob Frieden, Case Studies in Abandoned Empiricism and the Lack of Peer Review
at the Federal Communications Commission, 8 J. ON TELECOMM. & HIGH TECH. L. 277, 292
(2010).
204. George S. Ford & Lawrence J. Spiwak, The Impossible Dream: Forbearance After
the Phoenix Order 3K[&WUIRU$GYDQFHG/HJDO (FRQ3XE3RO¶\6WXGs., Paper No. 1008, 2010), available at http://ssrn.com/abstract=1740558.
205. Seth L. Cooper, Forbearance Follies: What the FCC’s New Framework Portends
for the “Third Way” 3±4 (Free State Found., Perspectives from FSF Scholars Vol. 5 No. 18,
2010),
available
at
http://www.freestatefoundation.org/images/Forbearance_Follies_070810.pdf.
206. Verizon Tel. Cos. v. FCC, 570 F.3d 294, 301±05 (2009).
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Both Verizon and the FCC declined to appeal the Verizon FRXUW¶V
decision to the Supreme Court, and the FCC has already published a new
notice of proposed rulemaking that proposes rules that comport with the
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Verizon decision.207 Nonetheless, the text of the Verizon decision and the
HDUO\GHEDWHVVXUURXQGLQJWKH)&&¶VSURSRVHGUXOHVUDLVHVRPHWDQWDOL]LQJ
possibilities as to what might transpire next.

A. State Regulation
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207. See Open Internet Remand, Public Notice, FCC GN Docket No. 14-28 (rel. Feb. 19,
2014); see also 2014 Open Internet NPRM, supra note 7.
208. 47 U.S.C. § 1302(a) (2006).
209. Amendment of Section 64.7RIWKH&RPPLVVLRQ¶V5XOHV & Regulations (Third
Computer Inquiry), Report and Order, 104 F.C.C.2d 958, 1127±28 paras. 347±348 (1986),
vacated sub nom. California v. FCC, 905 F.2d 1217 (9th Cir. 1990); Amendment of Section
64.702 of the Commission¶s Rules & Regulations (Second Computer Inquiry), Memorandum
Opinion and Order, 84 F.C.C.2d 50, 103 para. 154 (1980), aff’d sub nom. Computer &
&RPPF¶QV,QGXV$VV¶QY)&&)G±18 (D.C. Cir. 1982).
210. See 1DW¶O&DEOH  7HOHFRPPV $VV¶QY *XOI3RZHU&R86±51
(2002) (Thomas, J., concurring in part and dissenting in part) (rebuking the FCC for failing
to address the regulatory status of broadband).
211. See, e.g., MediaOne Group, Inc. v. County of Henrico, 257 F.3d 356 (4th Cir. 2001);
AT&T Corp. v. City of Portland, 216 F.3d 871 (9th Cir. 2000).
212. See Cable Modem Declaratory Ruling, supra note 38, at 4800±02 paras. 2±7.
213. See 2B SUTHERLAND ON STATUTORY CONSTRUCTION § 51:2 (7th ed. & Supp. 2014)
³&RXUWV WU\ WR FRQVWUXH DSSDUHQWO\ FRQIOLFWLQJ VWDWXWHV RQ WKH VDPH VXEMHFW KDUPRQLRXVO\
DQGLISRVVLEOHJLYHHIIHFWWRHYHU\SURYLVLRQLQERWK´ 
214. Verizon v. FCC, 740 F.3d 623, 638 (D.C. Cir. 2014).
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6HFWLRQ  DSSOLHV HTXDOO\ WR ³>W@he Commission and each State
commission with regulatory jurisdiction over telecommunications
services´ 208 The statute thus seems to accord to state public utility
commissions (PUCs) the same regulatory authority that it accords to the
FCC. Concerns that inconsistent state regulation would disrupt the
deployment of the newly emerging information services led the FCC to
preempt state regulation in both its Second and Third Computer Inquiries.209
History has shown that state and local authorities might well be eager to
exercise this authority. Prior to 2002, when the FCC refused to address the
regulatory status of broadband access services, 210 state and local
governments rushed to the void. 211 The resulting regulation and litigation
threatened the broadband industry with a welter of inconsistent and
burdensome regulatory mandates. The FCC¶V 2 assertion of exclusive
federal jurisdiction over broadband largely eliminated these disputes.212
The obvious way to avoid the inconsistency of concurrent state-federal
regulation is for the FCC to preempt state action, but it is questionable
whether preemption is permissible when section 706(a) also gives authority
to the state PUCs in pari materia.213 Indeed, the Verizon court saw nothing
untoward in concurrent federal-state jurisdiction.214
Language included in both the Senate and Conference Reports
accompanying the 1996 Act may provide sufficient basis to avoid this
problem. The Senate report clearly provides that ³[t]he FCC may pre-empt
State commissions if they fail to act to ensure reasonable and timely
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DFFHVV´ 215 The Conference Report includes identical language. 216 The
legislative history thus clearly suggests that the federal government should
be able to preempt state regulation notwithstanding the language of section
706(a).

B. The Applicability of Network Neutrality to Interconnection
Agreements
Both the 2010 Open Internet Order and the 2014 Open Internet Notice
of Proposed Rulemaking made clear that the rules were designed to ensure
equal treatment of traffic within DEURDGEDQGDFFHVVSURYLGHU¶VQHWZRUN7KH
rules were not meant to equalize the terms under which traffic arrives at a
EURDGEDQGSURYLGHU¶VQHWZRUN
As a result, the FCC has repeatedly clarified that the Open Internet
rules do not apply to interconnection agreements between Internet service
providers (ISPs). 217 Some voices have begun to call for bringing
interconnection agreements within the scope of the network neutrality
debate.
Attempting to equilibrate interconnection agreements would turn
every bilateral negotiation between two ISPs into a regulatory matter.
Indeed, in a network comprised of more than 30,000 networks
interconnected through bilateral agreements, variations in price and latency
are endemic.

1.

The Mischaracterization of Peering as ZeroPrice Interconnection
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215. S. REP. NO. 104-23, at 50 (1995).
216. S. REP. NO. 104-230, at 210 (1996) (Conf. Rep.).
217. See infra notes 257-258 and accompanying text.
218. The discussion that follows is adapted from my testimony before the Senate
Judiciary Committee on April 9, 2014. Examining the Comcast-Time Warner Cable Merger
and the Impact on Consumers: Hearing Before the S. Comm. on the Judiciary, 113th Congress
(2014),
available
at
http://www.judiciary.senate.gov/imo/media/doc/04-0914YooTestimony.pdf.
219. Michael Kende, The Digital Handshake: Connecting Internet Backbones, 11
COMMLAW CONSPECTUS  Q   ³,QDVHWWOHPHnt arrangement . . . the carrier
RQZKLFKWKHWUDIILFRULJLQDWHVSD\VWKHRWKHUFDUULHUWRWHUPLQDWHWKHWUDIILF´ 
220. Id. at 47±52.
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It is often said that the Internet is a network of networks.218 What this
means in practice is that traffic that originates on one network often
terminates on another network. 219 To make this possible, ISPs enter into
contracts with other Internet service providers (³ISPs´) to exchange traffic.
Because the terminating ISP also incurs costs,220 the traditional rule was that
the originating ISP would make what is known as a transit payment to
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compensate the terminating ISP for providing services to the originating
ISP¶s customers.221
If traffic is roughly symmetrical, ISPs can reduce costs by foregoing
monitoring and billing for the exchange of traffic and instead calling it a
wash, a practice commonly known as settlement-free peering. 222 Such
arrangements make economic sense only if the traffic exchanged is
symmetrical in terms of cost and value. If traffic becomes out of ratio,
peering contracts typically call for transit-style payments.223
The fact that peering agreements include a symmetry requirement
underscores that they are more properly regarded as a form of barter that is
conditional on an even exchange.224 Consider what would happen if one of
the parties to a peering contract that was roughly in balance suddenly signed
up a customer that caused a significant increase in the amount of traffic that
it was handing off to the other party for termination. At this point, the traffic
would likely be out of ratio, in which case the terminating ISP would have
to incur significant costs to terminate the traffic and the peering contract
would typically call for the originating ISP to make a payment to the
terminating ISP. Insisting that all interconnection occur at a zero price
regardless of the amount of traffic is inconsistent with the barter-based
justification underlying peering arrangements.
Certainly, the originating ISP would like the terminating ISP to bear
all of the costs of doing so. Conversely, the terminating ISP would like the
originating ISP to pay for the costs, as required by the typical peering
contract. Both parties benefit from delivering greater value to the end users.
The usual solution would be for both parties to bear part of the costs based
on their relative elasticities of demand. 225 Mandating zero-price
interconnection would prevent this from occurring.

The Multiple Functions Performed by Prices

Insisting that interconnection always occur at a zero price would also
ignore the important role that prices play in any market economy. In terms
of Internet interconnection, prices perform three key functions.
First, prices allocate scarce resources and allow markets to clear while
helping to ensure that those resources are employed only when the benefits
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221. CHRISTOPHER S. YOO, THE DYNAMIC INTERNET 64, 94 (2012).
222. Kende, supra note 219, at 49.
223. YOO, supra note 221, at 64, 95±96.
224. Kende, supra note 219DW ³>3@HHULQJDJUHHPHQWVDUHWKHUHVXOWRIFRPPHUFLDO
negotiations; each backbone bases its decisions on whether, how and where to peer by
weighing the benefits and costs of entering into a particular interconnection agreement with
DQRWKHUEDFNERQH´ 
225. For a detailed discussino of Internet backbone competition in light of end user
demand elasticity, see Jean-Jacques Laffont et al., Internet Interconnection and the Off-NetCost Pricing Principle, 34 RAND J. ECON. 370 (2003).
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of doing so exceed the costs. 226 Second, they provide an incentive for
interconnection partners to conserve on bandwidth. Third, if
supracompetitive prices emerge, they signal to other actors that the market
is in short-run disequilibrium and provide the incentive for others to enter
the market. Entry by other players shifts the supply curve out until the market
is once again in long-run equilibrium.227
Imagine what would happen if all interconnection prices were required
to equal zero. First, because prices could not rise, markets could not clear, so
they would end up in persistent shortage.228 Second, interconnection partners
would have no incentive to rationalize their consumption or to invest in
technologies that consume less bandwidth.229 Third, and worst of all, zeroprice interconnection would prevent those who invest in value-creating
activities from earning a return and thus risk inhibiting innovation.230
Internet companies are investing in their businesses in an attempt to
gain an edge on the competition, and any advantage gained only serves to
force competitors to make new investments of their own. Consider the
LPSDFWWKDWWKHFDEOHLQGXVWU\¶VGHSOR\PHQt of DOCSIS 3.0231 and the advent
of Google Fiber 232 have had on telephone companies. The higher
investments by these companies are forcing AT&T to respond in kind. 233
Faced with competitors able to deliver significantly higher bandwidth,
AT&T has begun deploying more advanced DSL technologies capable of
delivering between 45±100 Mbps service.234 Where these services have been

10/21/2014 10:02:02
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226. Christopher S. Yoo, Network Neutrality and the Economics of Congestion, 94 GEO.
L.J. 1847, 1864 (2006).
227. Christopher S. Yoo, Rethinking the Commitment to Free, Local Television, 52
EMORY L.J. 1579, 1590±91 (2003).
228. See, e.g., DANIEL F. SPULBER & CHRISTOPHER S. YOO, NETWORKS IN
TELECOMMUNICATIONS: ECONOMICS AND LAW 78±83 (2009) (discussing the harmful
economic consequences of price controls).
229. See Yoo, supra note 226, at 1864±65.
230. See Yoo, supra note 161, at 48±53; Christopher S. Yoo, Network Neutrality,
Consumers, and Innovation, 2008 U. CHI. LEGAL F. 179, 235±37 [hereinafter Yoo,
Consumers].
231. See Eighth Broadband Progress Report, supra note 68, at 10385 para. 92.
232. See John Brodkin, Google Fiber Chooses Nine Metro Areas for Possible Expansion,
ARS TECHNICA (Feb. 19, 2014, 1:00 PM), http://arstechnica.com/business/2014/
02/google-fiber-chooses-nine-metro-areas-for-possible-expansion/.
233. See, e.g., Applications and Public Interest Statement of Comcast Corp. and Time
Warner Cable Inc. at 42±52, Applications of Comcast Corp. and Time Warner Cable Inc. for
Consent to Assign and Transfer Control of Licenses and Other Authorizations, FCC MB
Docket No. 14-57 (rel. July 10, 2014), available at http://corporate.comcast.com/
images/Comcast-Public-Interest-Statement-April-8.pdf (chronicling the virtuous cycle of
investment by cable and telco broadband providers in infrastructure upgrades including FTTN
and VDSL2 with pair bonding).
234. Press Release, AT&T, AT&T to Invest $14 Billion to Significantly Expand
Wireless and Wireline Broadband Networks, Support Future IP Data Growth and New
Services
(Nov.
7,
2012),
available
at
http://www.att.com/gen/pressroom?pid=23506&cdvn=news&newsarticleid=35661&mapcode=.
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235. See Mark A. Israel, Econ. Analysis of the Effect of the Comcast-TWC Transaction
on Broadband: Reply to Commenters at 71 para. 80, Applications of Comcast Corp. and Time
Warner Cable Inc. for Consent to Assign and Transfer Control of Licenses and Other
Authorizations, FCC MB Docket No. 14-57 (rel. July 10, 2014), available at
http://corporate.comcast.com/images/2014-09-23-REDACTED-Comcast-TWC-Oppositionand-Response-Exhibit-1-Israel.pdf.
236. See, e.g., Mark Sweney, Netflix to Spend $3bn on TV and Film Content in 2014,
THE GUARDIAN (Feb. 5, 2014, 11:07 AM), http://www.theguardian.com/media/2014/feb/05/
netflix-spend-3-billion-tv-film-content-2014.
237. SANDVINE, GLOBAL INTERNET PHENOMENA 1H2014, at 5±6(2014), available at
https://www.sandvine.com/downloads/general/global-internet-phenomena/2014/1h-2014global-internet-phenomena-report.pdf.
238. See Jon Brodkin, Netflix’s Many-Pronged Plan to Eliminate Video Playback
Problems, ARS TECHNICA (May 13, 2014, 11:15 AM), http://arstechnica.com/informationtechnology/2014/05/netflixs-many-pronged-plan-to-eliminate-video-playback-problems/.
239. Id.
240. Id.
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deployed, AT&T is successfully taking customers from the cable companies
with which it competes.235
This type of dynamic is not limited to horizontal competition. Service
providers are providing high-value content and services with strong
customer appeal. The desirability of these products in turn strengthens these
FRPSDQLHV¶KDQGZKHQQHJRWLDWLQJLQWHUFRQQHFWLRQDJUHHPHQWV
Indeed, this is exactly what appears to be occurring with Netflix.
Netflix has been a spectacular success, largely because of the billions of
dollars in forward contracts in content that it has undertaken.236 These risks
have paid off spectacularly, and Netflix has grown to more than one-third of
all primetime Internet traffic in the U.S. 237 Like any for-profit company,
Netflix would prefer it if the ISPs bore as much of the burden of the
additional costs of carrying this traffic as possible. Indeed, that is the gist of
its Open Connect program, which requires ISPs to terminate Netflix traffic
for free.238 7KHVWURQJEDUJDLQLQJOHYHUDJHFUHDWHGE\1HWIOL[¶VLQYHVWPHQWV
has led many ISPs to embrace Open Connect.239
Netflix must be permitted to exercise the bargaining power created by
its investments if it is to be expected to continue to invest in the future. Other
ISPs have resisted and have made investments of their own in an attempt to
gain bargaining leverage. 240 This pattern of move and countermove in an
attempt to reap economic benefit is what drives investment and innovation.
This is the true virtuous circle of innovation.
All of this is a natural part of healthy bargaining process. As in the
typical case, both sides reached an interconnection agreement that divides
the costs. Applying network neutrality to such disputes would turn every
garden-variety bargain over price that characterizes every arms-length
economic transaction into a regulatory matter. To the extent that it deprives
firms of returns that are the result of the entrepreneurial risks they have taken,
it threatens to cause the virtuous circle to stall. Determining the price that
appropriately divides the costs is greatly complicated by the fact that the
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241. The discussion that follows is adapted from Christopher S. Yoo, Network Neutrality
After Comcast: Toward a Case-by-Case Approach to Reasonable Network Management, in
NEW DIRECTIONS IN COMMUNICATIONS POLICY 55, 71±76 (Randolph J. May ed., 2009). For a
more extended discussion of the implications of the economics of two-sided markets for
network neutrality, see Yoo, Consumers, supra note 230, at 222±27.
242. For overviews of the economics of two-sided markets, see David S. Evans &
Richard Schmalensee, The Industrial Organization of Markets with Two-Sided Platforms, 3
COMP.
POL¶Y
INT¶L
151
(2007),
available
at
https://www.law.berkeley.edu/files/Evans_and_Schmalensee_-_Two_Sided_Markets.pdf;
Jean-Charles Rochet & Jean Tirole, Two-Sided Markets: A Progress Report, 37 RAND J.
ECON. 645 (2006); Roberto Roson, Two-Sided Markets: A Tentative Survey, 4 REV. NETWORK
ECON. 142 (2005), http://www.bepress.com/rne/vol4/iss2/3.
243. See Yoo, supra note 161, at 33.
244. See Yoo, Consumers, supra note 230, at 223.
245. Id. at 237
246. Id. at 237±38.
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Internet constitutes a two-sided market. 241 The economics of two-sided
markets are somewhat complex. 242 Conventional economics has long
UHFRJQL]HG WKH H[LVWHQFH RI ³QHWZRUN HFRQRPLF HIIHFWV´ ZKLFK FDXVH D
network to increase in value as the number of users connected to it
increases.243 To use a classic example, the value of a telephone network to
consumers is thus determined by more than just the price charged and the
services provided, as is the case with most goods. It also depends on the
number of other subscribers connected to the network. The more people each
user can reach through the network, the more valuable it becomes to all users.
The telephone system is an example of a one-sided market, as the value
to any particular caller is determined in no small part by the number of
similarly situated callers. When a market is two-sided, instead of bringing
together a single class of similarly situated users, networks bring together
two completely different classes of users. 244 In those cases, the value is
determined not by the number of users of the same class, but rather the
number of users of the other class. To put it in terms of a concrete example,
consider the economics of broadcast television, which generates revenue
from advertisers based on the number of viewers the industry can deliver.245
The value of the network for advertisers is not determined by the number of
other advertisers. Instead, the value of the network increases with the number
of a different class of network participants (i.e., television viewers).
The economics of two-sided markets indicate that it may be socially
beneficial for content and application providers to subsidize the prices paid
by end users.246 The fact that the Internet has become increasingly dominated
by advertising revenue paid to content and application providers rather than
QHWZRUNSURYLGHUVPDNHVWKLVSDUWLFXODUO\OLNHO\WREHWUXH$QDGYHUWLVHU¶V
willingness to pay for an ad on any particular website depends on the number
of end users viewing that website. Under these circumstances, the optimal
solution may be for the website owner to subsidize the total number of end
users by making payments to the network provider to help defray their costs
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247. Id.
248. Id. at 225±26.
249. Id. at 237.
250. Peyman Faratin et al., The Growing Complexity of Internet Interconnection, COMM.
& STRATEGIES, 4th Quarter 2008, at 51, 59.
251. JEFF ULIN, THE BUSINESS OF MEDIA DISTRIBUTION: MONETIZING FILM, TV, AND
VIDEO CONTENT 224±25 (1st ed. 2010).
252. Annual Assessment of the Status of Competition in the Market for the Delivery of
Video Programming, Fifteenth Report, 28 FCC Rcd. 10496, 10599 para. 208 (2013)
[hereinafter Fifteenth Video Competition Report], available at http://hraunfoss.fcc.gov/
edocs_public/attachmatch/FCC-13-99A1.pdf.
253. See Yoo, Consumers, supra note 230, at 237.
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of connection.247 The costs of subsidizing more users would be more than
offset by the additional revenue generated by the fact that advertisers can
now reach more potential customers.248
These revenue-side pressures are reinforced by cost-side
considerations. The cost of connecting content and application providers to
the Internet is quite low, typically only requiring a single high-speed line to
a small number of business locations.249 The cost of connecting end users to
the Internet is much higher, requiring the wiring and upgrading of equipment
in entire neighborhoods. In an industry in which the primary revenue is
flowing to content and application providers and the costs involved in
connecting content and application providers are much smaller than the costs
of connecting end users, one would expect some cash to flow from content
and application providers to those who are providing connections to end
users.250
These dynamics are again well-illustrated by broadcast television. In
many ways, broadcast television and the Internet are analogous. The movie
studios that create television programs play a similar role to content and
application providers. Television networks aggregate programs and deliver
them nationally in much the same manner as server-side network providers
and backbone providers. 251 Local broadcast stations provide last-mile
connectivity that is quite similar to the role played by DSL and cable modem
providers. In addition, the revenue structure is quite comparable, in that
television networks receive advertising revenue in much the same manner as
content and application providers. Furthermore, the cost structure is
somewhat similar in that connecting individual homes is much more costly
than distributing programming nationally.
For decades, the standard business arrangement has been for television
networks to subsidize the operations of local broadcast stations by paying
them to be members of their television networks.252 7KHLQGXVWU\¶VUHYHQXH
and cost structure make such arrangements quite logical. The cost of paying
these broadcast stations to affiliate with a network is more than offset by the
increase in advertising revenue made possible by the fact that the network is
now able to reach a larger audience.253 Broadcast television thus represents
a prime example of when firms operating on one side of the market find it
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economically beneficial to subsidize end users on the other side of the
market.
Furthermore, the magnitude of the affiliation fees that the networks
pay to broadcast stations is anything but uniform. The precise amount paid
varies with the relative strength of the network and the relative strength of
the broadcast station. 254 Stronger broadcast stations receive more, while
weaker ones receive less. Equally interesting is the fact that in recent years,
the cash flow has begun to vary in its direction as well as magnitude, with
weaker stations having to pay rather than be paid to be part of the television
network.255 The dynamic nature of this pricing regime benefits consumers by
providing incentives for networks to invest in better quality programming
and by providing an incentive for stations to provide better carriage.
The core insight of two-sided market is that prices can vary widely in
magnitude and direction. Sometimes money flows from content providers to
network providers, and sometimes it naturally flows the other way. All of
this underscores the difficulty of identifying the optimal price as well as the
fact that requiring all interconnection occur at a zero price would be an
economic anomaly. Prices are how market-based economies allocate goods,
provide incentives to minimize costs, and signal producers that the market is
in disequilibrium. Freezing those prices would dampen those signals and risk
forestalling the quest for bargaining leverage that is the engine that drives
the virtuous circle of innovation forward.

3.

The Danger of Regulating Interconnection
Agreements
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255. Fifteenth Video Competition Report, supra note 252, at 10599±600 paras. 208±209
³1HWZRUNFRPSHQVDWLRQWRWHOHYLVLRQEURDGFDVWVWDWLRQVKDVDOOEXWGLVDSSHDUHGDQGWRGD\
television stations instead commonly pay compensation to networks in order to air their
SURJUDPPLQJ´ FLWDWLRQVRPLWWHG 
256. See, e.g., Reed Hastings, Internet Tolls and the Case for Strong Net Neutrality,
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&
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(Mar.
20,
2014,
2:00
PM),
NETFLIX
http://blog.netflix.com/2014/03/internet-tolls-and-case-for-strong-net.html;
Stacey
Higginbotham, Paid Peering Is Not a Net Neutrality Issue But Level 3 Wants to Make It One,
GIGAOM (Mar. 18, 2014, 9:26 AM), https://gigaom.com/2014/03/18/level-3-gets-theproblems-of-peering-fights-so-right-and-then-so-wrong/; Mark Rogovsky, Comcast-Netflix
Didn’t Violate Net Neutrality But It Wasn’t Benevolent, It Was Business, FORBES (Feb. 24,
2014, 9:07 AM), http://www.forbes.com/sites/markrogowsky/2014/02/24/comcast-netflixdidnt-violate-net-neutrality-but-it-wasnt-benevolent-it-was-business/
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Although some have suggested that such interconnection agreements
represent network neutrality violations,256 network neutrality only applies to
how traffic is handled within DQ,63¶VQHWZRUN It does not apply to how the
traffic arrives at an ISP, which inevitably travels by paths of different lengths
and incurs different costs as it traverses a system composed of 47,000
separate networks tied together through arms-length interconnection
agreements. Indeed, this is why the Open Internet Order specified that it does
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not apply to interconnection agreements, 257 why FCC Chairman Julius
Genachowski made clear that the Open Internet Order does not apply to
interconnection disputes,258 and why Chairman Wheeler has indicated the
same. 259 The proposed rule that the FCC adopted on May 15, 2014,
tentatively reiterated the conclusion that the rules would apply only to a
broadband access SURYLGHU¶V own network and not to traffic exchanged
between networks.260
The Comcast-Netflix interconnection agreement appears to be nothing
more than a typical case of such bargaining. One advantage is that because
it now is a direct customer of Comcast, it gains the benefit of the guaranteed
VHUYLFHOHYHOVLQ&RPFDVW¶VVWDQGDUGVHUYLFH-level agreement. Indeed, media
reports indicate that Comcast customers are experiencing a quality
enhancement in their Netflix experience.261
7KHDJUHHPHQWUHGXFHV&RPFDVW¶VFRVWV, while the impact on Netflix
is ambiguous: while it now must pay Comcast to terminate its traffic, it no
longer needs to pay the third-party ISP on which it previously relied to reach
Comcast in a classic case of efficiencies through cutting out the middleman.
Although some have suggested that this might lead to a net reduction in
1HWIOL[¶VFRVWVWKDWLQIRUPDWLRQLVFRQILGHQWLDODQGFDQQRWEHYHULILHG In any
event, interconnection represents a trivial revenue stream for Comcast and a
WLQ\ SRUWLRQ RI 1HWIOL[¶V FRVW VWUXFWXUH ZKLFK LV Gominated by program
acquisition costs, which means that the transaction is unlikely to have any
material effect on Netflix subscription prices.262
In addition, interconnection in the Internet space is fundamentally
different from carriage agreements in cable television. In cable television,
the failure to come to an agreement means that subscribers cannot receive
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InternHW2UGHU¶VLQDSSOLFDELOLW\WRLQWHUFRQQHFWLRQ .
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on Energy and Commerce, 102d Cong., 1st Sess. 102 (2011), available at
http://www.gpo.gov/fdsys/pkg/CHRG-112hhrg65940/pdf/CHRG-112hhrg65940.pdf.
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(Apr. 1, 2014), http://www.nationaljournal.com/tech/netflix-s-net-neutrality-plea-getsrejected-by-the-fcc-20140401.
260. 2014 Open Internet NPRM, supra note 7, at 5617 para. 59.
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(Apr.
14,
2014,
5:37
PM),
http://www.pcmag.com/article2/
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0,2817,2456553,00.asp.
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(Feb.
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2014,
12:14
PM),
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STREAMING
http://blog.streamingmedia.com/2014/02/heres-comcast-netflix-deal-structurednumbers.html; Joan E. Solsman, Netflix vs. the Comcast-TWC Merger: Nothing to Lose,
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particular content.263 With respect to the Internet, multiple ways to reach
consumers always exist. In fact, Comcast maintains 40 settlement-free
peering relationships and over 8,000 paid transit relationships.264 That means
that edge providers will always have some way to reach Comcast customers
even if they are unable to reach a direct interconnection agreement.265 The
only bargaining advantage that Comcast would enjoy is the different between
WKHLQWHUFRQQHFWLRQWHUPVDQGWKHFRVWRI1HWIOL[¶VQH[W-best interconnection
option.266 Although some have speculated that Comcast might still be able to
discriminate against Netflix traffic flowing over other paths, that traffic is
mixed with the traffic of other end users, which would require Comcast to
inspect all of the traffic coming through that connection,267 which would be
XQUHDOLVWLFDQGSURKLELWHGE\&RPFDVW¶VFRPPLWPHQWWRDELGHE\WKHWHUPV
of the Open Internet Order.268
As an added benefit, absent the interconnection agreement, all of
&RPFDVW¶VFXVWRPHUVZRXOGKDYHKDGWREHDUWKHFRVWVRI1HWIOL[¶VLQFUHDse
in traffic regardless if they used the service or not. The interconnection
agreement promotes fairness by ensuring that those who derive the benefits
are the ones who bear the costs. The elimination of zero-cost pricing also
avoids the problems that arise when edge providers have no incentive to
economize on the volume of traffic they send, as well as address the legal
concerns raised by Judge David Tatel in his decision in Verizon v. FCC.269
Any remaining concerns should be eliminated by the fact that Comcast
KDVFRPPLWWHGWRDELGHE\WKHWHUPVRIWKH)&&¶V2SHQ,QWHUQHW2UGHUHYHQ
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263. For instance, in early 2014, after Viacom failed to reach a deal with Cable One, a
small cable company, subscribers lost access to all Viacom channels, including Comedy
Central and MTV. Alex Ben Block, Viacom Blackout Continues as Small Cable Company
Takes Stand in Retrans Fight, HOLLYWOOD REPORTER (Apr. 2, 2014, 5:06 PM),
http://www.hollywoodreporter.com/news/viacom-blackout-continues-as-small-693143.
264. Competition in the Video and Broadband Markets: The Proposed Merger of
Comcast and Time Warner Cable: Oversight Hearing Before the Subcomm. on Regulatory
Reform, Commercial and Antitrust Law of the H. Comm. on the Judiciary, 113th Cong. (May
8, 2014) (Joint Written Statement of David L. Cohen, Executive Vice President, Comcast
Corp., and Robert D. Marcus, Chairman and Chief Executive Officer, Time Warner Cable),
available at http://judiciary.house.gov/?a=Files.Serve&File_id=E55CD2D5-C965-4D7B84E0-BFD386769F2C.
265. Christopher S. Yoo, Innovations in the Internet’s Architecture That Challenge the
Status Quo, 8 J. ON TELECOMM. & HIGH TECH. L. 79, 86 (2010).
266. Stanley M. Besen et al., Advances in Routing Technologies and Internet Peering
Agreements, 91 AM. ECON. REV. (PAPERS & PROC.) 292, 295 (2001).
267. Cf. Timothy B. Lee, The Durable Internet: Preserving Network Neutrality Without
Regulation 15±23 (Cato Inst., Policy Analysis No. 626, 2008), available at
http://object.cato.org/sites/cato.org/files/pubs/pdf/pa-626.pdf (arguing that ISP efforts to
degrade or discriminate against disfavored Internet traffic are unlikely to succeed for technical
and economic reasons).
268. Applications of Comcast Corp., Gen. Elec. Co. & NBC Universal, Inc.,
Memorandum Opinion and Order, 26 FCC Rcd. 4238, 4275 para. 94 (2011) [hereinafter
Comcast-NBCU Order] (barring Comcast from discriminating against unaffiliated Internet
traffic and requiring Comcast to abide by the rules contained in the 2010 Open Internet Order).
269. Verizon v. FCC, 740 F.3d 623, 658 (D.C. Cir. 2014).
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though it was struck down by the courts.270 In fact, the merger would extend
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C. Case-by-Case Adjudication
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Comcast-NBCU shall also comply with all relevant FCC rules . . . and, in the event of any
judicial challenge affecting the latter, Comcast-1%&8¶VYROXQWDU\FRPPLWPHQWVFRQFHUQLQJ
DGKHUHQFHWRWKRVHUXOHVZLOOEHLQHIIHFW´ FLWDWLRQVRPLWWHG 
271. See YOO, supra note 221; Christopher S. Yoo, Product Life Cycle Theory and the
Maturation of the Internet, 104 NW. U. L. REV. 641, 644, 669±70 (2010); Yoo, supra note
241, at 71±76; Yoo, Consumers, supra note 230, at 186; Yoo, supra note 226, at 1854±55,
1900, 1908; Yoo, supra note 161, at 7±8, 24, 75; Christopher S. Yoo, Would Mandating
Network Neutrality Help or Hurt Broadband Competition?: A Comment on the End-to-End
Debate, 3 J. ON TELECOMM. & HIGH TECH. L. 23, 44±47, 58±59 (2004).
272. &HOOFR3¶VKLSYFCC, 700 F.3d 534, 548±49 (D.C. Cir. 2012).
273. Verizon, 740 F.3d at 652.
274. See Andrew P. Morris, Codification and Right Answers, 74 CHI.-KENT L. REV. 355
(1999) (chronicling the rise of the codification movement and the opposition to it).
275. Yoo, supra note 157, at 180, 190, 282±85.
276. Id. at 196.
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The Verizon coXUW¶VGLVFXVVLRQRICellco leaves open the possibility
that the FCC could implement a regime based on case-by-case adjudication.
Cellco upheld a requirement of commercial reasonableness in data roaming
agreements as distinct from common carriage. There is much to recommend
such an approach; indeed, I have advocated it for a long time.271
There are some legal constraints to adjudication. Under Cellco, if the
FCC imposes a nondiscrimination mandate on a case-by-case basis, it would
be invalid. 272 Verizon echoed this concern. 273 So although case-by-case
adjudication is a viable option, the FCC cannot use it as a backdoor means
for mandating nondiscrimination.
Ex post, case-by-case adjudication has a long legacy, with roots in the
debate between rules and standards as well as the rejection of the codification
movement during the Nineteenth Century.274 Indeed, the distinction between
ex ante rules and ex post adjudication may be somewhat overstated, in that
rules are never as clear and standards are never as vague as people suggest.
Both have their place, with standards being the preferred form of the legal
rule when the nature of the problem is contextual and variegated.
As a policy matter, this regime should be exercised with great restraint.
Content and applications are complements to broadband access. As such,
contracts between content and applications providers and broadband access
providers are properly regarded as vertical restraints. As a theoretical matter,
the welfare implications of vertical restraints are ambiguous, as they may
either benefit or harm consumers. 275 Economic theory suggests that
consumer harm can arise only if the relevant markets are concentrated and
protected by entry barriers; that is, if the participants have market power.276
As noted above, the empirical literature indicates that vertical restraints are
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either neutral or welfare enhancing in the vast majority of cases. 277 Most
importantly, case-by-case adjudication should be conducted based on
empirical evidenced in the context of a concrete theory. Placing the burden
of proof on the party challenging the practice will help promote
experimentation with new products, services, and business models.

1.

MetroPCS/YouTube

These facts counsel in favor of certain guidelines for case-by-case
adjudication. First, we should impose a market-power screen to filter out
cases unlikely to cause consumer harm. Contrary to the suggestion of the
dissent in Verizon,278 this would be a significant deviation from common
carriage, which has historically not required market power.279
The point is illustrated by MetroPCS, which was the target of one of
the first network neutrality complaints. MetroPCS is a regional wireless
provider in the U.S.280 Its 8.1 million subscribers as of the end of 2010 made
it the fifth-largest provider in the U.S., although its customer base was less
than one-tenth that of market leaders Verizon and AT&T.281 It specializes in
offering unlimited voice and text plans without long-term contracts and at
monthly rates that are significantly lower than the prices charged by the topfour national providers.282
In the markets in which it operates, MetroPCS controls significantly
less spectrum than its national rivals. In addition, unlike its national rivals,
which provide broadband services through 3G platforms such as EV-DO and
HSPA+, until September 2010 MetroPCS operated exclusively through a
second-generation ³2G´ technology known as 1xRTT CDMA.283 Given its
2G roots, its network is based on the Binary Runtime Environment for
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277. See supra notes 118±120 and accompanying text.
278. 740 F.3d at 664±66 (Silberman, J., dissenting).
279. Yoo, supra note 75, at 560; Herbert Hovenkamp, Regulatory Conflict in the Gilded
Age: Federalism and the Railroad Problem, 97 YALE L.J.    ³$VHDUly as
the 17th century, the common law had derived the duty to charge reasonable rates from the
FRPPRQ FDUULHU¶V REOLJDWLRQ WR VHUYH HYHU\RQH . . . ´  6XVDQ 3 &UDZIRUG Transporting
Communications, 89 B.U. L. REV. 871, 882±84 (2009); Thomas B. Nachbar, The Public
Network, 17 COMMLAW CONSPECTUS 67, 97±100 (2008).
280. MetroPCS has since been acquired by T-Mobile, although MetroPCS continues to
do business under its own brand, pending the eventual migration of its customers onto T0RELOH¶VQHWZRUN0DUJXHUite Reardon, T-Mobile to Shut Off MetroPCS Network in Three
Cities in 2014, CNET (Feb. 25, 2014 11:08 AM), http://www.cnet.com/news/t-mobile-toshut-off-metropcs-network-in-three-cities-in-2014/.
281. Implementation of Section 6002(b) of the Omnibus Budget Reconciliation Act of
1993, Fifteenth Report, 26 FCC Rcd. 9664, 9697 tbl.3 (2011) [hereinafter Fifteenth CMRS
Report].
282. Scott Woolley, The Upstart Company That Made the AT&T-Mobile Merger
Possible, FORTUNE (Mar. 22, 2011, 5:24 PM), http://fortune.com/2011/03/22/the-upstartcompany-that-made-the-att-mobile-merger-possible/.
283. Mike Dano, MetroPCS to Skip 3G With LTE Rollout?, FIERCEWIRELESS (Aug. 3,
2010), http://www.fiercewireless.com/story/metropcs-skip-3g-lte-rollout/2010-08-03.
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Wireless (BREW) platform, which was designed primarily for text rather
than multimedia.284 The inability to support popular video applications such
a YouTube put MetroPCS at a competitive disadvantage. Because video
delivered to mobile devices do not require the same resolution as full-sized
television screens, MetroPCS was able to reduce the bandwidth needed by
using Real Time Streaming Protocol (RTSP) to compress the video signal so
that it would work effectively on its 2G network.285 Its core 2G data plan was
priced at $50 per month.286
On September 21, 2010, MetroPCS skipped deploying 3G altogether
and became the first provider to offer service using the 4G technology known
as Long Term Evolution (LTE).287 Unable to offer service through a true
smartphone, MetroPCS opted to deploy LTE through the Samsung Craft, a
less expensive, but more limited device known as a feature phone that was
able to support BREW.288 Providers of many popular applications, including
Flash and other web plug-ins, did not regard the platform as sufficiently
widespread to create BREW-compatible versions.289 MetroPCS was able to
augment BREW to provide full-track music downloads and premium video
content from NBC Universal, Black Entertainment Television, and
Univision through its MetroSTUDIO service.290 In this way, MetroPCS was
able to offer limited data offerings in markets in which it possessed only 10
MHz of spectrum. 291 0HWUR3&6¶V LQLWLDO LTE deployments offered two
service plans: $55 per month for unlimited voice text and data access and
$60 per month for the same services plus MetroSTUDIO.292 The terms of
VHUYLFH GHILQLQJ GDWD DFFHVV VSHFLILHG WKDW LW ³PD\ LQFOXGH IRU H[DPSOH
multimedia steaming and video on demand services, as well as certain
PXOWLPHGLDXSORDGVGRZQORDGVDQGJDPLQJVHUYLFHVDQGDSSOLFDWLRQV´DQG
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285. See id.
286. See, e.g., Chris Knape, Metropcs Begins Offering Flat-Rate, Unlimited Calling
Wireless Phone Service In West Michigan, GRAND RAPIDS PRESS (May 8, 2009, 5:56 PM),
http://www.mlive.com/news/grand-rapids/index.ssf/2009/05/metropcs_begins_offering_flatr
.html.
287. See Fifteenth CMRS Report, supra note 281, at 9720 para. 70.
288. Chris Foresman, Samsung Craft First LTE Handset, Launches on MetroPCS, ARS
TECHNICA (Sep. 21, 2010, 2:19 PM), http://arstechnica.com/gadgets/2010/09/samsung-craftfirst-lte-handset-launches-on-metropcs/.
289. Paul Kapustka, Samsung Craft: Hands On the First LTE 4G Phone, PC WORLD
(Sep. 22, 2010, 10:24 AM). http://www.pcworld.com/article/205988/ss.html.
290. Simon Chester, MetroPCS Launches LTE in San Francisco, Still Only One
Compatible Featurephone, TECHCRUNCH (Dec. 1, 2010), http://techcrunch.com/2010/12/01/
metropcs-launches-lte-in-san-francisco-still-only-one-compatible-featurephone/.
291. Letter from Carl W. Northrop, Paul Hastings, to Julius Genachowski, Chairman,
FCC at 3 (Feb. 14, 2011) [hereinafter Northrop Letter], available at http://fjallfoss.fcc.gov/
ecfs/document/view.action?id=7021029361.
292. Id.
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may exclude data sessions from MetroSTUDIO, with MetroPCS retaining
the sole discretion to determine what constitutes data access.293
On January 3, 2011, MetroPCS revised its 4G LTE service plans. It
maintained its previous $60-per-month plan, while adding two lower-priced
plans.294 Its $40-per-month plan offered unlimited talk, text, and 4G Web
browsing with unlimited YouTube access.295 Its $50-per-month plan added
additional features (international and premium text messaging, GPS, mobile
instant messaging, corporate e-mail, caller identity screening, and
0HWUR678',2 VHUYLFH YLD :L)L  DV ZHOO DV  *% RI DGGLWLRQDO ³GDWD
DFFHVV´ 296 Its $60-per-month plan offered unlimited data access and
MetroSTUDIO through any connection.297
One week later, a group of advocacy groups²Free Press, Center for
Media Justice, Media Access Project, New America Foundation, and
Presente.org²submitted a letter calling for the FCC to investigate whether
0HWUR3&6¶V SURSRVHG VHUYLFH SODQV YLRODWHG WKH )&&¶V 2SHQ ,QWHUQHW
Order.298 7KHLU SULPDU\ FRPSODLQW ZDV WKDW 0HWUR3&6¶V  DQG  SHU
month plans permitted unlimited access to YouTube, while potentially
categorizing other voice and video services, such as Skype and Netflix, as
data access subject to bandwidth limits. 299 Consumers Union followed
eleven days later with a similar letter.300
MetroPCS responded on February 14, 2011. It emphasized its long
legacy of being the only provider to offer low cost, unlimited service plans
without long-term contracts or requiring deposits or credit checks. It also
noted that it has access to significantly less spectrum than its leading
competitors: ³$V D FRQVHTXHQFH 0HWUR3&6 KDG WR LQQRvate to make
PD[LPXP XVH RI LWVUHODWLYHO\ OLPLWHG VSHFWUXP UHVRXUFHV´301 In addition,
device manufacturers were focused on more spectrum-intensive
deployments planned by Verizon and AT&T¸ which typically used 20 MHz
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https://www.metropcs.com/press/news-releases/2011/mpcs-news-20110103.html.
298. Letter from M. Chris Riley, Counsel, Free Press, to Julius Genachowski, Chairman,
FCC
(Jan.
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2011),
available
at
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299. Id.
300. Letter from Parul P. Desai, Policy Counsel, Consumers Union, and Mark Cooper,
Director of Research, Consumer Federation of America, to Julius Genachowski, Chairman,
FCC (Jan. 21, 2011), available at http://apps.fcc.gov/ecfs/document/view?id=7021026387.
SoPHRIWKHVHRUJDQL]DWLRQVDOVRFRPSODLQHGWKDW0HWUR3&6¶VLQLWLDO/7(GHSOR\PHQWVGLG
not support VoIP because no VoIP clients were available for BREW. The arrival of an
Android-based handset in early February 2011 allowed all MetroPCS 4G LTE customers to
access VoIP so long as their handset was technically capable of doing so.
301. Northrop Letter, supra note 291, at 3.
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of spectrum, whereas MetroPCS needed to develop LTE service on as little
as 1.4 MHz of spectrum.302
Moreover, LTE adoptions were slowed by the fact that its initial $55per-month and $60-per-month LTE plans were priced higher than its 2G data
plans. At the same time, the arrival of Android handsets was causing data
traffic in its 2G QHWZRUNWRLQFUHDVH0HWUR3&6¶VUHYLVHG/7(SODQVZHUH
carefully designed to avoid having to invest capital to upgrade a 2G data
network that was already in the process of becoming obsolete by
encouraging wireless data users to migrate to the more spectrum-efficient
LTE network without overburdening it in the process. 303 The primary
mechanism for doing so was the $40-per-month LTE plan, which was
cheaper than its $50-per-month 2G data plan.304 Because subscribers to the
$50-per-month 2G data plan already had access to unlimited YouTube
downloads, MetroPCS felt it had to include this functionality in its $40-permonth LTE plan if it was to be able to encourage subscribers to migrate from
2G to LTE. The fact that the $50-per-month LTE plan allowed subscribers
to download up to 1 GB of multimedia streaming also made it more attractive
than the identically priced 2G plan. MetroPCS emphasized that it facilitated
access to YouTube in response to customer demand. It lacked any financial
arrangements that provide it with any incentive to favor YouTube, and that
no other YouTube competitors had ever sought access to the MetroPCS
network.305
As an initial matter, it is hard to see how any policy implemented by a
ILUPRI0HWUR3&6¶VVL]HFRXOGKXUWFRQVXPHUVRUFRPSHWLWLRQ,WKDGOHVV
than 3% of all U.S. wireless subscribers as of the end of 2010.306 In an era
where creating greater competition in wireless networks remains a major
policy goal,307 network management remains an important tool for firms like
MetroPCS to deploy competitive services notwithstanding the dearth of
spectrum under their control. MetroPCS also clearly states that it specializes
in offering low-cost plans that provide more limited features than its
FRPSHWLWRUV$V7RP.H\V0HWUR3&6¶VFKLHIRSHUDWLQJRIILFHU stated, ³:H
GLGQ¶W EXLOG WKLV QHWZRUN RU WKLV GHYLFH WR EH DOO WKLQJV WR DOO SHRSOH´ 308
5HTXLULQJWKDWDOORI0HWUR3&6¶VVHUYLFHSODQVVXSSRUWDOODSSOLFDWLRQVRQ
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equal basis would have made it impossible for them to compete in this
manner.

2.

AT&T/Apple FaceTime
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309. Lynn La, Only AT&T Mobile Share Plan Users Can FaceTime Over Its Cellular
Network, CNET (Aug. 17, 2012, 3:03 PM), http://www.cnet.com/8301-17918_1-5749571785/only-at-t-mobile-share-plan-users-can-FaceTime-over-its-cellular-network/.
310. Amy Schatz, AT&T Limits on Video-Chat App Spurs Complaint, WALL ST. J. (Sept.
12,
2012,
1:27
PM),
http://online.wsj.com/article/
SB10000872396390443816804578004302003765548.html?mod=googlenews_wsj.
311. Josh Levy, AT&T’s FaceTime Blocking: There’s a Complaint for That, FREE PRESS
(Sept. 18, 2012), http://www.freepress.net/blog/2012/09/18/atts-FaceTime-blocking-therescomplaint.
312. AT&T’s Plan to Restrict FaceTime Violates FCC Rules, PUB. KNOWLEDGE (Aug.
17, 2012) http://web.archive.org/web/20120821204806/http://publicknowledge.org/attfacetime (accessed via Internet Archive).
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Apple¶VYLGHRFKDWDSSOLFDWLRQ FaceTime initially operated only over
WiFi connections. In late 2012, FaceTime began supporting video calls over
cellular networks in late 2012. AT&T initially required users to pay for a
³0RELOH6KDUH3ODQ´LQRUGHUWRuse FaceTime over WKHFDUULHU¶V 3G or 4G
LTE data networks, although FaceTime over WiFi remained available to all
AT&T customers. 309 The policy required consumers to pay for a more
expensive data plan in order to access FaceTime over 3G or 4G LTE
networks. The policy applied to mobile devices, including tablets with
broadband access capabilities. Soon after announcing the policy, however,
AT&T granted 3G and 4G FaceTime access to consumers who upgraded to
the newest iPhone and switched to any metered data usage plan.310
$7 7¶V )DFH7LPH SROLF\ GUHZ FULWLFLVP IURP QHWZRUN QHXWUDOLW\
proponents, including public interest groups Free Press, Public Knowledge,
DQGWKH1HZ$PHULFD)RXQGDWLRQ¶V2SHQTechnology Institute. Free Press
FODLPVWKDWWKHQHWZRUNQHXWUDOLW\LVVXHVVWHPIURP$7 7¶VGHWHUPLQDWLRQ
WREORFN*DQG*DFFHVVLEOH)DFH7LPH³XQOHVVFXVWRPHUVSD\IRUDPRUH
H[SHQVLYH YRLFH DQG GDWD SODQ´ 311 &ULWLFV RI $7 7¶V )DFH7LPH SROLF\
contend that it violates network neutrality rules because it differentiates
)DFH7LPH IURP VLPLODU ULYDO DSSOLFDWLRQV 7KH\ FRQWHQG WKDW $7 7¶V
WUHDWPHQWRI)DFH7LPHLV³DGLUHFWFRQWUDGLFWLRQRIWKH&RPPLVVLRQ¶VRSHQ
LQWHUQHW UXOHV IRU PRELOH SURYLGHUV´ EHFDXVH LW Lnterferes with consumer
choice between similar mobile applications.312
AT&T has defended its policy on its consumer blog by arguing that
(1) its )DFH7LPHSROLF\LV³IXOly transparent to all consumers´DQG(2) there
LV QR EORFNLQJ LVVXH EHFDXVH WKH )&&¶V QHWZork neutrality rules do not
regulate applications that are preloaded on the mobile device. AT&T has
since revised its policy to make it more permissive, although it still restricts
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usage by those subscribing to grandfathered unlimited data plans that the
company no longer offers.313
Because Apple FaceTime is a feature of the Apple iOS operating
system, not a user-installed application, it is unclear whether the Open
Internet Order applies. 314 Indeed, applying the Order would effectively
require network providers to provide open access to all operating systems as
well as applications. In addition, because the relevant broadband network is
a wireless network, the nondiscrimination mandate does not apply. 315
Moreover, the prohibition against blocking applies only to wireless
DSSOLFDWLRQV WKDW FRPSHWHZLWK $7 7¶V RIIHULQJV316 Because AT&T does
not offer video chat, a decisionmaker would have to conclude that voice
services compete with video chat services.
Moreover, the practice may be upheld if it constitutes reasonable
network management. 317 $ OHDGLQJ PHPEHU RI WKH )&&¶V 2SHQ ,QWHUQHW
Advisory Committee has shown that a single FaceTime user can consume
between one third and one half of all of the bandwidth available on a single
node.318 FaceTime thus appears to be more likely to cause congestion or
disrupt its network traffic than downloadable video chat applications.
Moreover, the fact that FaceTime is preloaded to the most popular devices
owned by AT&T customers may make it a bigger threat to network traffic
management than other video chat applications.

3.

Verizon/Google Tethering Apps
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313. Adi Robertson, AT&T Says “Any” Mobile Video Chat App Will Work on its
Network by the End of 2013, THE VERGE (May 20, 2013, 2:12 PM),
http://www.theverge.com/2013/5/20/4348672/att-will-allow-all-video-chat-apps-on-itsnetwork-by-end-of-2013.
314. Salvador Rodriguez, AT&T Says Charging for FaceTime Doesn’t Violate Net
Neutrality, L.A. TIMES (Aug. 22, 2012), available at http://articles.latimes.com/2012/aug/22/
business/la-fi-tn-att-facetime-net-neutrality-20120822.
315. See 2010 Open Internet Order, supra note 2, at 17960 para. 99 (barring mobile
EURDGEDQG SURYLGHUV ³IURP GHJUDGLQJ D SDUWLFXODU ZHEVLWH RU DQDSSOLFDWLRQ WKDW FRPSHWHV
with the provider's voice or video telephony services so as to render the website or application
HIIHFWLYHO\XQXVDEOH´ 
316. Id.
317. Id. at 17961 SDUD ³>&@RQGLWLRQVLQPRELOHEURDGEDQGQHWZRUNVPD\QHFHVVLWDWH
network management practices that would not be necessary in most fixed QHWZRUNV´ 
318. FCC Open Internet Advisory Comm., AT&T/FaceTime Case Study (Aug. 20,
2013), available at http://transition.fcc.gov/cgb/oiac/Mobile-Broadband-FaceTime.pdf.
319. Preserving the Open Internet, Notice of Proposed Rulemaking, 24 FCC Rcd. 13064,
13121 para. 164 (2009).
320. See id.
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Tethering applications permit users to use mobile devices as wireless
DFFHVV SRLQWV IRU FRQQHFWLQJ DGGLWLRQDO GHYLFHV WR WKH LQLWLDO GHYLFH¶V
network. 319 Until recently, providers have been able to justify blocking
tethering applications by FLWLQJWKHSURYLGHUV¶ULJKWWR reasonable network
management.320 Providers justify charging consumers an additional fee for
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tethering because tethering enables consumers to attach multiple devices,
many of which have higher data capacities than phones, which in turn
increases data usage.321 Google has JUDQWHGPRELOHFDUULHUV¶UHTXHVWWRblock
wireless subscribers from accessing tethering applications unless they
subscribe to a premium data service.322 Google inadvertently made fourteen
tethering apps available to all customers.323 When Verizon reportedly asked
that they be removed from the Google app store, Google complied without
complaint. 324 An end user filed an informal complaint against Verizon
claiming that this policy violated open access requirements imposed on C
Block licensee holders.325
Verizon justified its additional tethering fee by arguing that tethered
devices, such as laptops and tablets, have higher data capacities than phones,
so customers who tethered use more data than customer who do not tether.326
Under its tethering policy, Verizon charged both unlimited data plan
subscribers as well as usage-based data subscribers an additional fee for
tethering their Verizon mobile device to third party devices. Because of its
determination to charge the latter, the additional fee seemed like an
unnecessary distinction between the Verizon device and the third party
device.
In July of 2012, Verizon entered a consent decree with the FCC, in
which the company agreed to pay $1.25 million to the FCC for its failure to
comply with C-Block conditions requiring the company to maintain open
access to its network for all applications and devices.327 Verizon failed to
comply with this requirement by forcing customers to pay an additional cost
in order to use tethering applications that connect third party devices to
9HUL]RQ¶VQHWZRUN328 In addition to the fine, which amounts to little more
than a slap on the wrist, Verizon agreed to implement a company-wide
system to ensure compliance with the C-Block requirements of their LTE
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321. See, e.g., James Kendrick, The Truth About Tethering: Pay Up or You Are a Thief,
ZDNET (Apr. 4, 2011, 4:30 AM), http://www.zdnet.com/blog/mobile-news/the-truth-abouttethering-pay-up-or-you-are-a-thief/1749.
322. Brian Chen, F.C.C. Forces Verizon to Allow Android Tethering Apps, N.Y. TIMES
BITS BLOG (July 31, 2012, 6:01 PM), http://bits.blogs.nytimes.com/2012/07/31/fcc-verizontethering/?_php=true&_type=blogs&_r=0.
323. Ellis Hamburger, Google Caves: Bans Free Wi-Fi Hotspots on Your Android
Phone, BUS. INSIDER (May 3, 2011, 11:07 AM), http://www.businessinsider.com/
google-gives-in-kills-android-tethering-apps-at-carrier-request-2011-5.
324. See Chen, supra note 322.
325. Stephen Shankland, Complaint to FCC: Verizon Mustn’t Bar 4G Tethering, CNET
(June 7, 2011 2:46 AM), http://www.cnet.com/news/complaint-to-fcc-verizon-mustnt-bar4g-tethering/.
326. Steven J. Vaughan-Nichols, Verizon: No Free Tethering for Unlimited Data Plan
Customers, ZDNET (Aug. 1, 2012, 11:00 AM), http://www.zdnet.com/verizon-no-freetethering-for-unlimited-data-plan-customers-7000001987/.
327. Cellco Partnership d/b/a Verizon Wireless, Order, 27 FCC Rcd. 8932, 8937±41
(2012).
328. Id.
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network. 329 The system includes (1) training for employees on the
requirements for licensees of C-Block spectrum, (2) legal review of all
communications between Verizon and application store operators regarding
availability of the application to Verizon customers, and (3) disclosure of all
instances of noncompliance during the two-year implementation of the
plan.330 The fact that Verizon has now shifted all of its plans to usage-based
billing has eliminated any incentive it may have to restrict tethering apps.

4.

Verizon/Google Wallet

Google has developed a mobile payment application called Google
Wallet, which it has built into the proprietary chip installed in certain
phones.331 Google Wallet permits consumers to secure digital transactions
over a short distance using phones with a near field communication (NFC)
chip.332 NFC payment systems enable users to pay for items in physical retail
stores by tapping an NFC-enabled device on a payment reader. In 2011,
Verizon determined that it would not preload Google Wallet on its mobile
devices and may prevent users from downloading the application to devices
after-the-fact.333 Verizon has expressed hesitance to embrace the application
because it must ensure it is appropriately ³integrated into a new, secure and
SURSULHWDU\KDUGZDUHHOHPHQW´LQWKHdevices.334
&ULWLFVRI9HUL]RQ¶VWUHDWPHQWRI*RRJOH:DOOHWVXJJHVWWKDW9HUL]RQ¶V
decision on the issue is related to its potential to partner with other mobile
carriers, AT&T and T-Mobile, to launch a mobile payment application called
³6RIWFDUG´ 335 Competition among mobile payment applications has
increased as the application and e-commerce industry become more
lucrative, as evidenced by the recent launch of Apple Pay.336 Though it is
³VWLOOXQFOHDUZKHWKHUPDQ\FRQVXPHUVZLOOZDQWWRXVHHOHFWURQLFZDOOHWV´
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329. Id.
330. Id.
331. Jason Del Rey, New Google Wallet App Moves Past NFC and to All Major Carriers.
iPhone Version on Tap?. ALL THINGS D (Sep, 17, 2013, 7:35 AM),
http://allthingsd.com/20130917/with-ios-version-on-tap-new-google-wallet-for-androidmoves-past-nfc/.
332. Id.
333. Amir Efrati & Anton Troianovski, War Over the Digital Wallet: Google, Verizon
Wireless Spar in Race to Build Mobile-Payment Services, WALL ST. J., Dec. 7, 2011, at B1,
available at http://online.wsj.com/news/articles/SB1000142405297020477040457708161
0232043208.
334. Id.
335. Softcard was previously known as Isis, but changed its name in September 2014 to
³DYRLGDQ\SRWHQWLDODVVRFLDWLRQZLWKWKH,VODPLFPLOLWDQWJURXSEHDULQJWKHVDPHQDPH´%UHWW
Molina, Wallet App Isis Changing Name to Softcard, USA TODAY (Sep. 3, 2014, 12:29 PM),
http://www.usatoday.com/story/tech/2014/09/03/isis-softcard/15018035/.
336. Mike Isaac, As PayPal Spins Off, Apple Pay Signals New Era at Cash Register,
Oct.
1,
2014,
at
A1,
available
at
TIMES,
N.Y.
http://www.nytimes.com/2014/10/01/technology/apple-pay-signals-new-era-at-cashregister.html.
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FDUULHUVDQGGHYHORSHUVKRSH³PRELOH-payment platforms create new revenue
streams by training customers to use their phones to VKRS´337
Verizon may be able to overcome complaints regarding its potentially
discriminatory treatment of Google Wallet if it can adequately show that
Google Wallet may jeopardize security on its network. According to some
sources, Google Wallet may raise security concerns. A security firm called
Zvelo contHQGHG ³WKH *RRJOH :DOOHW 3,1 ZKLFK LV UHTXLUHG RI XVHUV WR
confirm purchases made with their phones, can be cracked via an exhaustive
numerical search.´338 In addition, some critics contend that NFC systems
will compromise consumer privacy. 7KRXJK*RRJOH³plans to require users
to opt into any service that would use or store their purchase data,´DQGHYHQ
WKRXJK ³WKH FXUUHQW YHUVLRQ RI *RRJOH :DOOHW GRHVQ¶W DOORZ GDWD WR EH
VWRUHG´ FULWLFV FRQWHQG WKDW 1)& V\VWHPV ZLOO QRW EH FRQVLVWHQW DQG
anticipate breaches of consumer privacy.339 Both of these concerns apply to
all NFC systems and are not unique to Google Wallet.
A bigger threshold question is whether the fact that Google Wallet is
a built-in feature of the chip instead of an application arguably takes it
outside the purview of the Open Internet Order. As such, applying the Open
,QWHUQHW 2UGHU WR *RRJOH :DOOHW ZRXOG H[WHQG WKH 2UGHU¶V VFRSH EH\RQG
content, services, and applications to hardware features as well.

5.

Amazon Kindle/Zero Rating

$PD]RQ¶V .LQGOH has raised a host of interesting issues as well.
Originally, the Kindle was shipped with a proprietary network known as
Whispernet that gave prioritized treatment to Amazon services. 340 More
UHFHQWO\WKH.LQGOH)LUHDFFHOHUDWHVFRQWHQWWKDWDFFHVVHV$PD]RQ¶s cloud
services through the Silk browser.341
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337. Efrati & Troianovski, supra note 333.
338. Sarah Jacobsson Purewal, Update: Google Wallet Security Concerns Raised,
TECHHIVE (Feb. 9, 2012, 12:30 PM), http://www.techhive.com/article/249599/google_wallet
_security_concerns_raised.html.
339. Eliza Krigman, Amazon’s Fire May Rekindle Net Neutrality Debate, POLITICO (Oct.
26, 2011, 11:22 PM), http://www.politico.com/news/stories/1011/66936.html; Michael
Morisy, Does the Amazon Kindle Violate Network Neutrality Principles?, IT KNOWLEDGE
EXCH. (Feb. 25, 2008, 4:48 PM), http://itknowledgeexchange.techtarget.com/
networkhub/does-the-amazon-kindle-violate-network-neutrality-principles/.
340. See Suzanne Choney, Amazon May Be Building a Wireless Network of its Own,
NBC NEWS (Aug. 23, 2013, 4:26 PM), http://www.nbcnews.com/tech/internet/amazon-maybe-building-wireless-network-its-own-f8C10989062.
341. Roslyn Layton, IGF Highlights How Developing Countries Use Zero Rating
Programs to Drive Internet Adoption, TECHPOLICYDAILY.COM (Sept. 4, 2014, 6:00 AM),
http://www.techpolicydaily.com/communications/igf-zero-rating-programs/; Alicia Levine,
Facebook and Google’s Race to Zero: And the Real Opportunity for the Next 5 Billion,
MEDIUM (Mar. 22, 2014), https://medium.com/@alicialev/facebook-and-googles-race-tozero-7136fc3e5925; Rob Pegoraro, “Zero Rating”: The Pros and Cons of Free Online
Access, YAHOO! TECH (Aug. 26, 2014), https://www.yahoo.com/tech/zero-rating-the-prosand-cons-of-free-online-access-95775730069.html.
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In addition, a growing number of content providers are partnering with
network providers to ensure that their content does not count against mobile
VXEVFULEHUV¶EDQGZLGWKFDSV/HDGLQJH[DPSOHVLQFOXGH7-0RELOH¶s Music
Freedom partnership with music streaming services, Facebook Zero, Twitter
Zero, Wikipedia Zero, and the now defunct Google Free Zone, which are
helping wireless broadband deploy in the developing world.342 All of these
practices raise interesting questions that are hard to anticipate in advance.
They provide a strong justification for adopting a case-by-case approach.

VI.

CONCLUSION

The pendency of court¶VGHFLVLRQLQ Verizon created a lull in which
everyone was on good behavior and the focus shifted away from policy and
towards law. The lull is over, and the renewed attention to network neutrality
has just begun. What remains to be seen is how expansively the FCC will
interpret its authority under section 706 and whether it will attempt to
reclassify broadband access as a Title II service. Other issues to be resolved
include the role of the states, the applicability of network neutrality to
interconnection between ISPs, and how case-by-case adjudication will be
conducted. What recent events have made clearest is that the Verizon
decision was simply a way station in the debate over network neutrality and
that the controversy is likely to continue for the foreseeable future.
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342. Miriam Gottfried, Mobile Banking Gets Riskier, WALL ST. J., June 9, 2011, at B9,
available
at
http://online.wsj.com/news/articles/SB10001424052702304887904576
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1 3UHVHUYLQJWKH2SHQ,QWHUQHW%URDGEDQG,QGXV3UDFWLFHVReport and Order
)&&)&&5FG  >KHUHLQDIWHU 2010 Open InternetOrder@
aff’d in part, vacated in part sub nom.9HUL]RQY)&&)G± '&
&LU 
2 7RP :KHHOHU &KDLUPDQ )&& 6WDWHPHQW RQ WKH )&&¶V 2SHQ ,QWHUQHW
5XOHV )HE    available at KWWSVDSSVIFFJRYHGRFVBSXEOLF
DWWDFKPDWFK'2&$SGIsee 2SHQ,QWHUQHW5HPDQGPublic Notice )&&
*1'RFNHW1R UHO)HE see also 3URWHFWLQJDQG3URPRWLQJWKH
2SHQ,QWHUQHWNotice of Proposed Rulemaking*1'RFNHW1R)&&
  available at KWWSWUDQVLWLRQIFFJRY'DLO\B5HOHDVHV'DLO\B%XVLQHVV
GE)&&$SGI
3 86&  
4 Verizon)GDW FLWLQJ1$58&Y)&&)G '&
&LU see also)&&Y0LGZHVW9LGHR&RUS86Q  
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Since 1966, the Federal Communications Commission has, one way
RU DQRWKHU SURWHFWHG EXVLQHVVHV WKDW GHOLYHU VHUYLFHV RYHU WKH QDWLRQ¶V
communications infrastructure. But in January 2014, the U.S. Court of
Appeals for the D.C. Circuit struck dRZQ WKH )&&¶V QHW QHXWUDOLW\ UXOHV
contained in its 2010 Open Internet Order.1 FCC Chairman Tom Wheeler
KDV VLQFH LQGLFDWHG WKDW KH ZLOO WDNH XS WKH '& &LUFXLW¶V LQYLWDWLRQ WR
LPSOHPHQWUXOHVWKDWFRQVLVWHQWZLWKKLVWRULFSUDFWLFH³ZLOOPHHWWKHFRXUW¶s
test for preventing improper blocking of and discrimination among Internet
WUDIILF´2
&KDLUPDQ:KHHOHU¶VVWDWHPHQWLQYLWHVDQREYLRXVTXHVWLRQSUHVXPLQJ
that the FCC wants its rules to survive judicial scrutiny, what is the most
prudent legal course? While the Commission has a variety of legal options,
we focus here on two solutions that are almost certain to survive legal
challenge, while not taking any position on the merits of possible
alternatives.
We propose a novel option that relies on a partial return to the powers
delegated to the FCC by Title II of the Communications Act.3 In particular,
we suggest that the Commission take seriously the asymmetric framework
suggested by the D.C. Circuit based on the premise that two distinct
transmissions comprise a single broadband transaction. Consider a common
usage of a broadband connection: first, the subscriber²the consumer²calls
an application, service, or other content provider using the carrier facilities
for which she has purchased access. Second, the content provider sends a
response to the consumer, which necessarily traverses the broadband
FDUULHU¶VIDFLOLWLHVWRUHDFKWKHRULJLQDOFRQVXPHU7KLVWZR-stage process is
the framework adopted by the D.C. Circuit; as the court emphasized, it may
EH³ORJical to conclude that [a broadband provider] may be a common carrier
ZLWKUHJDUGWRVRPHDFWLYLWLHVEXWQRWRWKHUV´4
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5 ,QTXLU\&RQFHUQLQJ+LJK6SHHG$FFHVVWRWKH,QWHUQHW2YHU&DEOH 2WKHU
)DFLOLWLHVDeclaratory Ruling and Notice of Proposed Rulemaking)&&
)&&5FGSDUDV±  >KHUHLQDIWHUCable Modem Order@
6 Id.
7 See GLVFXVVLRQinfra 3DUW,,%
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The FCC may therefore decide, as a matter of first impression, that
response transactions are subject to common carrier rules against
discrimination and blocking. Indeed, as we explain below, none of the
arguments that the information service designation applies to a broadband
FRQQHFWLRQ¶V FDOO VHUYLFH FDQ EH VDLGWR DSSO\ WRWKHUHVSRQVH WUDQVDFWLRQ
Cabining the reach of WKH &RPPLVVLRQ¶V Cable Modem Order, which
designated the call transaction an information service,5 to only the first stage
of the two-VWDJH IUDPHZRUN ZRXOG UHVWRUH WKH &RPPLVVLRQ¶V DXWKRULW\ WR
enforce network neutrality rules over broadband-delivered content. In
addition, because such sender-side regulation focuses on incoming traffic, it
also provides a useful framework for addressing interconnection disputes
between broadband carriers and content providers.
Alternatively, the FCC could simply examine whether changed
circumstances have undermined its decade-old decision 6 to reclassify
broadband transmissions from telecommunications services to information
VHUYLFHV 2XU H[DPLQDWLRQ RI WKH &RPPLVVLRQ¶V DQDO\VLV VKRZV WKDW WKH
factual premises underlying its 2002 conclusion are now largely obsolete.
That decision relied on the outdated premise that broadband subscriptions
were akin to dial-up services including AOL, all of which offered a bundle
of services including email access, branded web browsers, newsgroups, chat
rooms, and other Internet-based services. Today, the relevance of these
bundled services is highly diminished, as broadband subscribers
overwhelmingly rely on third-party services and products such as Gmail,
Firefox, Google Groups, Facebook, Twitter, and Instagram.7
Thus, the FCC has at least two available paths. The first is
predominantly legal: by adopting the two-stage framework articulated by the
D.C. Circuit in Verizon, the Commission need only decide whether senderside transmissions fit more comfortably within the statutory definition of a
telecommunications service or an information service. The second path is
predominantly factual: Is the Commission still swayed by its analysis, now
well over a decade old, analogizing broadband subscription services to dialup Internet access? Regardless of the path the Commission chooses, it will
reach a similar destination. Either course allows the Commission to develop
a regime that resembles its approach in the 1980s and 1990s²a period
notable for the exponential growth of the telecommunications and Internet
industries.
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II. BACKGROUND
For nearly fifty years, the FCC has enforced a regime whose basic
purpose has been to foster the growth of network application providers and
protect them from the owners of network facilities.8 The most recent iteration
of that regime, which attempted to enforce a form of basic network neutrality
QRUPVZDVFRQWDLQHGZLWKLQWKH&RPPLVVLRQ¶VOpen Internet Order,9 but in
fact the history of that effort stretches back into the 1960s.

A. The Original Antidiscrimination Regime
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8 See 2010 Open Internet Ordersupra QRWHDW±   &RSSV
&RPP¶UFRQFXUULQJ 
9 See generally id.
10 See, e.g. id. DW  &RSSV &RPP¶U FRQFXUULQJ  UHIHUULQJ WR WKH
³&RPSXWHU ,QTXLULHV´  $SSURSULDWH )UDPHZRUN IRU %URDGEDQG $FFHVV WR WKH
,QWHUQHW RYHU :LUHOLQH )DFLOLWLHV Report and Order and Notice of Proposed
Rulemaking )&&)&&5FGSDUDV Q  >KHUHLQDIWHU
DSL Reclassification Order@
11 Seegenerally 7,0 :87+( 0$67(5 6:,7&+FKV   WUDFLQJ
)&&UHJXODWRU\DFWLRQIURP+XVK$3KRQHWKURXJKWKH%HOOGLYHVWLWXUH 
12 Id. DW
13 Id. DW
14 Id.
15 See 2010 Open Internet OrdersupraQRWHDWSDUD
16 See id. DWSDUD
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7KHUHOHYDQWKLVWRU\RIWKHQHWQHXWUDOLW\UHJLPHEHJLQVZLWKWKH)&&¶V
Computer Inquiries that began in 1966.10 Context is important here. The late
1960s marked the beginning of a historic shift at the Commission and the
White House away from support for a regulated monopoly and toward the
encouragement of competitive markets²especially in new markets.11 This
shift was driven both by the FCC and the Office of Telecommunications
Policy in the White House; its long-term effects were nothing short of
monumental.12
The project began with selected segments of the communications
industry, primarily long-distance telephony, satellite services, attachments,
DQGZKDWZDVWKHQFDOOHG³QHWZRUNGDWDSURFHVVLQJ´ QRZNQRZQDVInternet
services). 13 In each of these areas, the FCC developed a new regulatory
initiative with two overarching goals.14
First, given the long history of regulation resulting in barriers to entry,
the FCC attempted to avoid overregulation of new markets to encourage
competition.15 Second, the Commission recognized that any new entrant in
these markets would necessarily depend on monopoly carriers, and would
therefore be exceptionably vulnerable to anticompetitive behavior.16 Hence,
WKHSURMHFW¶VVHFRQGJRDOZDV to prevent the carriers from undermining these
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new entrants. 17 7KHVH WZR JRDOV XQGHUOD\ WKH &RPPLVVLRQ¶V Carterfone
decision and the subsequent liberalization of network attachments, the
various MCI and Execunet decisions, 18 which opened to competition the
long-distance telephony market, WKH³2SHQ6NLHV´SROLF\IRUVDWHOOLWHV19 and,
most relevant to our purposes, the Computer Inquiries. 20 The combined
effect of these policies was to create a communications economy that relied
on common carriage services as the foundation for other markets, and
eventually, entire industries. Indeed, the entire Internet economy may be
understood as an unexpected byproduct of the policies pursued in the
Computer Inquiries. 21
This philosophy of opening markets on top of the network drove the
)&&¶VFirst Computer Inquiry. The 1966 Notice of Inquiry that began the
)&&¶V ILUVW IRUD\ LQWR WKLV VSDFH VRXJKW ³LQIRUPDWLRQ YLHZV DQG
UHFRPPHQGDWLRQV´ UHJDUGLQJ WKH YDVW ³QXPEHU RI UHJXODWRU\ DQG SROLF\
TXHVWLRQV´WKDWKDGFRPHWRWKHIRUH WKURXJKWKH³WKHJURZLQJFRQYHUJHQFH
RIFRPSXWHUVDQGFRPPXQLFDWLRQV´22 In the Notice, the Commission sought
WR GHWHUPLQH ³XQGHU ZKDW FLUFXPVWDQFHV GDWD SURFHVVLQJ FRPSXWHU
information, and message switching services . . . should be subject to the
provisLRQVRIWKH&RPPXQLFDWLRQV$FW´23
While the technologies of this era were different, the basic architecture
of the regulatory problem is familiar. Companies, such as Electronic Data
6\VWHPV IRXQGHGE\HQWUHSUHQHXU5RVV3HURW ORFDWHGDWWKH³HQGV´RIWKe
WHOHSKRQHQHWZRUNZHUHRIIHULQJFRPSXWHUVHUYLFHVWKDWUDQ³RYHU´$7 7¶V
wires. 24 Conceptually, firms such as EDS occupied a position similar to
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17 :8supra QRWHDW±
18 See -LP &KHQ The Legal Process and Political Economy of
Telecommunications Reform  &2/80 / 5(9  ±   GLVFXVVLQJ
)&&UXOHPDNLQJDQGOLWLJDWLRQUHJDUGLQJ0&,DQG([HFXQHW 
19 See (VWDEOLVKPHQW RI 'RPHVWLF &RPPF¶QV6DWHOOLWH )DFLOLWLHV E\1RQ
*RYHUQPHQWDO (QWLWLHV Report and Order )&&   )&& G   
(VWDEOLVKPHQW RI 'RPHVWLF &RPPF¶QV6DWHOOLWH )DFLOLWLHV E\ 1RQ*RYHUQPHQWDO
(QWLWLHVSecond Report and Order)&&)&&G  recon. in
part (VWDEOLVKPHQW RI 'RPHVWLF &RPPF¶QV6DWHOOLWH )DFLOLWLHV E\1RQ
*RYHUQPHQWDO(QWLWLHVMemorandum Opinion and Order)&&)&&
G  
20 See infra QRWHV±DQGDFFRPSDQ\LQJWH[W
21 See :8supra QRWHDW±
22 5HJ 3ROLF\3UREOHPV3UHVHQWHGE\WKH,QWHUGHSHQGHQFHRI&RPSXWHU 
&RPPF¶Q6HUYV )DFLOLWLHVNotice of Inquiry)&&)&&GSDUD
  >KHUHLQDIWHUComputer INotice@
23 Id.DWSDUD
24 See, e.g.&RPSXWHU,,,)XUWKHU5HPDQG3URFHHGLQJV%HOO2SHUDWLQJ&R
3URYLVLRQRI(QKDQFHG6HUYVNotice of Proposed Rulemaking)&&)&&
5FGSDUDVQ  
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Netflix or Wikipedia today, while the role of AT&T is now played by such
carriers as Comcast, Verizon, and AT&T.25
As noted, the FCC was motivated by an interest in avoiding
overregulation in the new data processing market and protecting that nascent
industry from the monopoly carrier. The First Computer Inquiry achieved
the first goal by exempting data processing services from common carrier
regulation. 26 The FCC accomplished its second goal with the Inquiry¶V
³PD[LPXPVHSDUDWLRQ´UXOHZKLFKUHTXLUHGDQLQFXPEHQWFDUULHUWRIRUPDQ
entirely separate corporate entity if it wished to offer data processing or
computer networking services. 27 The FCC believed that if AT&T was
allowed to freely enter the market for network services, it could give itself
unfair advantages to quickly eliminate competitors. 28 The Commission
IHDUHG WKDW WKH %HOO FRPSDQLHV ZRXOG ³IDYRU WKHLU RZn data processing
activities by discriminatory services, cross subsidization, [and] improper
SULFLQJ´ DQG WKHUHIRUH UHTXLUHG WKDW DQ\ FDUULHU VHHNLQJ WR SURYLGH ERWK
transmission and processing capabilities segregate its offerings into
³VHSDUDWHFRUSRUDWH HQWLW>LHV@´29
7RDGGUHVVFDVHV ZKHUHWKH GLVWLQFWLRQEHWZHHQ GDWD³WUDQVPLVVLRQ´
DQG ³SURFHVVLQJ´ ZDV OHVV FOHDU WKH )&& GHILQHG D FDWHJRU\ RI ³K\EULG´
services 30 that were regulated according to the regime that governed the
³SULPDU\ WKUXVW´ RI WKH RIIHUing: Where transmission predominated, the
service would be subject to regulation under the Communications Act; where
data processing predominated, only the maximum separation rule applied.31
Importantly, the Commission deferred further guidance on the distinction
within hybrid services. 32 ,QVWHDG WKH )&& RIIHUHG WR FRQGXFW ³DG KRF
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25 ,QWZHQW\RQH\HDUVDIWHU$7 7¶VFRXUWRUGHUHGGLYHVWLWXUH6%&²
D 5HJLRQDO %HOO 2SHUDWLQJ &RPSDQ\ SUHYLRXVO\ NQRZQ DV 6RXWKZHVWHUQ %HOO²
DFTXLUHG LWV IRUPHU SDUHQW $7 7 WKXV FUHDWLQJ WKH QDWLRQ¶V ODUJHVW XQLILHG
WHOHFRPPXQLFDWLRQVFRPSDQ\See :8supra QRWHDW±
26 5HJ  3ROLF\ 3UREOHPV 3UHVHQWHG E\ WKH ,QWHUGHSHQGHQFH RI &RPSXWHU
DQG&RPPF¶Q6HUYV )DFLOLWLHVTentative Decision of the Commission)&&
GSDUD  >KHUHLQDIWHUComputer IInitial Decision@
27 Id. DWSDUD
28 See id.DWSDUDV±
29 Id. DW SDUDV   see also 5HJ  3ROLF\ 3UREOHPV 3UHVHQWHG E\ WKH
,QWHUGHSHQGHQFHRI&RPSXWHU &RPPF¶Q6HUYV )DFLOLWLHVFinal Decision and
Order)&&)&&GSDUD  >KHUHLQDIWHUComputer IFinal
Decision@ PDLQWDLQLQJGHFLVLRQUHDFKHGLQComputer IInitial Decision &)5
 F   
30 Computer I Initial Decisionsupra QRWHDWSDUDComputer I Final
Decisionsupra QRWHDWSDUD
31 Computer I Initial Decisionsupra QRWH DWSDUDV± Computer I
Final Decisionsupra QRWHDWSDUDV±
32 See generallyComputer I Initial Decisionsupra QRWH
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evaluations . . . to determine whether a particular package offering was
HVVHQWLDOO\GDWDSURFHVVLQJRUFRPPXQLFDWLRQ´33
,QWKH)&&¶VSecond Computer Inquiry eliminated the confusing
³K\EULG´ VHUYLFH DQG HVWDEOLVKHG D UHJLPH ZLWK MXVW WZR OD\HUV EDVLF DQG
enhanced services. 34 The new taxonomy created the first clear horizontal
regulatory model in FCC history,35 with its rough recognition of a transport
layer and an application layer. Computer II put all firms offering services
over the network into the enhanced category36 and exempted them from most
regulation.37 At the same time, it maintained the common carriage rules for
the underlying transport services that supported this growing industry.38
The Computer II approach was the governing regulatory regime during
the period of the exponential growth during the 1980s and 1990s in the
computer networking and Internet industries. 39 Notably, the explosion in
network services during this time casts serious doubt on the claims that any
regulation under Title II is necessarily inconsistent with economic growth.40
To the contrary, the clever design of Computer II, which avoided
overregulation of application-layer industries while simultaneously
protecting them from carrier threats of blocking or discrimination, actually
fueled growth in application-layer services.41 Thus, the Computer II model
can be understood as a great boon to firms like AOL and MSN, which
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33 Computer I Final Decisionsupra QRWHDWSDUD
34 $PHQGPHQW RI 6HFWLRQ  RI WKH &RPP¶Q¶V 5XOHV  5HJV Final
Decision)&&GSDUDV ±  >KHUHLQDIWHU Computer II Final
Decision@
35 See 5LFKDUG 6 :KLWW A Horizontal Leap Forward: Formulating a New
Communications Public Policy Framework Based on the Network Layers Model
)('&200/-  
36 Computer II Final Decision supra QRWH  DW SDUD  7KHUH LV ³QR
UHJXODWRU\GLVWLQFWLRQEHWZHHQHQKDQFHGVHUYLFHV´ see id.DWSDUDV
37 Id.DWSDUDV±
38 Id.DWSDUDV%DVLFVHUYLFHVLQFOXGHGYRLFHVHUYLFHV7KHUHYLVHGUXOHV
DOVROLPLWHGWKH DSSOLFDWLRQRIWKH ³PD[LPXP VHSDUDWLRQ´ UXOHWRRQO\$7 7DQG
*7( QRZNQRZQDV9HUL]RQ 
39 See 0DUN $ /HPOH\  /DZUHQFH /HVVLJ The End of End-to-End:
Preserving the Architecture of the Internet in the Broadband Era8&/$/5(9
   ³7KH,QWHUQHWLVWKHIDVWHVWJURZLQJQHWZRUNLQKLVWRU\,QLWVWKLUW\
\HDUVRIH[LVWHQFHLWVSRSXODWLRQKDVJURZQDPLOOLRQWLPHVRYHU´ 
40 See, e.g.&KULVWRSKHU6<RRIs There a Role for Common Carriage in an
Internet-Based World?+286/5(9   ³>7@RWKHH[WHQWWKDWWKH
,QWHUQHW JHQHUDWHV SRVLWLYH H[WHUQDOLWLHV LPSRVLQJ UHJXODWLRQ ZRXOG UHSUHVHQW WKH
RSSRVLWHSROLF\V\VWHPDWLFDOO\FDXVLQJWKHV\VWHPDWLFELDVWRZDUGXQGHUSURGXFWLRQ
WRZRUVHQ´ 
41 See 5REHUW &DQQRQ The Legacy of the Federal Communications
Commission’s Computer Inquiries )(' &200 /-  -RQDWKDQ
:HLQEHUJ The Internet and “Telecommunications Services,” Universal Service
Mechanisms, Access Charges, and Other Flotsam of the Regulatory System 
<$/(-215(*  
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provided low-cost network services simply by buying volumes of telephone
QXPEHUVDVZHOODVWRWKHILUVWZDYHRI³GRW-FRP´ILUPVVXFKDV1HWVFDSH
and Yahoo!, which were able to reach users without paying costly
termination fees to carriers.
The Computer II model survived until the early 2000s. Congress
codified it in the Telecommunications Act of 1996, merely changing its
QRPHQFODWXUH DQ ³HQKDQFHG VHUYLFH´ ZDV HIIHFWLYHO\ UHQDPHG DQ
³LQIRUPDWLRQ VHUYLFH´ DQG ³EDVLF VHUYLFH´ EHFDPH ³WHOHFRPPXQLFDWLRQV
VHUYLFH´ 42 Although Computer II was largely codified in statute, some
GHWDLOV RI WKH UHJLPH ZHUH PRGLILHG E\ WKH &RPPLVVLRQ¶V OHQJWK\ Third
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42 7KH$FW¶VGHILQLWLRQRID ³WHOHFRPPXQLFDWLRQVVHUYLFH´²WKHFRPPHUFLDO
RIIHULQJ RI WKH WUDQVPLVVLRQ RI XVHU LQIRUPDWLRQ EHWZHHQ WZR SRLQWV ZLWKRXW DQ\
FKDQJHWRWKHLQIRUPDWLRQ²PLUURUHGWKH)&&¶VXQGHUVWDQGLQJRID³EDVLFVHUYLFH´
XQGHU Computer II Compare  86&       with Computer II Final
Decision supra QRWH  DW SDUD  EDVLF VHUYLFH ³RIIHUV D SXUH WUDQVPLVVLRQ
FDSDELOLW\RYHUDFRPPXQLFDWLRQVSDWKWKDWLV YLUWXDOO\WUDQVSDUHQWLQWHUPVRILWV
LQWHUDFWLRQ ZLWK FXVWRPHU VXSSOLHG LQIRUPDWLRQ´  See also Computer II Final
Decisionsupra QRWH DWSDUD6LPLODUO\WKH$FW¶VGHILQLWLRQRI ³LQIRUPDWLRQ
VHUYLFH´²³WKH RIIHULQJ RI D FDSDELOLW\ IRU JHQHUDWLQJ DFTXLULQJ VWRULQJ
WUDQVIRUPLQJSURFHVVLQJUHWULHYLQJXWLOL]LQJRUPDNLQJDYDLODEOHLQIRUPDWLRQYLD
WHOHFRPPXQLFDWLRQV´²VRXQGV LQ &RPSXWHU ,,¶V ³HQKDQFHG VHUYLFH´ GHILQLWLRQ
Compare86&  withComputer II Final Decisionsupra QRWHDW
SDUD  LQ HQKDQFHG VHUYLFH IRU H[DPSOH ³DSSOLFDWLRQV DUH XVHG WR DFW RQ WKH
FRQWHQWFRGHSURWRFRODQGRWKHUDVSHFWVRIWKHVXEVFULEHU VLQIRUPDWLRQ´ See also
Computer II Final Decisionsupra QRWHDWSDUD
)RUPRUHRQWKHVLPLODULWLHVEHWZHHQ&RPSXWHU,,DQGWKH7HOHFRPPXQLFDWLRQV$FW
RIVHH)HG6WDWH-RLQW%GRQ8QLYHUVDO6HUYReport to Congress)&&
  )&& 5FG  SDUD    ³>:@H ILQG WKDW &RQJUHVV LQWHQGHG WKH
FDWHJRULHVRIµWHOHFRPPXQLFDWLRQVVHUYLFH¶DQGµLQIRUPDWLRQVHUYLFH¶WRSDUDOOHOWKH
GHILQLWLRQVRI¶EDVLFVHUYLFH¶DQG¶HQKDQFHGVHUYLFH¶GHYHORSHGLQRXU&RPSXWHU,,
SURFHHGLQJ    ´ See also1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW
6HUYV86   ³7KHGHILQLWLRQVRIWKHWHUPVWHOHFRPPXQLFDWLRQV
VHUYLFH DQG LQIRUPDWLRQ VHUYLFH HVWDEOLVKHG E\ WKH  $FW DUH VLPLODU WR WKH
Computer IIEDVLFDQGHQKDQFHGVHUYLFHFODVVLILFDWLRQV´ LQWHUQDOTXRWDWLRQPDUNV
RPLWWHG )UDPHZRUNIRU%URDGEDQG,QWHUQHW6HUYNotice of Inquiry)&&
)&&5FGSDUD   WKH7HOHFRPPXQLFDWLRQV$FWRI³FRGLI>LHG@
WKH&RPPLVVLRQ¶VGLVWLQFWLRQ´IURPWKHComputer Inquiries .HYLQ:HUEDFKThe
Network Utility  '8.( /-  ±   QRWLQJ VXEWOH GLIIHUHQFH LQ
GHILQLWLRQV 
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Computer Inquiry, 43 ZKLFK PRVW QRWDEO\ HOLPLQDWHG WKH ³PD[LPXP
VHSDUDWLRQ´UXOH44

B. From Computer II to Information Service
Until the turn of the millennium, the Internet industry²that is, the set
of application-layer data businesses that depended on networked
telecommunications infrastructure²blossomed under a regime that both
deregulated its services and protected them from carrier interference under
Title II of the Communications Act of 1934. Shortly thereafter, the FCC
sought to preserve these critical goals under a new regulatory structure. It
moved to an alternative regime that reclassified all Internet services²
including the underlying carrier services²DV³LQIRUPDWLRQVHUYLFHV´45 while
still preventing carrier abuses through the enforcement of net neutrality
norms.46
In 1998, the Commission began considering how to appropriately
classify broadband services, beginning with the puzzle posed by cable
Internet service providers.47 Cable broadband providers vertically integrated
PDQ\ RI WKH IXQFWLRQV WKDW ZHUH VROG VHSDUDWHO\ E\ ³HQKDQFHG VHUYLFH´
providers like AOL. In fact, one of the justifications for the AOL-Time
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43 $PHQGPHQW RI 6HFWLRQ  RI WKH &RPP¶Q¶V 5XOHV  5HJV 7KLUG
&RPSXWHU ,QTXLU\  Notice of Proposed Rulemaking )&&   )HG 5HJ
  7KLVILQDOSURFHHGLQJLQWKHWULORJ\RIInquiries ODVWHGRYHUDGHFDGH
VSDZQLQJDSOHWKRUDRIRUGHUVDQGUHODWHGOLWLJDWLRQE.g.$PHQGPHQWRI6HFWLRQV
RIWKH&RPP¶Q¶V5XOHV 5HJV 7KLUG&RPSXWHU,QTXLU\ Report and Order
)&&)&&G   vacated sub nom. &DOLIRUQLDY)&&
)G WK&LU &DOLIRUQLDY)&&)G WK&LU &DOLIRUQLD
Y)&&)G WK&LU ,QWKHHQGComputer IIIUHSODFHGWKH³PD[LPXP
VHSDUDWLRQ´UXOHZLWKDYDULHW\RIWHFKQLFDOUXOHVPDQGDWLQJLQWHUFRQQHFWLRQDQGD
VHULHV RI DFFRXQWLQJ VDIHJXDUGV WR SUHYHQW FURVVVXEVLGL]DWLRQ DQG SRWHQWLDOO\
DQWLFRPSHWLWLYHSULFLQJSUDFWLFHVSee generally&RPSXWHU,,,5HPDQG3URFHHGLQJV
%HOO2SHUDWLQJ&R6DIHJXDUGVDQG7LHU/RFDO([FKDQJH&R6DIHJXDUGVReport
and Order )&&   )&& 5FG    vacated in part sub nom.
&DOLIRUQLDY)&&)G WK&LU 
44 7KHPRWLYDWLRQWRUHPRYHWKHPD[LPXPVHSDUDWLRQUXOHZDVGULYHQLQSDUW
E\D&KLFDJR6FKRROEDVHGXQGHUVWDQGLQJRIWKHEHQHILWVRIYHUWLFDOLQWHJUDWLRQ%XW
DVZHH[SODLQIXUWKHUVXFKDQXQGHUVWDQGLQJRIYHUWLFDOLQWHJUDWLRQXQGHUVWDWHVWKH
SRVVLELOLW\IRUQHWZRUNSODWIRUPVWRPDNHDQWLFRPSHWLWLYHXVHRIYHUWLFDODJUHHPHQWV
E\IRUH[DPSOHH[FOXVLRQ
45 See Cable Modem Ordersupra QRWHDSL Reclassification Ordersupra
QRWH
46 $SSURSULDWH)UDPHZRUNIRU%URDGEDQG$FFHVVWRWKH,QWHUQHWRYHU:LUHOLQH
)DFLOLWLHV Policy Statement )&&   )&& 5FG  SDUD   
available atKWWSKUDXQIRVVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK)&&$SGI
47 See ,QTXLU\ &RQFHUQLQJ WKH 'HSOR\PHQW RI $GYDQFHG 7HOHFRPPV
&DSDELOLW\WR$OO$PVLQD5HDVRQDEOH 7LPHO\)DVKLRQNotice of Inquiry)&&
)&&5FGSDUDV±  
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48 :8supra QRWHDW±
49 See GLVFXVVLRQsupra 3DUW,,$
50 $7 7&RUSY&LW\RI3RUWODQG)G WK&LU 
51 Cable Modem Ordersupra QRWHDWSDUD
52 See 86&   ³$WHOHFRPPXQLFDWLRQVFDUULHUVKDOOEHWUHDWHGDV
DFRPPRQFDUULHUXQGHUWKLV>$FW@RQO\WRWKHH[WHQWWKDWLWLVHQJDJHGLQSURYLGLQJ
WHOHFRPPXQLFDWLRQVVHUYLFHV´ 
53 Cable Modem Ordersupra QRWHDWSDUD
54 Id.
55 Id. DWSDUD
56 Id. DWSDUD
57 Id.
58 Id. DWSDUD
59 Id. DWSDUDQ
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Warner merger in 2000 was facilitating such integration.48 Cable providers
therefore seemed to be offering what, under the Computer Inquiries model,
would have been two services: a telecommunications service and an
information service. 49 Consequently, based on the statutory text of the
Telecommunications Act²which, as we have noted, codified the Computer
II regime²the Ninth Circuit concluded that cable operators were clearly
offering both services.50
In 2002, the FCC departed from the interpretation derived from its
Computer Inquiries by reclassifying all of the layers of cable modem service
as one single ³LQIRUPDWLRQVHUYLFH´51 This designation had the critical effect
of exempting it from the regulatory structure of Title II.52 7KH&RPPLVVLRQ¶V
reclassification rested on a few critical facts. First, the Commission
compared the commercial offering of a cable modem service provider with
the predominant alternative at the time: a dial-up internet connection offered
by an independent provider like Earthlink or AOL (before its merger).53 Such
Internet service providers typically offered a bundle of Internet services that
were not themselves separable and had no separate legal status: a
subscription to AOL came with access to an aol.com email address, to AOLbased newsgroups, as well as to the domain naPHV\VWHP ³'16´ 54 So too
with cable modem service: A cable modem subscriber had access, for
example, to a [provider].net email address, a DNS, and other related
services. 55 Thus, because dial-up Internet services were considered
information services,56 the Commission reasoned that cable modem service
must also be an information service.57
&ULWLFDOWRWKH)&&¶VGHFLVLRQZDVLWVHQLJPDWLFFRQFOXVLRQWKDWWKH
³WHOHFRPPXQLFDWLRQV FRPSRQHQW LV QRW . . . separable from the dataprocessing capabilities of the [cablH PRGHP@ VHUYLFH´ 58 Dial-up Internet
access providers, such as AOL, sold only data processing capabilities; the
transmission component was separately sold and provided by each
VXEVFULEHU¶V UHVSHFWLYH SKRQH FRPSDQ\ 59 By contrast, the Commission
noted that, DWWKHWLPHQR³FDEOHPRGHPVHUYLFHSURYLGHUKD>G@PDGHDVWDQG-
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60 Id.DWSDUDV±
61 Id.DWSDUD
62 6HHGLVFXVVLRQinfra3DUW,,,$
63 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86
±  
64 &KHYURQ86$,QFY1DWXUDO5HV'HI&RXQFLO86  see
alsoBrand X86DW± XQGHUChevronDQDJHQF\LQWHUSUHWDWLRQRIDQ
DPELJXRXVVWDWXWHFDQRYHUULGHSULRUMXGLFLDOLQWHUSUHWDWLRQ 
65 86&  
66 Brand X86DW
67 Id. DW
68 Id. TXRWLQJCable Modem Ordersupra QRWHDWSDUD 
69 Brand X86 DW
70 Id.DW %UH\HU-FRQFXUULQJ 
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DORQHRIIHULQJRIWUDQVPLVVLRQIRUDIHHGLUHFWO\WRWKHSXEOLF´60 Hence, the
&RPPLVVLRQIRXQGWKDW³WKHWHOHFRPPXQLFDWLRQVLVSDUWDQGSDUFHORIFDEOH
modem service and is integral to its otKHU FDSDELOLWLHV´ VXFKDVHPDLO DQG
newsgroups. 61 7KH &RPPLVVLRQ¶V FRQFOXVLRQ WKDW WKLV WUDQVPLVVLRQ
capability was inseparable from the rest of the commercial offering was
questionable in 2002; today, as we discuss below, it seems clearly erroneous
given the widespread demand for independent services that compete with a
SURYLGHU¶VEXQGOHGRIIHULQJ 62
7KH 6XSUHPH &RXUW XOWLPDWHO\ UHYLHZHG WKH )&&¶V Cable Modem
Order in National Cable & Telecommunications Association v. Brand X
Internet Services.63 Although Brand X is a favorite of administrative law
aficionados for its discussion of judicial deference to administrative agencies
under Chevron,64 the decision is, at its core, about telecommunications law.
The majority in Brand X found sufficient ambiguity in the
7HOHFRPPXQLFDWLRQV $FW¶V GHILQLWLRQ RI ³WHOHFRPPXQLFDWLRQV VHUYLFH´²
³WKHRIIHULQJRIWHOHFRPPXQLFDWLRQVIRUDIHHGLUHFWO\WRWKHSXEOLF´65²that
WKH&RXUWGHIHUUHGWRWKH&RPPLVVLRQ¶VFRQFOXVLRQWKDWFDEOHPRGHPVHUYLFH
fell outside of its ambit. 66 In particular, the Court noted that the critical
question for the Cable Modem Order ZDV ZKHWKHU ³IURP WKH FRQVXPHU¶V
SRLQWRIYLHZ´WKHGDWDWUDQVPLVVLRQVHUYLFHLVXVHG³DOZD\VLQFRQQHFWLRQ
with the information-SURFHVVLQJFDSDELOLWLHV´67 The Court concluded that it
was: The WUDQVPLVVLRQFRPSRQHQWDIWHUDOOZDVLQWKH&RPPLVVLRQ¶VYLHZ
³SDUWDQGSDUFHO´RIWKHUHVWRIWKHVHUYLFH68 Because the Court determined
WKDW³RIIHULQJFDQUHDVRQDEO\EHUHDGWRPHDQDµVWDQG-DORQH¶RIIHULQJ´LW
held that the Commission nHHGQRWWUHDW³WKHXQGHUO\LQJWHOHFRPPXQLFDWLRQV
XVHG WR WUDQVPLW WKDW VHUYLFH´ DV D VHSDUDWH ³RIIHU´ XQGHU WKH
7HOHFRPPXQLFDWLRQV$FW¶VUHJLPH69
$OWKRXJKWKH &RXUW GHIHUUHG WRWKH &RPPLVVLRQ¶V FRQFOXVLRQ LQ WKH
Cable Modem Order, some members were doubtful. Justice Breyer noted
WKDWWKH&RPPLVVLRQ¶VLQWHUSUHWDWLRQ³MXVWEDUHO\´IHOOZLWKLQWKH³VFRSHRI
WKH >)&&¶V@ VWDWXWRULO\ GHOHJDWHG DXWKRULW\´ 70 Three justices dissented,
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ZULWLQJ WKDW ³WKH WHOHFRPPXQLFDWLRQV FRPSRQHQW RI WKH FDEOH-modem
service retains such an ample independent identity that it must be regarded
DV EHLQJ RQ RIIHU´71 Despite this skepticism from four justices, the Court
XSKHOGWKH&RPPLVVLRQ¶VCable Modem Order. Propelled by its victory in
Brand XWKH&RPPLVVLRQH[WHQGHGWKH³LQIRUPDWLRQVHUYLFH´GHVLJQDWLRQWR
Internet access via DSL (digital subscriber lines) 72 and to other physical
platforms,73 including wireless networks.74
These various reclassification orders threatened to undermine the
)&&¶VORQJ-held regulatory aim of protecting application layer companies
from the threat of discrimination and blocking by carriers. 75 Former FCC
Chairman Michael Powell proposed that some behavior once prohibited by
Title II would still be punished under a net neutrality regime that could be
enforced even under the new classification. In a 2004 speech, Powell
SURSRVHGIRXU³,QWHUQHW)UHHGRPV´76 which the Commission later codified
as a policy statement,77 and which served as a baseline for the Open Internet
Order.78 Notably, in 2005, the Commission seemed to assume that it retained
authority to enforce its policy statement under its Title II powers. Faced with
the first major complaint regarding the blocking of Internet traffic, the
Commission settled with Madison River Communications to resolve the
claim that the company was blocking Voice over Internet Protocol
applications in violation of Section 201 of the Telecommunications Act of
1996.79 Since reaching that settlement, however, the Commission has faced
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71 Id. DW 6FDOLD-GLVVHQWLQJ  HPSKDVLVDGGHG -XVWLFHV6RXWHUDQG
*LQVEXUJMRLQHG-XVWLFH6FDOLD¶VGLVVHQW
72 DSL Reclassification Ordersupra QRWH
73 8QLWHG 3RZHU /LQH &RXQFLO¶V 3HWLWLRQ IRU 'HFODUDWRU\ 5XOLQJ 5HJDUGLQJ
WKH&ODVVLILFDWLRQRI%URDGEDQGRYHU3RZHU/LQH,QWHUQHW$FFHVV6HUYDVDQ,QIR
6HUYMemorandum Opinion and Order )&&)&&5FG  
74 $SSURSULDWH 5HJXODWRU\ 7UHDWPHQW IRU %URDGEDQG$FFHVV WR WKH ,QWHUQHW
2YHU:LUHOHVV1HWZRUNVDeclaratory Ruling )&&)&&5FG  
75 See supraQRWHV±DQGDFFRPSDQ\LQJWH[W
76 0LFKDHO . 3RZHOO &KDLUPDQ )&& 5HPDUNV DW WKH 6LOLFRQ )ODWLURQV
6\PSRVLXPRQ³7KH'LJLWDO%URDGEDQG0LJUDWLRQ7RZDUGD5HJXODWRU\5HJLPHIRU
WKH
,QWHUQHW
$JH´
)HE

 
available
at
KWWSKUDXQIRVVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK'2&$SGI
77 $SSURSULDWH)UDPHZRUNIRU%URDGEDQG$FFHVVWRWKH,QWHUQHWRYHU:LUHOLQH
)DFLOLWLHV Policy Statement )&&   )&& 5FG  SDUD   
available atKWWSKUDXQIRVVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK)&&$SGI
78 2010Open Internet OrderVXSUDQRWHDWSDUD
79 0DGLVRQ5LYHU&RPPXQLFDWLRQV//&DQG$IILOLDWHG&RPSDQLHVConsent
Decree '$   )&& 5FG  SDUDV      available at
KWWSKUDXQIRVVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK'$$SGI7KH&RQVHQW
'HFUHH QRWHV WKDW WKH )&& ZDV LQYHVWLJDWLQJ ³0DGLVRQ 5LYHU¶V FRPSOLDQFH ZLWK
VHFWLRQ E    ZLWKUHVSHFWWRWKHEORFNLQJRISRUWVXVHGIRU9RLFHRYHU,QWHUQHW
3URWRFRO ³9R,3´ DSSOLFDWLRQV´Id.DWSDUD6HFWLRQ E SURYLGHVWKDW³>D@OO
FKDUJHVSUDFWLFHVFODVVLILFDWLRQVDQGUHJXODWLRQVIRUDQGLQFRQQHFWLRQZLWKVXFK

35573-fcl_66-3 Sheet No. 39 Side A

Issue 3

10/21/2014 10:02:02

SENDER SIDE TRANSMISSION RULES

479

formidable legal challenges to its authority to enforce these principles, losing
before the D.C. Circuit in 201080 and again in 2014.81

III.

PRESENT OPTIONS

For half a century, the FCC has maintained some system for policing
the power of carriers to block or discriminate against application layer
businesses attempting to reach customers over carrier wires. 82 The recent
LQYDOLGDWLRQRIWKH&RPPLVVLRQ¶VOpen Internet Order in Verizon83 casts that
basic premise into doubt for the first time in the history of modern computer
networking. Unsurprisingly, the Commission has responded by indicating
that it will seek to reinforce its authority by whatever means necessary.84 The
operative question, then, is how the Commission can most easily accomplish
this goal.
7KH )&&¶V GHFLVLRQ WR VZHHS WKH WUDQVPLVVLRQ RI ,QWHUQHW WUDIILF
RXWVLGH RI WKH GHILQLWLRQDO VFRSH RI ³WHOHFRPPXQLFDWLRQV VHUYLFH´ KDV
significantly affected its ability to regulate such traffic. 85 The
Telecommunications Act of 1996 H[SOLFLWO\SURYLGHVWKDWD³FDUULHUVKDOOEH
treated as a common carrier under this chapter only to the extent that it is
engaged in providing telecommunications services.´ 86 Thus, where a
facilities owner²a carrier²is providing a service other than
³WHOHFRPPXQLFDWLRQV´ DVWKHWHUPLVVWDWXWRULO\GHILQHG87), the Commission
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FRPPXQLFDWLRQVHUYLFHVKDOOEHMXVWDQGUHDVRQDEOHDQGDQ\VXFKFKDUJHSUDFWLFH
FODVVLILFDWLRQRUUHJXODWLRQWKDWLVXQMXVWRUXQUHDVRQDEOHLVGHFODUHGWREHXQODZIXO´
86& E   
80 &RPFDVW&RUSY)&&)G '&&LU 
81 9HUL]RQY)&&)G '&&LU 
82 See GLVFXVVLRQsupra 3DUW,, FKURQLFOLQJWKH)&&¶V&RPSXWHU,QTXLULHVDQG
WKH2SHQ,QWHUQHW2UGHU 
83 Verizon)GDW
84 3URWHFWLQJ 3URPRWLQJWKH2SHQ,QWHUQHWNotice of Proposed Rulemaking
)&&)&&5FG  >KHUHLQDIWHU2014Open Internet NPRM@see
also 1HZ'RFNHW(VWDEOLVKHGWR$GGUHVV2SHQ,QWHUQHW5HPDQGPublic Notice'$

)HE

 
available
at
KWWSVDSSVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK'$$SGI HVWDEOLVKLQJ D
QHZGRFNHWWRFRQVLGHUSDWKIRUZDUGEDVHGRQ³DXWKRULW\XQGHUVHFWLRQDQGall
other available sources of Commission authority´ HPSKDVLVDGGHG 
85 2014 Open Internet NPRMsupra QRWHDWSDUD
86 86&  see also1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;
,QWHUQHW6HUYV86   ³7KH$FWUHJXODWHVWHOHFRPPXQLFDWLRQV
FDUULHUVEXWQRWLQIRUPDWLRQVHUYLFHSURYLGHUVDVFRPPRQFDUULHUV´ 7KHSURYLVLRQ
ZDV RULJLQDOO\ FRGLILHG DW  86&     DQG ZDV PRYHG WR VXEVHFWLRQ 
IROORZLQJVXEVHTXHQWDPHQGPHQWVWRWKH7HOHFRPPXQLFDWLRQV$FWRISee3XE
/1R  E    DGGLQJQHZ  DQGUHQXPEHULQJ DQG3XE/1R
    UHQXPEHULQJ 
87 86&    
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has disabled itself from regulating that service as a common carrier.88 The
Commission has twice sought alternative ways of regulating Internet traffic.
Both attempts were squarely rejected by the D.C. Circuit. First, the
&RPPLVVLRQ¶V DWWHPSW WR UHO\ RQ LWV DQFLOODU\ DXWKRULW\ ZDV UHMHFWHG LQ
Comcast;89 more recently, in VerizonWKHFRXUWKHOGWKDWWKH&RPPLVVLRQ¶V
Open Internet Order imposed on broadband providers rules tantamount to
FRPPRQ FDUULHU UHJXODWLRQ LQ YLRODWLRQ RI WKH &RPPXQLFDWLRQV $FW¶V
³VSHFLILFSURKLELWLRQ>V@´GHVFULEHGDERYH90
Some have suggested that section 706 of the Telecommunications Act
can provide the FCC with the authority to enforce basic network neutrality
norms with some limitations. 91 We do not express any opinion on this
K\SRWKHVLV2XUSUHVHQWIRFXVLQVWHDGLVRQWKH&RPPLVVLRQ¶VWUDGLWLRQDO
power to regulate carriers. Some have called for the Commission to overturn
its 2002 reclassification decision.92 As explained in more detail below, we
agree that the Cable Modem Order¶V FRQFOXVLRQV QR ORQJHU KDYH D
substantial basis in fact.93 However, we begin with a more modest solution:
a narrow application of the Commission¶VVWURQJHVWDQGPRVWVHFXUHJUDQWRI
congressional power: Title II of the Telecommunications Act.94

A. Sender Side Transmission Rules
2YHUWKHFRXUVHRI9HUL]RQ¶VFKDOOHQJHWRWKHOpen Internet Order, the
FCC and Verizon articulated distinct and competing visions of the nature of
the relationship between broadband carriers and content providers. The
Commission argued that content providers were not, in any meaningful
VHQVH³FXVWRPHUV´RIDEURDGEDQGFDUULHUWRWKHFRQWUDU\WKH&RPPLVVLRQ
argued that broadband subscribers are the only necessary customers, and the
relationship between a content provider and the carrier is simply derivative
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88 :KDW LW PHDQV WR EH ³WUHDWHG DV D FRPPRQ FDUULHU´ UHPDLQV XQFOHDU DQG
ILHUFHO\FRQWHVWHGSee, e.g.&HOOFR3¶VKLSY)&&)G '&&LU 
³7KH$FW¶VGHILQLWLRQRIµFRPPRQFDUULHU¶LVXQVDWLVI\LQJO\FLUFXODU´ 
89 See &RPFDVW&RUSY)&&)G '&&LU 
90 9HUL]RQY)&&)G± '&&LU 
91 E.g.7RP:KHHOHU&KDLUPDQ)&&3UHSDUHG5HPDUNVDW6LOLFRQ)ODWLURQV
8QLY
&ROR
/DZ
6FKRRO
)HE

 
available
at
KWWSKUDXQIRVVIFFJRYHGRFVBSXEOLFDWWDFKPDWFK'2&$SGI 7HMDV 1
1DUHFKDQLD Federal and State Authority for Network Neutrality and Broadband
Regulation 67$1 7(&+ / 5(9 IRUWKFRPLQJ   available at
KWWSVVUQFRPDEVWUDFW 
92 See, e.g.&RPPHQWVRI3XE.QRZOHGJH &RPPRQ&DXVHDW±2SHQ
,QWHUQHW 5HPDQG )&& *1 'RFNHW 1R  UHO 0DU    available at
KWWSZZZSXEOLFNQRZOHGJHRUJDVVHWVXSORDGVGRFXPHQWV3XEOLFB.QRZOHGJHB
&RPPRQB&DXVHB2SHQB,QWHUQHWBB3XEOLFB1RWLFHB&RPPHQWVSGI
93 See GLVFXVVLRQinfra 3DUW,,,%
94 See generally 86&±
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of any request by that customer to view specified content.95 The D.C. Circuit
rejected this construction. 96 Instead, it adopted the view proffered by
Verizon, which argued that there were two distinct, separable, and equally
LPSRUWDQW FRPPHUFLDO UHODWLRQVKLSV DW LVVXH   WKH EURDGEDQG SURYLGHU¶V
FRQWUDFW ZLWK ³UHWDLO HQG-XVHUV´ DV ZHOO DV   LWV UHODWLRQVKLS ZLWK ³RWKHU
proYLGHUVWKDWVHHNWRGHOLYHUWKHLURZQVHUYLFHVRYHUWKHFRPPRQFDUULHU¶V
IDFLOLWLHV´97 The D.C. Circuit agreed that these were better treated as distinct
relationships.98 %XWLQVRGRLQJWKHFRXUWVWDWHGWKDWLWZRXOGEH³ORJLFDOWR
conclude that [a broadband provider] may be a common carrier with regard
WRVRPHDFWLYLWLHVEXWQRWRWKHUV´99 In other words, by individuating these
two commercial relationships, the court suggested the possibility for the
distinct regulatory treatment of these separable transactions.
Therefore, rather than treat all Internet traffic as a monolithic entity
subject to the same regulatory treatment, the FCC can split the facilitiesbased services offered by broadband carriers into two discrete transactions:
first, a call by a broadband subscriber to request data from a third-party
FRQWHQWSURYLGHUDQGVHFRQGDFRQWHQWSURYLGHU¶Vresponse to the subscriber.
Imposing this two-stage call-and-response framework on the structure of
Internet traffic²a framework derived from tKH '& &LUFXLW¶V UHFHQW
decision in Verizon²would allow the Commission to separately consider
the appropriate regulatory treatment for each type of transaction.
This creates an obvious opportunity for the FCC to classify²in the
first instance²one of these relationships as subject to some form of
regulation under Title II. In particular, the Commission should consider the
appropriate regulatory treatment of traffic that is sent by content providers
in response to requests from retail end-users. 100 One important reason to
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95 %ULHI IRU$SSHOOHH5HVSRQGHQWV DW ±9HUL]RQ Y )&&  )G 
'&&LU  1R >KHUHLQDIWHU)&&%ULHI@
96 9HUL]RQ Y )&&  )G   '& &LU   but see &LW\ RI
$UOLQJWRQY)&&6&W   XQGHUDK\SRWKHWLFDOVWDWXWHDFRXUW
PXVWGHIHUWRDJHQF\¶VGHILQLWLRQRI³FRPPRQFDUULHU´ 
97 -RLQW5HSO\%ULHIIRU9HUL]RQ 0HWUR3&6DW±9HUL]RQY)&&
)G '&&LU  1R >KHUHLQDIWHU9HUL]RQ5HSO\%ULHI@
98 Verizon)GDW
99 Id FLWLQJ1$58&Y)&&)G '&&LU see also
)&&Y0LGZHVW9LGHR&RUS86Q  
100 +HUHZHXVHWKHWHUP ³UHVSRQVH´ VRPHZKDWORRVHO\:HGRQRWPHDQWR
FDELQ WKH DSSOLFDELOLW\ RI RXU SURSRVHG IUDPHZRUN WR RQO\ SDUWLFXODUL]HG VRUWV RI
UHDOWLPH ³GLDORJXHV´ EHWZHHQ D XVHU DQG D FRQWHQW SURYLGHU 7KH IUDPHZRUN LV
HTXDOO\DSSOLFDEOHWRDV\QFKURQRXVFRPPXQLFDWLRQV HJDXVHUZKRKRVWVKHURZQ
HPDLOVHUYLFHZKRUHFHLYHVDQHPDLOGD\VDIWHUDQRIIOLQHFRPPXQLFDWLRQZLWKDQ
DFTXDLQWDQFH  5DWKHU WKH SRLQW LV WKDW WKH FRPPHUFLDO RIIHU WR GHOLYHU incoming
WUDIILF LQFRPLQJIURPWKHSHUVSHFWLYHRIWKHDFFHVVQHWZRUN LVGLVWLQJXLVKDEOHIURP
WKHRIIHUWRWKHFRQVXPHUIRUDEURDGEDQGVXEVFULSWLRQ+DSSLO\WKHRIIHUWRGHOLYHU
unwanted LQFRPLQJ WUDIILF VXFK DV VSDP RU PDOZDUH LV DOVR GLVWLQJXLVKDEOH
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consider distinct regulatory treatment for this aspect of the broadband
transaction is that the broadband carrier is endowed with a terminating
monopoly.101 That is, the content provider has no alternative to the carrier to
complete its response to the calling consumer. Such terminating monopolies
have traditionally been subject to enhanced regulatory scrutiny, and the
&RPPLVVLRQ¶V SROLFLHV KDYH LQ UHFHQW \HDUV VWURQJO\ GLVIDYRUHG ³DFFHVV
FKDUJHV´LPSRVHGE\WHUPLQDWLQJPRQRSROLVWV
ClassifyinJ ³VHQGHU-VLGH´ WUDIILF DV D WHOHFRPPXQLFDWLRQV VHUYLFH LV
also, perhaps surprisingly, consistent with the Cable Modem Order. As we
described above, 102 WKH &RPPLVVLRQ¶V DQDO\VLV LQ WKDW Order focused
VTXDUHO\ RQ WKH EURDGEDQG SURYLGHU¶V UHODWLRQVKLS ZLWK WKH end user. In
FRQVLGHULQJ WKH ³EXVLQHVV UHODWLRQVKLSV´ EHWZHHQ ³FDEOH RSHUDWRUV´ DQG
³FRQVXPHUV´ WKH &RPPLVVLRQ H[DPLQHG RQO\ retail subscribers to
broadband service.103 Indeed, even the Supreme Court agreed that the critical
question addressed in the Cable Modem Order was what a broadband
VXEVFULSWLRQORRNHGOLNH³IURPWKHFRQVXPHU¶VSRLQWRIYLHZ´104 Thus, this
specific focus on the set of bundled services that broadband providers sold
their subscribers excluded any analysis of the opposing offer to charge for
the delivery of traffic in the second stage of the two-stage framework
described above.105
Despite this exclusion, both the D.C. Circuit and the FCC have
proceeded on the assumption that the conclusion reached in the Cable
Modem Order applies equally across both the call and the response
transactions.106 But the decision in Verizon makes clear that this need not be
so. Indeed, the Commission has a long history of regulating a carrier in its
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FUHDWLQJ VSDFH IRU WKH )&& WR FUHDWH QDUURZ H[FHSWLRQV IRU reasonable network
managementDVLWKDGLQWKH2SHQ,QWHUQHW2UGHU
101 See 2014 Open Internet NPRM supra QRWH  DW SDUD  ILQGLQJ WKDW
EURDGEDQGSURYLGHUVDUH³WHUPLQDWLQJPRQRSROLHV´IRUFRQWHQWSURYLGHUVQHHGLQJWR
UHDFKHQGXVHUVEHFDXVH³PRVWUHVLGHQWLDOFXVWRPHUVKDYHRQO\RQHRUWZRRSWLRQV
IRUZLUHOLQHEURDGEDQG,QWHUQHWDFFHVVVHUYLFH´ 
102 See GLVFXVVLRQsupra 3DUW,,%
103 Cable Modem Ordersupra QRWHDWSDUD
104 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86
  
105 (YHQWRWKHH[WHQWWKDWWKHCable Modem OrderFRQVLGHUHGFRQWHQWRIIHUHG
WKURXJK LQWHUQHW VHUYLFH SURYLGHUV LW HPSKDVL]HG WKDW WKLV FRQWHQW LV W\SLFDOO\
EXQGOHG²IURPWKHFRQVXPHU¶VSHUVSHFWLYH²ZLWKWKHEURDGEDQGVHUYLFHSeeCable
Modem Ordersupra QRWHDWSDUDV± DUUDQJHPHQWVZLWKXQDIILOLDWHG,63V
RIIHU DQ LQWHJUDWHG VHUYLFH IRU ZKLFK ERWK WKH SURYLGHU DQG WKH ,63 WDNH GXDO
UHVSRQVLELOLW\  7KH VDPH FDQQRW EH VDLG IRU <RX7XEH RU 1HWIOL[ FRQWHQW WKDW LV
GHOLYHUHG E\ &RPFDVW Cf. The ISP Speed Index From Netflix 1(7)/,;
KWWSLVSVSHHGLQGH[QHWIOL[FRP ODVW YLVLWHG $SULO   1HWIOL[ UHSRUWLQJ RQ
GLIIHUHQFHVDPRQJIDFLOLWLHVRZQHUVRYHUZKLFKLWVHQGVFRQWHQW 
106 9HUL]RQ Y )&&  )G  ± '& &LU   QRWLQJ
FODVVLILFDWLRQGHFLVLRQDVDSSOLFDEOH 
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capacity as a terminating monopolist differently than in its capacity as a
vendor of retail, end-user services.107
A closer analysis of the service that a broadband provider, in its
capacity as a terminating monopolist, offers to a content provider in senderside response transactions bears none of the hallmarks of an information
service as described by the Cable Modem Order.108 When Verizon delivers
1HWIOL[FRQWHQWWR9HUL]RQVXEVFULEHUVLWGRHVQRWDOVRRIIHU1HWIOL[³H-mail,
newsgroups, and the ability to create a web page . . . ´109 Instead, Verizon
provides a discrete transmission service: It delivers traffic from the point of
interconnection to a specified subscriber.
Verizon now wants to charge some content providers for this
delivery.110 Notably, the Cable Modem Order¶VFRQFOXVLRQUHVWHGLQSDUWRQ
the observation that nR EURDGEDQG ³SURYLGHU KD>G@ PDGH D VWDQG-alone
RIIHULQJRIWUDQVPLVVLRQIRUDIHH´111 %XW9HUL]RQ¶VQHZSURSRVDOLVH[DFWO\
that:112 It is a stand-DORQHRIIHURI³WUDQVPLVVLRQ´³between . . . SRLQWV´WKDW
1HWIOL[ IRU H[DPSOH  KDV ³VSHFLILHG´ 113 This is paradigmatic
³WHOHFRPPXQLFDWLRQVVHUYLFH´WKDWPD\EHVXEMHFWWRUHJXODWLRQXQGHU7LWOH
II. 114 That is, the transmission of data from the Internet to an individual
VXEVFULEHUQRWRQO\UHWDLQVDQ³LQGHSHQGHQWLGHQWLW\WKDWLWPXVWEHUHJDUGHG
DVEHLQJRQRIIHU´²it seems to be the only identity that can be regarded as
on offer.115 Thus, relying on the distinction drawn by Verizon in its challenge
to the Open Internet Order, the Commission can classify commercial offers
to deliver sender-side traffic, beginning at the point of interconnection, as a
telecommunications service under the 1996 Act.116

B. Changed Circumstances
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107 Seee.g.9HUL]RQ5HSO\%ULHIsupraQRWHDW±
108 See Cable Modem Ordersupra QRWHDW SDUDV±
109 See id. DWSDUD
110 See Verizon)GDW±
111 Cable Modem Ordersupra QRWHDWSDUDV±
112 Verizon  )G DW  ³>%@XW IRU WKH 2SHQ ,QWHUQHW 2UGHU >9HUL]RQ@
ZRXOG EH H[SORULQJ    FRPPHUFLDO DUUDQJHPHQWV´ WR FKDUJH IRU WKH GHOLYHU\ RI
VHQGHUVLGHWUDIILF 
113  86&       +HUH WKH ³XVHU´ LV 1HWIOL[ DQG
³SRLQWV    VSHFLILHG´DUHWKHSRLQWRILQWHUFRQQHFWLRQDQGWKH³FDOOLQJ´VXEVFULEHU
114 See 86&    
115 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86
   6FDOLD-GLVVHQWLQJ 
116 See 9HUL]RQ5HSO\%ULHIsupraQRWHDW
117 7KHUHLVRQHIXUWKHUZULQNOHZLWKUHJDUGWRPRELOH,QWHUQHWVHUYLFH6HFWLRQ
 RI WKH 7HOHFRPPXQLFDWLRQV$FW VWDWHV WKDW SURYLGHUV RI ³FRPPHUFLDO PRELOH
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cabining the reach of Cable Modem Order to its original context²the call
transaction²the Commission could undertake to address both stages of
traffic by revisiting its conclusions in the Cable Modem Order.118
On this point, it is important to emphasize that no legal bar prevents
the FCC from undoing its decision in the Cable Modem Order. Indeed, the
6XSUHPH&RXUWKDVUHSHDWHGO\UHFRJQL]HGWKDWDJHQFLHVKDYH³DPSOHODWLWXGH
WR µDGDSW WKHLU UXOHV DQG SROLFLHV WR WKH GHPDQGV RI FKDQJLQJ
FLUFXPVWDQFHV¶´119 Indeed, changed circumstances seem to have invalidated
PDQ\ RI WKH IDFWXDO SUHPLVHV XQGHUO\LQJ WKH &RPPLVVLRQ¶V  Cable
Modem Order. That decision rests on a now-outdated understanding of
cable-EDVHGEURDGEDQGRIIHULQJVVXEVFULEHUVWKHQ³G>LG@QRWQHHGWRFRQWUDFW
VHSDUDWHO\´ IRU ³GLVFUHWH VHUYLFHV RU DSSOLFDWLRQV´120 Not only were these
LQWHJUDWHG DSSOLFDWLRQV ³SDUW DQG SDUFHO´ RI WKH VXEVFULSWLRQ SDFNDJH 121
but²in the view of the Cable Modem Order²they formed a critical part of
the value of the service to consumers.122
Today, it is no longer clear that these additional services add
measurable value to broadband subscriptions. To be sure, the Cable Modem
Order acknowledged the existence of competing content at the time it was
DGRSWHG LW QRWHG WKDW ³E\ µFOLFN-WKURXJK¶ DFFHVV´ FDEOH PRGHP VHUYLFH
offHUV³PDQ\IXQFWLRQVIURPFRPSDQLHVZLWKZKRPWKHFDEOHRSHUDWRUKDV
not even a contractual relationship. For example, a subscriber . . . is free to
download and use . . . a web browser from Netscape, content from Fox
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VHUYLFHV´ DUH FRPPRQ FDUULHUV ZKHUHDV SURYLGHUV RI RWKHU PRELOH VHUYLFHV DUH
H[HPSW IURP FRPPRQ FDUULHU UHJXODWLRQ  86&     7KH )&& KDV
FRQFOXGHG WKDW ZLUHOHVV WUDQVPLVVLRQ RI ,QWHUQHW WUDIILF ERWK ³is DQ µLQIRUPDWLRQ
VHUYLFH¶DQGis notDµFRPPHUFLDOPRELOHVHUYLFH¶´&HOOFR3¶VKLSY)&&)G
  '& &LU   7KXV ³PRELOHGDWD SURYLGHUV DUH VWDWXWRULO\ LPPXQH
SHUKDSVWZLFHRYHUIURPWUHDWPHQWDVFRPPRQFDUULHUV´Id.
5HFODVVLILFDWLRQ IRU ZLUHOHVV EURDGEDQG ZRXOG UHTXLUH XQGRLQJ ERWK OD\HUV RI
SURWHFWLRQSee id.)RUSUHVHQWSXUSRVHVZHIRFXVRQWKHTXHVWLRQWKDWLVFRPPRQWR
DOOSK\VLFDOSODWIRUPVIRUWKHWUDQVPLVVLRQRI,QWHUQHWWUDIILFWKHLQIRUPDWLRQVHUYLFH
GHVLJQDWLRQ)RUQRZLWVXIILFHVWRQRWHWKDWWKH)&&ZRXOGKDYHWRDOVRDGGUHVVWKH
³FRPPHUFLDOPRELOHVHUYLFH´ILQGLQJRIWKHWireless Classification Order)&&
5FGSDUD  7KDWZRXOGUHTXLUHWKH)&&WRFRQFOXGHWKDWZLUHOHVV
LQWHUQHWVHUYLFHLV³IRUSURILW´LVDQ³LQWHUFRQQHFWHGVHUYLFH´DQGLVDYDLODEOH³WR
WKHSXEOLFRU    WRDVXEVWDQWLDOSRUWLRQRIWKHSXEOLF´DVWKRVHWHUPVDUHGHILQHGLQ
WKH7HOHFRPPXQLFDWLRQ$FW86& G    
118 See generally Cable Modem Ordersupra QRWH
119 See, e.g.0RWRU9HKLFOHV0IUV$VV¶QRIWKH86Y6WDWH)DUP0XW$XWR
,QV&R86   TXRWLQJ3HUPLDQ%DVLQ$UHD5DWH&DVHV86
  
120 See Cable Modem Ordersupra QRWHDWSDUD
121 Id. DWSDUDV
122 Id DWSDUD DFFHVVLQJ³XQDIILOLDWHG´FRQWHQW³PD\UHTXLUHWKHVXEVFULEHU
WRSD\WKRVHHQWLWLHVDQDGGLWLRQDOIHH´ see also1DW¶O&DEOH 7HOHFRPPV$VV¶Q
Y%UDQG;,QWHUQHW6HUYV86  
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News, and e-mail in the form of MicrosoIW¶V µ+RWPDLO¶´ 123 The Cable
Modem Order, however, de-emphasized the import of these options,
VXJJHVWLQJ WKDW WKH\ ZHUH VLPSO\ UHGXQGDQW EHFDXVH VXFK ³IXQFWLRQV
currently are all [also] included in the standard cable modem service
RIIHULQJ´124
The FCC did, however, wisely note the inchoate nature of the
EURDGEDQGEXVLQHVVDQGFRQFHGHGWKDW³>F@XVWRPHUVIRUWKHLUSDUWDUHVWLOO
learning the capabilities of cable modem service and deciding which
DSSOLFDWLRQV WKH\ SUHIHU´ 125 The intervening decade of experience has
provided the Commission with vast data regarding actual consumer
preferences between those affiliated applications that were critical to its
determination that broadband access was properly classified an information
service and other unaffiliated options. These data indicate that independent
email services, such as Gmail and Outlook.com (formerly Hotmail),
dominate comparable services that are supplied by broadband providers.126
$QGWKHPDMRULW\RI,QWHUQHWWUDIILFLVIRUFRQWHQWRXWVLGHRIWKH³VHUYLFHs or
DSSOLFDWLRQV´WKDWDUHSURYLVLRQHGWKURXJKWKHEURDGEDQGVXEVFULSWLRQ127
Furthermore, while WKH)&&RQFHH[SUHVVHGFRQFHUQWKDW³DGGLWLRQDO
IHH>V@´ PLJKW GHWHU D EURDGEDQG VXEVFULEHU IURP DFFHVVLQJ ³XQDIILOLDWHG´
content, the recent proliferation of paid broadband-based services, such as
Netflix, suggests that such a concern is no longer well-founded.128 That is,
consumers are not only willing to access unaffiliated advertisementsupported content, they are also willing to pay to access content outside of
WKDWZKLFKLVEXLOWLQWRDEURDGEDQGFDUULHU¶VRIIHULQJ129
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123 Cable Modem Ordersupra QRWHDWSDUD
124 Id.
125 Id.DWSDUD
126 See 0$5. *$<125 1(7:25. 6(59,&(6 ,19(670(17 *8,'( ±
  ³%\PRUH:HEEDVHGHPDLOER[HVH[LVWHGLQWKH8QLWHG6WDWHVDQG
LQWHUQDWLRQDOO\WKDQWKHWRWDOQXPEHURI,63EDVHGHPDLODFFRXQWV´ see also
What Does Your ISP Say About You? 0$,/&+,03 1RY   
KWWSEORJPDLOFKLPSFRPZKDWGRHV\RXULVSVD\DERXW\RX GDWD IURP DQZHE
EDVHG HPDLO VHUYLFH SURYLGHU VKRZLQJ WKDW ZHEEDVHG HPDLO VHUYLFHV RXWSDFH WKH
SRSXODULW\RI,63EDVHGVHUYLFHV  Cable Modem Ordersupra QRWH DWSDUD
FRQWUDVWEHWZHHQRXWVLGHVHUYLFHSURYLGHUVDQGDIILOLDWHGVHUYLFHV 
127 See6$1'9,1(*/2%$/,17(51(73+(120(1$5(3257 +  
RIWUDIILFDVVRFLDWHGZLWK1HWIOL[ZLWK<RX7XEHZLWK%LW7RUUHQWZLWK
L7XQHVHDFKIRU$PD]RQ9LGHR+XOXDQG)DFHERRNIRUDWRWDORI 
128 1HWIOL[ KDV  PLOOLRQ 86 PHPEHUV DV FRPSDUHG WR DQ HVWLPDWHG 
PLOOLRQKRXVHKROGVLQWKH86:LWKRXWFRQWUROOLQJIRUKRXVHKROGEURDGEDQGDFFHVV
1HWIOL[ alone KDV DFKLHYHG  PDUNHW SHQHWUDWLRQ Compare /HWWHU IURP 5HHG
+DVWLQJV&(21HWIOL[,QFWR6KDUHKROGHUV -DQ with 'DSKQH/RITXLVW
HWDO86&HQVXV%XUHDX Households and Families: 2010in 86  &(1686
% 5,()6 $SU 
129 See 6$1'9,1(  supra QRWH  DW   WUDIILF IRU 1HWIOL[  IRU
<RX7XEH 
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Taken together, this evidence suggests a consumer preference to use
WKHSURYLGHU¶VWUDQVPLVVLRQVHUYLFHWRFRQQHFWWRthird-party content services.
Unlike the conclusions reached in the Cable Modem Order, end users do not
XVH EURDGEDQG WUDQVPLVVLRQ FDSDELOLWLHV ³DOZD\V LQ FRQQHFWLRQ´ ZLWK WKH
services offered by the provider.130 To the contrary, end users increasingly
view broadband service as providing predominantly a transmission service
that connects them to content services provided by other entities, rather than
as an integrated information service. 131 Viewed on the terms of Cable
Modem Order²ZKLFK HPSKDVL]HG WKH UHWDLO VXEVFULEHU¶V YLHZ RI WKH
FRPPHUFLDO ³RIIHU´ 132 ²the information service designation based on
bundled services now seems quaint.
One bundled service bears special attention. Of critical importance to
practically every broadband subscriber is the Domain Name System
³'16´ VHUYLFH6WDWHGVLPSO\'16VHUYLFHDOORZVDZHEXVHUWRUHDFKD
particular website; www.fcc.gov, for example, is a signifier for a unique
numerical address²an IP address²such as 192.104.54.5. A DNS service
acts as an automated phone book, translating between the easily-remembered
website name and its unique address. Standard web traffic, which still
comprises roughly ten percent of all Internet traffic in North America,133
depends on accurate DNS service. End users, then, seem to contract for DNS
service when they subscribe for broadband access.134
That broadband subscribers contract for DNS service, however, need
not mean that they are purchasing an information service. Indeed, even the
Cable Modem Order itself provides no clear guidance as to whether DNS
VHUYLFHVDUHFDWHJRUL]HGDV³GDWDSURFHVVLQJ´RU³WUDQVPLVVLRQ´VHUYLFHV135
7XUQLQJ WR WKH VWDWXWH ³WHOHFRPPXQLFDWLRQV´ LV GHILQHG WR PHDQ ³WKH
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130 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86
  
131 )RUDOLVWRIFDSDELOLWLHVWKDWHYHQWKHCable Modem OrderFRQVLGHUVWREH
ZLWKLQWKH³EDVLFOHYHO´WUDQVPLVVLRQIXQFWLRQVVHHCable Modem Ordersupra QRWH
DWSDUD ³SK\VLFDOFRQQHFWLRQEHWZHHQWKHFDEOHV\VWHPDQGWKH,QWHUQHWE\
RSHUDWLQJ RU LQWHUFRQQHFWLQJ ZLWK ,QWHUQHW EDFNERQH IDFLOLWLHV     SURWRFRO
FRQYHUVLRQ ,3 DGGUHVV QXPEHU DVVLJQPHQW GRPDLQ QDPH UHVROXWLRQ WKURXJK D
GRPDLQQDPHV\VWHP '16 QHWZRUNVHFXULW\DQGFDFKLQJ´ 
132 See Brand X86DWsee also Cable Modem Ordersupra QRWH
DWSDUD H[DPLQLQJ³WKHIXQFWLRQVWKDWFDEOHPRGHPVHUYLFHPDNHVDYDLODEOHWR
LWVHQGXVHUV´ 
133 6 $1'9,1( supra QRWHDW +773WUDIILFFRPSULVHVRILQWHUQHW
WUDIILF 
134 $OWKRXJK PRVW '16 VHUYLFH FRPHV ZLWK EURDGEDQG VHUYLFH LW LV
LQFUHDVLQJO\RIIHUHGRQDVWDQGDORQHEDVLVE\LQGHSHQGHQWHQWLWLHV HJ2SHQ'16
*RRJOH'16 
135 Compare Cable Modem Order supra QRWH  DW SDUD  ³>%@DVLF´
³IXQFWLRQV´WR³WUDQVPLWGDWD´LQFOXGH³GRPDLQQDPHUHVROXWLRQWKURXJKDGRPDLQ
QDPH V\VWHP '16 ´  with id. DW SDUD  ³'16 FRQVWLWXWHV D JHQHUDO SXUSRVH
LQIRUPDWLRQSURFHVVLQJ    FDSDELOLW\´ 
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transmission, between or among points specified by the user, of information
RI WKH XVHU¶V FKRRVLQJ´ 136 DNS service, then, merely enables
telecommunications: In seeking to visit a website, the user identifies the
information they want (the website) and the location from which they want
it (www.fcc.gov), and requests that it be transmitted back to them. Any
intermediate action to translate the website name to a particular address137 is
no more than a functional step carried out in service of that transmission.
2WKHU SROLF\ FRQVLGHUDWLRQV XQGHUFXW WKH SUHYDLOLQJ ³LQIRUPDWLRQ
VHUYLFH´ GHVLJQDWLRQ 7KH DSL Reclassification Order²one of the
proceedings that followed soon after the Cable Modem Order²concluded
WKDW DQ ³DFFHVV UHTXLUHPHQW LPSHGHV GHSOR\PHQW RI LQQRYDWLYH ZLUHOLQH
EURDGEDQGVHUYLFHV´138 The Commission has since rejected this reasoning,
stating in its Open Internet Order WKDW³RSHQQHVVLVFULWLFDOWR . . . increased
end-usHU GHPDQG IRU EURDGEDQG ZKLFK GULYHV QHWZRUN LPSURYHPHQWV´139
That is, the Commission now believes that the statutory aims of the
Telecommunications Act are more easily met through regulated access rules
rather than deregulated access.
³5HJXODWRU\DJHQFLHVGRQRWHVWDEOLVKUXOHVRIFRQGXFWWRODVWIRUHYHU´
WKH6XSUHPH&RXUWKDVH[SODLQHGWKH³IRUFHVRIFKDQJHGRQRWDOZD\VRU
QHFHVVDULO\ SRLQW LQ WKH GLUHFWLRQ RI GHUHJXODWLRQ´140 The FCC retains the
ability to re-examine the conclusions it reached in the Cable Modem Order
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136 86&    
137 7KHIDFWWKDWHLWKHUWKHDGGUHVVRUWKHFRQWHQWPLJKWEHFDFKHGWKDWGLIIHUHQW
'16VHUYLFHVPLJKWSRLQWWRWZRGLVWLQFWEXWLGHQWLFDOFRSLHVRIWKHVDPHZHEVLWH
RUHYHQWKDWDVLQJOH'16PLJKWG\QDPLFDOO\F\FOHWKURXJKGLIIHUHQWORFDWLRQVIRU
WKHVDPHFRQWHQWQHHGQRWFKDQJHWKLVFRQFOXVLRQ7KHLQVWUXFWLRQLVEHVWXQGHUVWRRG
DV D FRPPDQG WR UHWULHYH LQIRUPDWLRQ IURP any RI WKH DYDLODEOH HQG SRLQWV WKDW
PDWFKHV ZZZIFFJRY 7KLV LV D UHDVRQDEOH FRQVWUXFWLRQ RI WKH SKUDVH ³SRLQWV
VSHFLILHGE\WKHXVHU´WKHVWDWXWHGRHVQRWUHTXLUHWKDWXVHUFRPPDQGEHVRVSHFLILF
DVWRLGHQWLI\WKH,3DGGUHVVZLWKSDUWLFXODULW\But see&KULVWRSKHU<RRsupra QRWH
 DW  ³7KH IDFW WKDW '16 GHWHUPLQHV IURP ZKLFK RI WKH PXOWLSOH DYDLODEOH
HQGSRLQWV D SDUWLFXODU TXHU\ ZLOO EH VHUYHG PDNHV LW KDUG WR FKDUDFWHUL]H ,QWHUQHW
FRPPXQLFDWLRQVDVEHLQJEHWZHHQ³SRLQWVVSHFLILHGE\WKHXVHU´DVUHTXLUHGE\WKH
GHILQLWLRQRIWHOHFRPPXQLFDWLRQVVHUYLFH´ 7KH)&&FDQSHUPLVVLEO\FRQVWUXHWKH
³pointsVSHFLILHGE\WKHXVHU´DVVLPSO\³P\FRPSXWHU´DQG³)&&´DQGDOORZWKH
XVHUWRGHIHUWRWKHQHWZRUN¶VEHVWMXGJPHQWDVWRKRZWRGHOLYHUWKDWFRQWHQW7KH
SRLQWLVIXUWKHULOOXVWUDWHGE\DFDOOIRUZDUGLQJVHUYLFH7HOHSKRQHVHUYLFHVXEVFULEHUV
FDQUHTXHVWWKDWLQFRPLQJFDOOVWRWKHPEHIRUZDUGHGWRDQDOWHUQDWHQXPEHU HYHQ
EHIRUH UHDFKLQJ WKH HQG SRLQW WKDW LV WKH FDOO IRUZDUGLQJ LV FDUULHG RXW E\ WKH
QHWZRUNQRWE\WKHKDQGVHW ,QVXFKFDVHVWKHQHWZRUNZLOOG\QDPLFDOO\UHURXWH
WKHFDOOWRDQDSSURSULDWHORFDWLRQLQRUGHUWRHIIHFWXDWHWKHLQWHQWRIWKHFDOOHU<HW
WKH XVH RI FDOO IRUZDUGLQJ GRHV QRW PHDQ WKDW WKH WHOHSKRQH FDOO LV QR ORQJHU D
WHOHFRPPXQLFDWLRQVVHUYLFH
138 DSL Reclassification Ordersupra QRWHDWSDUD
139 2010Open Internet Ordersupra QRWHDWSDUD
140 0RWRU9HKLFOHV0IUV$VV¶QRIWKH86Y6WDWH)DUP0XW$XWR,QV&R
86   DOWHUDWLRQVDQGFLWDWLRQVRPLWWHG 
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DQGLWVVXEVHTXHQWUHODWHGGHFLVLRQV$QXPEHURI³FKDQJ>HG@FLUFXPVWDQFHV´
support the decision to treat broadband access as a telecommunications
service. For one, consumer behavior suggests the users increasingly view
broadband as a transmission service providing access to independent content
providers and other subscription services, rather than as a bundle of
applications that rely on an underlying faster-than-dial-up transmission
VHUYLFH 7KDW LV WKH ³RIIHU´ ZKLFK KDV DOZD\V EHHQ FDpacious enough to
include a telecommunications service, 141 is increasingly seen as
predominantly a telecommunications service. 142 Furthermore, the
&RPPLVVLRQ¶V YLHZ RI KRZ WR EHVW SURPRWH WKH VWDWXWRU\ DLPV RI WKH
Telecommunications Act has fundamentally shifted: 143 where the
Commission once thought that a nondiscrimination rule would deter network
LQYHVWPHQWLWQRZEHOLHYHVWKDWVXFKUXOHVZLOO³LQFUHDVHLQFHQWLYHVWRLQYHVW
LQ EURDGEDQG LQIUDVWUXFWXUH´ 144 *LYHQ WKHVH ³FKDQJ>HG@ FLUFXPVWDQFHV´
including the shiIWLQWKH³DJHQF\¶VYLHZRIZKDWLVLQWKHSXEOLFLQWHUHVW´
the Commission can provide an amply reasoned analysis for reinstituting its
classification of the transmission of Internet traffic as a telecommunications
service.145

C. Proceeding by Adjudication
So far we have examined two routes for the FCC to consider as it
forges a path forward from Verizon. But there are more permutations to
consider; the Commission has a variety of procedural options, regardless of
the substantive path it chooses.
Consider, for example, section 208 of the Communications Act, 146
which gives the Commission the adjudicatory authority to investigate and
resolve complaints against common carriers.147 In particular, it allows the
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141 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86
  
142 Cf. Computer IFinal Decisionsupra QRWH DWSDUD
143 See86& D    ³7KH&RPPLVVLRQ    VKDOOHQFRXUDJHWKH
GHSOR\PHQW RQ D UHDVRQDEOH DQG WLPHO\ EDVLV RI DGYDQFHG WHOHFRPPXQLFDWLRQV
>EURDGEDQG@FDSDELOLW\WRDOO$PHULFDQV´ 
144 2010Open Internet Ordersupra QRWHDWSDUD
145 State Farm86DW
146 86&  $OWKRXJKZHEULHIO\GLVFXVV6HFWLRQKHUHZH
GRQRWPHDQWRRSLQHRQWKHSURSHUVFRSHRIWKHUXOHVWKDWWKH)&&VKRXOGLPSRVH
XQGHU 7LWOH ,, :H QRWH RQO\ WKDW WKH )&& KDV LQ WKH SDVW QRWHG WKDW LW FRXOG
³IRUEHDU    IURP DOO EXW D VPDOO KDQGIXO RI SURYLVLRQV QHFHVVDU\ IRU HIIHFWLYH
LPSOHPHQWDWLRQ´RILWVSROLF\JRDOV)UDPHZRUNIRU%URDGEDQG,QWHUQHW6HUYNotice
of Inquiry)&&)&&5FGSDUD  :HGRQRWFRPPHQWRQ
ZKLFKSURYLVLRQVRI7LWOH,,DUHULSHIRUVXFKIRUEHDUDQFH
147 6HFWLRQRIIHUVVLPLODUDXWKRULW\EXWDOORZVWKH)&&WRDFWsua sponte
86&   ³7KH&RPPLVVLRQVKDOOKDYHIXOODXWKRULW\DQGSRZHUDW
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FCC to initiate an inquiry into conduct that is inconsistent with the
&RPPLVVLRQ¶VORQJ-held goal of protecting application layer services from
untoward carrier behavior. 148 If, for example, broadband carriers were to
begin to discriminate against unaffiliated competing content, the
Commission might reconsider its classification decisions through a series of
adjudicatory proceedings. One such proceeding might address only senderside traffic if the alleged violation affects only incoming traffic, or if it
involves an interconnection dispute. A subsequent adjudication might
expand the scope of inquiry as necessary.
The Commission, of course, retains the discretion to choose the mode
of policymaking that it believes best serves the public interest.149 So long as
WKH &RPPLVVLRQ¶V ³DGMXGLFDWLYH SURFHGXUHV . . . produce the relevant
LQIRUPDWLRQWRPDWXUHDQGIDLUFRQVLGHUDWLRQRIWKHLVVXHV´LWLVHQWLWOHGWR
³SURFHHG ZLWK FDXWLRQ developing its standards in a case-by-case manner
. . . ´150
In other words, the FCC can establish by adjudication that an offer to
transmit data sent by a content provider to a subscriber is a
³WHOHFRPPXQLFDWLRQVVHUYLFH´VXEMHFWWRUHJXODWLRQXQGHU7LWOH,, 151 And the
Commission can then make an individual determination as to whether the
SDUWLFXODUSUDFWLFHDWLVVXHLV³XQMXVW´RUDQ³XQUHDVRQDEOH GLVFULPLQDWLRQ´
against an application-layer service, 152 and enjoin the practice as
necessary. 153 This approach has the notable benefit of allowing the
Commission to operate on a case-by-case basis,154 thereby creating room for
the flexible administration of policy in a still-evolving technological
space.155
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DQ\WLPHWRLQVWLWXWHDQLQTXLU\RQLWVRZQPRWLRQLQDQ\FDVHDQGDVWRDQ\PDWWHU
RUWKLQJFRQFHUQLQJZKLFKFRPSODLQWLVDXWKRUL]HGWREHPDGH    ´ 
148 See supraQRWHV±DQGDFFRPSDQ\LQJWH[W
149 1/5%Y%HOO$HURVSDFH&R86  see also9HUL]RQ7HO
&RVY)&&)G '&&LU 
150 Bell Aerospace86DWsee generally%HQMDPLQ.DSQLNAffirming
the Status Quo?: The FCC, ALJs, and Agency Adjudications*(2:$6+/5(9
   UHYLHZLQJTXDOLW\RI)&&DGMXGLFDWRU\SURFHVV 
151 Seesupra3DUW,,,$
152 86&  
153 :HQRWHIRUWKHVDNHRIFRPSOHWHQHVVWKDWWKH)&&ZRXOGOLNHO\EHXQDEOH
WRLPSRVHUHWURVSHFWLYHILQHVLQFDVHVWKDWSUHVHQWILUVWRIWKHLUNLQGGHSDUWXUHVIURP
JRYHUQLQJVWDQGDUGV LQFOXGLQJVHWWOHGH[SHFWDWLRQVUHJDUGLQJWKHUHDFKRIYDULRXV
FODVVLILFDWLRQ GHFLVLRQV  See generally 9HUL]RQ 7HO &RV.  )G DW 
1HYHUWKHOHVV WKH )&& FDQ FOHDUO\ RUGHU LQMXQFWLYH UHOLHI ZKLFK LV WKH PRUH
LPSRUWDQW²DQGPRUHSUDFWLFDO²UHPHG\
154 :KHHOHUsupra QRWH
155 See)RUPDO&RPSODLQWRI)UHH3UHVV 3XE.QRZOHGJH$JDLQVW&RPFDVW
&RUSIRU6HFUHWO\'HJUDGLQJ3HHUWR3HHU$SSOLFDWLRQVMemorandum Opinion and
Order)&&)&&5FGSDUDV±   DUJXPHQWVLQIDYRU
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RIDQDGMXGLFDWRU\DSSURDFK  vacated sub nom.&RPFDVW &RUSY)&&)G
 '&&LU 
156 9HUL]RQY)&&)G '&&LU  FLWLQJ'HSOR\PHQWRI
:LUHOLQH 6HUYLFHV 2IIHULQJ $GYDQFHG 7HOHFRPPV &DSDELOLW\ Memorandum
Opinion and Order, and Notice of Proposed Rulemaking)&&)&&5
DW ± SDUD    ³:H FRQFOXGH WKDW DGYDQFHG VHUYLFHV DUH
WHOHFRPPXQLFDWLRQVVHUYLFHV´ 
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For nearly a half-century, the FCC has attempted to nurture the growth
of the various application-layer industries by protecting them from the
potential for owners of basic network infrastructure to block their content
DQG GLVFULPLQDWH DJDLQVW WKHLU VHUYLFHV 7KH '& &LUFXLW¶V GHFLVLRQ LQ
Verizon v. FCC WRVWULNHGRZQWKH&RPPLVVLRQ¶VOpen Internet Order has
XQGHUPLQHGWKHDJHQF\¶VDELOLW\WRFRQWLQXHLWVHIIRUWVLQVHUYLFHRIWKDWJRDO
The FCC, however, is hardly helpless in the face of this setback. As
we have explained, the Commission might follow a previously unconsidered
option under Title II of the Communications Act. As Verizon itself argued,
a broadband transaction can be understood as occurring in two-stages: a call
and a response. This framework, which was adopted by the D.C. Circuit,
allows the Commission to correctly characterize the response as no more
than a telecommunications service. Such a conclusion would return the scope
of the Cable Modem Order to its original context, while giving the
Commission the ability to protect application service providers from
anticompetitive carrier conduct.
Alternatively, the Commission could expand its frame of inquiry to
both the call and response, and hold a proceeding to examine whether
FKDQJHG FLUFXPVWDQFHV KDYH XQGHUPLQHG WKH &RPPLVVLRQ¶V 
classification of broadband services. As described above, we are confident
that the factual premises underlying that decision are now obsolete.
As a legal matter, either possibility is less novel than it first appears.
Both resemble the approach the FCC took in its Computer Inquiries.
)XUWKHUPRUH WKH &RPPLVVLRQ¶V UHJXODWRU\ DXWKRULW\ XQGHU 7LWOH ,, LV QRW
subject to serious doubt, but is naturally cabined to the context of
telecommunications. Most recently, the D.C. Circuit mentioned that, in
HQDFWLQJ WKH 7HOHFRPPXQLFDWLRQV $FW RI  ³&RQJUHVV FOHDUO\
contemplated that the Commission would continue regulating internet
providers in the manner it had previously.´156 In short, we believe that the
proposals described here represent the most straightforward and legally
secure measures for ensuring the continued growth of the application
industries that have blossomed while they remained insulated from the
anticompetitive carrier conduct.
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1. Preserving the Open Internet, Report and Order, FCC 10-201, 25 FCC Rcd. 17905
(2010) [hereinafter 2010 Open Internet Order], aff’d in part, vacated in part sub nom. Verizon
v. FCC, 740 F.3d 623 (D.C. Cir. 2014).
2. 740 F.3d 623 (D.C. Cir. 2014).
3. Id. at 649.
4. To be clear, I have previously written (and still believe) that section 706 does not
create any affirmative authority in the Commission to regulate broadband markets, except
through the limited regulatory tools identified in the section. See generally James B. Speta,
The Shaky Foundations of the Regulated Internet, 8 J. ON TELECOMM. & HIGH TECH. L. 101
(2010); James B. Speta, FCC Authority to Regulate the Internet: Creating It and Limiting It,
35 LOY. U. CHI. L.J. 15 (2003). That is, I think Judge Silberman¶VGLVVHQWDGRSWHGWKHEHWWHU
reading of the statute. Verizon, 740 F.3d at 659 (Silberman, J., dissenting).
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The principal, alternative vision to network neutrality rules has always
been antitrust. Opponents of the Federal Communications &RPPLVVLRQ¶V use
of Communications Act regulatory authority (if any it had) to create
nondiscrimination rules have long argued that competition law is both an
adequate and a superior way to address any concerns over ISP actions against
content and applications providers. On the other hand, network neutrality
advocates have argued that antitrust is neither doctrinally nor institutionally
adequate for the task. In adopting its Open Internet Rules, 1 the FCC
expressly rejected antitrust as well.
The recent decision of the U.S. Court of Appeals for the D.C. Circuit
in Verizon v. FCC 2 somewhat ironically puts the FCC in the position of
turning to antitrust. After the court granted a partial win to the FCC,
recognizing its authority to regulate Internet carriers even if they do not
provide ³WHOHFRPPXQLFDWLRQV VHUYLFHV,´ the court also held that such
UHJXODWLRQ PXVW VWRS VKRUW RI ³FRPPRQ FDUULHU´ UHJXODWLRQ. 3 The )&&¶V
quest, therefore, is how to address nondiscrimination without going so far as
to impose common carriage. Indeed, although the FRXUW¶Vopinion does not
expressly state that conclusion, I believe that, short of reclassifying
broadband services as telecommunications services WKH )&&¶V RQO\ SDWK
forward is to adopt antitrust-like rules. It is the only way to make sense of
the FRXUW¶VKROGLQJ that the FCC has ³VRPH´DXWKRULW\XQder section 706.4
Moreover, I believe that such an approach is preferable to any of the other
alternatives the FCC might consider. Doctrinally, a competition law-based
UXOHZRXOGEHWWHUILWZLWKWKH'&&LUFXLW¶VH[SODQDWLRQRIWKH)&&¶Vsection
706 authority and would fall short of the forbidden zone of common carrier
rules. As a policy matter, the FCC could address the core concern of net
neutrality arguments: that ISPs would alter content or distribution markets
by discriminating among content providers. And this approach would be
better than reclassification, a scenario that would require the FCC to begin a
lengthy process of calibrating numerous, outdated regulatory rules.

35573-fcl_66-3 Sheet No. 46 Side A

Issue 3

10/21/2014 10:02:02

UNINTENTIONAL ANTITRUST

493

The FCC in fact does seem to be moving in the path of a competitionlaw like standard, although as we go to press, its final path has not been
decided.
If the foregoing reasoning is right, and the FCC has the authority to
address discrimination by ISPs EXW WKH )&&¶V UXOHV PXVW PLPLF DQWLWUXVW
principles, then the remaining question is whether the FCC should bother
with this path. The FCC could decide to leave such a scheme to the
Department of Justice (³DOJ´) or the Federal Trade Commission (³FTC´).
After all, those agencies have long-standing, principal expertise in
competition law. FCC action would likely be duplicative and perhaps not as
competent as an approach led by the antitrust agencies. I think this challenge
is wrong. The FCC likely has relevant technical and industry expertise that
the antitrust agencies may not possess. More importantly, as an
administrative agency, the FCC is empowered to make rules based on
predictive judgments.5 7KRXJK,DPQRGHIHQGHURIVRPHRIWKH)&&¶VPRUH
fanciful theories of the past, I do think, given the likelihood that broadband
access markets will remain significantly concentrated, that a specialized
agency should have the authority to impose certain behavioral requirements
on the basis of predicted competitive effects.
Although all of this may be an acceptable policy result, Verizon also
reveals the very serious dysfunction that plagues telecommunications policy.
)ORZLQJIURPWKH6XSUHPH&RXUW¶VZLOOLQJQHVVWRpermit FCC regulation of
cable systems at a time when the Communications Act said nothing about
them, the courts have long accRPPRGDWHG &RQJUHVV¶ DEVHQFH IURP
communications policy. Even if Congress cannot or will not act, the
Telecommunications Act of 1996 should have pointed toward common
carrier regulation plus forbearance, not toward the building of a new edifice
of uncertain regulatory powers.

The fault line between net neutrality rules and antitrust is wellestablished. Net neutrality rules focus on nondiscrimination²that is, they
make the act of discriminatory treatment illegal, absent any particularized
showing that specific acts of discrimination have caused particular harms.6
By contrast, an antitrust rule condemns discrimination only in instances in
which discrimination has a particular effect: the likely foreclosure of
competition.7
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5. 5XUDO&HOOXODU$VV¶QY)&&)G '&&LU  ³7KHµarbitrary
DQG FDSULFLRXV¶ VWDQGDUG LV SDUWLFXODUO\ GHIHUHQWLDO LQ PDWWHrs implicating predictive
MXGJPHQWVDQGLQWHULPUHJXODWLRQV´ 
6. Verizon  )G DW  7KH ³Order imposes an anti-discrimination
UHTXLUHPHQW´ 
7. Brown Shoe Co. v. United States, 370 U.S. 294, 320 (1962) (antitrust laws are
designed to protect ³FRPSHWLWLRQQRWFRPSHWLWRUV´ 
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III.

THE D.C. CIRCUIT REJECTS
COMMON CARRIER NONDISCRIMINATION
7KH'&&LUFXLW¶VGHFLVLRQLQVerizon v. FCC puts the Commission
on a Goldilocks-OLNHTXHVWWRILQGEURDGEDQGUHJXODWLRQWKDWLV³MXVWULJKW´
The D.C. Circuit ruled that section 706 gave the FCC significant authority to
regulate broadband markets, just so long as the FCC stopped short of
2010 Open Internet Order, supra note 1, at para. 78.
Id.
Id.
Id. at paras. 77±79.
47 U.S.C. § 202(a) (2006).
See infra notes 53-55 and accompanying text.
2010 Open Internet Order, supra note 1, at para. 78.

10/21/2014 10:02:02

8.
9.
10.
11.
12.
13.
14.
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ThH)&&¶VOpen Internet Order quite explicitly stated that an antitrust
rule would not serve WKH &RPPLVVLRQ¶V purposes: ³:H DOVR UHMHFW WKH
DUJXPHQW WKDW RQO\ µDQWLFRPSHWLWLYH¶ GLVFULPLQDWLRQ \LHOGLQJ µVXEVWDQWLDO
FRQVXPHU KDUP¶ VKRXOG EH SURKLELWHG E\ RXU UXOHV´ 8 The Commission
explained WKDWLWVSXUSRVHRIPDLQWDLQLQJDQRSHQ,QWHUQHWHFRV\VWHP³FDQQRW
be achieved by preventing only those practices that are demonstrably
DQWLFRPSHWLWLYH RU KDUPIXO WR FRQVXPHUV´ 9 Applications and content
providers needed aVVXUDQFH WKDW ³EURDGEDQG SURYLGHUV >Z@RXOG QRW SLFN
winners and losers on the Internet ± even for reasons that may be independent
RI SURYLGHUV¶ FRPSHWLWLYH LQWHUHVWV RU WKDW PD\ QRW LPPHGLDWHO\ RU
GHPRQVWUDEO\FDXVHVXEVWDQWLDOFRQVXPHUKDUP´10
To be sure, a particular rule can occupy the space between the
substantive poles of nondiscrimination and antitrust. The Open Internet
Rules IRUEDGH RQO\ ³XQUHDVRQDEOH GLVFULPLQDWLRQ´ 11 as do the common
carrier provisions of the Communications Act.12 Indeed, as discussed below,
the Communications Act hardly forbade all discrimination. 13 Common
carriers were permitted to offer different services to different customers;
indeed, sometimes carriers were required to discriminate to advance other
goals (such as universal serYLFH 7KHPRUHWKDWWKH³XQUHDVRQDEOHQHVV´RI
any discrimination is based on notions of competitive markets, the more such
a rule resembles antitrust as a conceptual matter.
If a nondiscrimination rule were based on antitrust thinking, then its
principal difference from antitrust enforcement would be institutional, a
point to which I will return below. For now, however, note that institutional
GLIIHUHQFHVZHUHDOVRRQHRIWKH)&&¶VJURXQGVIRUUHMHFWLQJDQWitrust as the
best mode. When the FCC expressed its concern that an antitrust rule would
QRW FRQWURO EHKDYLRUV WKDW ³PD\ QRW LPPHGLDWHO\ RU GHPRQVWUDEO\ FDXVH
VXEVWDQWLDOFRQVXPHUKDUP´14 it meant that it wanted more ex ante assurance
than a more antitrust-like rule²one that relied on ex post determinations²
might provide.

C M
Y K

35573-fcl_66-3 Sheet No. 47 Side A

Issue 3

10/21/2014 10:02:02

UNINTENTIONAL ANTITRUST

495

requiring common carrier rules.15 In its Order, the FCC had rejected two
narrower interpretations of section 706. First, it rejected its earlier view that
section 706 was merely hortatory, that the FCC should use whatever
DXWKRULW\LWRWKHUZLVHKDGWR³HQFRXUDJHWKHdeployment on a reasonable and
WLPHO\EDVLVRIDGYDQFHGWHOHFRPPXQLFDWLRQVFDSDELOLW\WRDOO$PHULFDQV´16
Second, it rejected the view that section 706 was limited to the narrow list of
regulatory tools set forth in the end of the section, including ³SULFH cap
regulation, regulatory forbearance, measures that promote competition in the
local telecommunications market, or other regulating methods that remove
barriers to infrastructure investment.´17 Instead, the FCC said that section
706 authorized it to take any measure that could increase infrastructure
investment (by forbidding anything that might serve as a barrier to
investment). 18 Given the recent EUHDGWK RI WKH 6XSUHPH &RXUW¶V Chevron
cases,19 the D.C. Circuit was more or less compelled to approve.20
But while the court recognized the FCC¶V regulatory authority over
ISPs, it also said that the FCC could not²so long as it classifies ISPs as
information service providers²subject them to common carrier regulation.21
The court leaned heavily on Midwest Video II,22 a 1979 opinion in which the
Supreme Court held that FCC cable access rules improperly imposed
common carriage regulation on cable television companies.23

10/21/2014 10:02:02
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15. 9HUL]RQY)&&)G '&&LU  ³(YHQWKRXJKWKH&RPPLVVLRQ
has general authority in this area, it may not impose requirements that contravene express
statutory mandates. Given that the Commission has chosen to classify broadband providers in
a manner that exempts them from treatment as common carriers, the Communications Act
H[SUHVVO\SURKLELWVWKH&RPPLVVLRQIURPQRQHWKHOHVVUHJXODWLQJWKHPDVVXFK´ 
16. 2010 Open Internet Order, supra note 1, at para. 120 (quoting Telecommunications
Act of 1996, Pub. L. No. 104-104, 110 Stat. 56, § 706(a) (codified at 47 U.S.C. § 1302(a))).
17. 2010 Open Internet Order, supra note 1, at paras. 120-121. This view of course
treated the concluding clause as meaning only those tools functionally equivalent to those
specifically listed, ejusdem generis.
18. Id.
19. See City of Arlington, Tex. v. FCC, 133 S. Ct. 1863 (2013) (holding that the FCC
was entitled to Chevron deference even on jurisdiction-expanding interpretations of the
Communications Act); see also Thomas W. Merrill, Rethinking Article I, Section 1: From
Nondelegation to Exclusive Delegation, 104 COLUM. L. REV. 2097 (2004) (arguing that
agency jurisdictional decisions should receive only lesser Skidmore deference).
20. Verizon )G DW  ³$V WKH 6XSUHPH &RXUW UHFHQWO\ PDGH FOHDU Chevron
deference is warranted even if the Commission has interpreted a statutory provision that could
EHVDLGWRGHOLQHDWHWKHVFRSHRIWKHDJHQF\¶VMXULVGLFWLRQ´ 
21. Id. at 628.
22. See generally FCC v. Midwest Video Corp., 440 U.S. 689 (1979).
23. Verizon v)&&)G '&&LU  ³)RURXUSXUSRVHVSHUKDSV
the seminal case applying this notion of common carriage is Midwest Video II´ id. at 654
³7KH&RPPLVVLRQDGYDQFHVVHYHUDOJURXQGVIRUGLVWLQJXLVKLQJ Midwest Video II. None is
convincLQJ´ 
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24. Comcast Corp. v. FCC, 600 F.3d 642, 658±61 (D.C. Cir. 2010).
25. See 86&     ³$WHOHFRPPXQLFDWLRQVFDUULHUVKDOOEHWUHDWHGDV
a common carrier under this chapter only to the extent that it is engaged in providing
telecommunLFDWLRQVVHUYLFHV´ HPSKDVLVDGGHG 
26. NARUC v. FCC, 533 F.2d 601, 608± '&&LU  ³>7@KHSULPDU\VLQHTXD
non of common carrier status is a quasi-public character, which arises out of the undertaking
to carry for all people indifferently. This does not mean that the particular services offered
must practically be available to the entire public; a specialized carrier whose service is of
possible use to only a fraction of the population may nonetheless be a common carrier if he
holds himself out WRVHUYHLQGLIIHUHQWO\DOOSRWHQWLDOXVHUV´ 
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7KH FRUH RI WKH '& &LUFXLW¶V GHFLVLRQ ZDV WKDW WKH )&&¶V DFWLRQV
XQGHU VHFWLRQ  FRXOG QRW LPSRVH ³FRPPRQ FDUULHU´ UHJXODWLRQ WKH
LPSRUWDQW H[WHQVLRQ ZDV LWV KROGLQJ WKDW WKH 2SHQ ,QWHUQHW 2UGHU¶V
nondiscrimination and no-blocking rules constituted such forbidden
common carrier regulation. In the face of such a decision, one standard
administrative law move would be to ask whether the FCC could take
another bite at the apple²that is, could the FCC attempt to explain further
why the nondiscrimination rules it had adopted were not actually common
carrier regulation, but rather something else short of it? The D.C. Circuit left
this sort of path open in the Comcast case. Although the court rejected the
)&&¶VDWWHPSWWRUHJXODWH&RPFDVWLWLQYLWHG the FCC to better explain its
authority for regulating broadband.24
In this case, although the history of common carrier regulation could
support an argument that the )&&¶V nondiscrimination rules stopped short of
³FRPPRQ FDUULHU´ UHJXODWLRQ WKH '& &LUFXLW¶V GHFLVLRQ appears to
effectively foreclose that argument. The argument that nondiscrimination
rules alone might not be common carriage requires first stepping back to
definitional principles. The statutory language at issue forbids the treatment
of non-common carriers as common carriers, and of course the FCC has
classified broadband as a non-common carrier service. 25 One interpretive
difficulty arises from distinguishing the oft-noted circularity of the definition
of a common carrier with the obligations of common carriers. The first issue
is one of status: is the carrier or the service common carriage? Then, the
second issue addresses the regulatory treatment that attends such status.
Status as a common carrier service (or telecommunications service)
arises principally (but not exclusively as discussed below) IURP ³DQ
XQGHUWDNLQJWRFDUU\IRUDOOSHRSOHLQGLIIHUHQWO\´26 The D.C. Circuit decided
that the nondiscrimination and no-blocking rules required Internet providers
to offer service indifferently, and therefore treated them as common carriers.
In so doing, the court leaned on Midwest Video II, which similarly held that
the FCC had gone too far in regulating cable television companies when
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See generally FCC v. Midwest Video Corp., 440 U.S. 689 (1979).
NARUC, 533 F.2d at 609.
NCTA v. Brand X Internet Servs., Inc., 545 U.S. 967, 974, 977±78, 987 (2005).
See Id.
47 U.S.C. § 153(51) (2006).
James B. Speta, A Common Carrier Approach to Internet Interconnection, 54 FED.
COMM. L.J. 225, 262±64 (2002).
33. 47 U.S.C. §§ 201-203 (2006).
27.
28.
29.
30.
31.
32.
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those companies were similarly granted statutory protection from being
subject to common carrier regulation.27
But in so holding, the D.C. Circuit seemed to ignore both the second
WHVW IRU VWDWXV DV FRPPRQ FDUULDJH DQG WKH )&&¶V GHFLVLRQV KROGLQJ WKDW
Internet providers were not common carriers. In addition to serving the
public generally, the controlling case law holds WKDW³>D@VHFRQGSUHUHTXLVLWH
to common carrier status [is] . . . that the system be such that customers
µtransmit intelligence of their own design and choosing¶´28 The FCC relied
RQWKLVFKDUDFWHULVWLFLQKROGLQJWKDW,QWHUQHWSURYLGHUV¶RIIHULQJRI general
services such as DNS and caching meant that Internet service was not
common carrier service²DQGWKHFRXUWVKDYHXSKHOGWKH)&&¶VGHFLVLRQ29
7KH)&&¶VUHOLDQFHRQ'16VHUYLFHDVDPRGHRIWUDQVIRUPLQJXVHULQSXWV
as opposed to merely providing transport service is somewhat suspect, but
the D.C. Circuit could not, given Brand X, forbid the classification.30
Given that the D.C. Circuit did not confront the definitional issue headon, it seems more likely that the court was saying that the nondiscrimination
and no-blocking rules amounted to the application of common carrier
obligations to non-common carriers and were therefore impermissible. This
seems to be the better reading of section 153(51) in all events, for the section
VWDWHV WKDW ³>D@ WHOHFRPPXQLcations carrier shall be treated as a common
carrier . . . only to the extent that it is engaged in providing
WHOHFRPPXQLFDWLRQV VHUYLFHV´ 31 Moreover, if the FCC may not apply
FRPPRQ FDUULDJH UHJXODWLRQ WR D WHOHFRPPXQLFDWLRQV FRPSDQ\¶V QRQtelecommunications activities, surely it cannot regulate as a common carrier
a company that provides no telecommunications services whatsoever. But
this then raises the question of whether it would be possible to treat a
nondiscrimination and no-blocking requirement as a regulatory regime short
of common carriage.
The history of common carriage and the history of the
Communications Act support an argument that common carriage involves
more than just nondiscrimination requirements. 7KH&RPPXQLFDWLRQV$FW¶V
scheme²ERUURZHGRIFRXUVHIURPWKH,QWHUVWDWH&RPPHUFH$FW¶VUHJXODWLRQ
of railroads32²required common carriers to provide service upon request, to
charge only just and reasonable rates (along with just and reasonable terms
and conditions), and not to engage in unreasonable discrimination. 33 In
VXSSRUW RI WKHVH VXEVWDQWLYH UHTXLUHPHQWV &RQJUHVV FUHDWHG ³DQ
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DGPLQLVWUDWLYH DJHQF\ ZKRVH WDVN ZDVWR RYHUVHH DQLQGXVWU\´34 Privately
owned common carriers were required to file tariffs describing all of their
rates, terms, and conditions, and the agency was empowered to suspend,
investigate, and cancel tariffed offerings.35
The FCC might have argued that only this complete ecosystem²
incorporating tariff-filing, rate control, and nondiscrimination²constitutes
³WUHDW>PHQW@DVDFRPPRQFDUULHUXQGHUWKLVFKDSWHU´36 Tariff filing and ex
ante rate control would, of course, be the most significant differences, for the
2SHQ,QWHUQHW2UGHU¶VQRQGLVFULPLQDtion rules were meant to echo section
¶V EDQ RQ ³XQUHDVRQDEOH GLVFULPLQDWLRQ.´ 37 But these are significant
differences. Tariff filing was the central tool of the regulated industries
regime under the Interstate Commerce Act and the Communications Act.
³7KHGXW\WRILOHUDWHVZLWKWKH&RPPLVVLRQ . . . and the obligation to charge
only those rates . . . have always been considered essential to preventing
SULFHGLVFULPLQDWLRQDQGVWDELOL]LQJUDWHV´38 Tariff filing provided not only
the means by which the expert agency could superintend the carriers, but
tariffs became the inflexible contract between the carriers and the public:
carriers were forbidden to deviate from the tariffs and even intended
GHYLDWLRQVZHUHLOOHJDODQGXQHQIRUFHDEOH³7KLVH[WUDRUGLQDULO\VWULFWUXOH
ZKLFK ZRXOG HYHQWXDOO\ EH FDOOHG WKH µILOHG UDWH GRFWULQH¶ ZDV GHHPHG
QHFHVVDU\´WRDFKLHYHthe goals of nondiscrimination and rate regulation.39
Although the Open Internet Order required transparency, this rule is distinct
from tariff filing, for it does not afford the agency an opportunity to review
FDUULHUV¶WHUPVDQGFRQGLWLRQVEHIRUHWKH\EHFRPHHIIHFWLYH40 Similarly, the
Order does not contemplate any review of rates to ensure they are ³MXVWDQG
UHDVRQDEOH´41 or any ex ante review of rates. To be sure, nondiscrimination
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34. Joseph D. Kearney & Thomas W. Merrill, The Great Transformation of Regulated
Industries Law, 98 COLUM. L. REV. 1323, 1325 (1998).
35. 47 U.S.C. §§ 204-205 (2006).
36. 47 U.S.C. § 153(51) (2006).
37. 2010 Open Internet Order, supra note 1, at para. 77.
38. Maislin Indus., U.S., Inc. v. Primary Steel, Inc., 497 U.S. 116, 126 (1990) (citations
omitted); see also Ariz. Grocery Co. v. Atchison, T. & S. F. Ry. Co., 284 U.S. 370, 384 (1932)
³,QRUGHUWRUHQGHUUDWHVGHILQLWHDQGFHUWDLQDQGWRSUHYHQWGLVFULPLQDtion and other abuses,
the statute require[s] the filing and publishing of tariffs specifying the rates adopted by the
carrier, and [makes] these the legal rates; that is, those which must be charged to all shippers
DOLNH´ .HDUQH\ 0HUULOOsupra note 34, at 1331±32 (discussing importance of tariffing).
39. Kearney & Merrill, supra note 34, at 1331±32; see also Maislin, 497 U.S. at 126±
 ³*LYHQ WKH FORVH LQWHUSOD\ EHWZHHQ WKH GXWLHV LPSRVHG E\  -10762 and the
statutory prohibition on discrimination, this Court has read the statute to create strict filed rate
UHTXLUHPHQWV DQG WR IRUELG HTXLWDEOH GHIHQVHV WR FROOHFWLRQ RI WKH ILOHG WDULII´ FLWDWLRQV
omitted)).
40. The Communications Act does not require the FCC to approve tariffs before they
become effective; rather, carriers must file them and the FCC has the authority to suspend or
deny them. If the FCC does not act, the tariff goes into effect. 47 U.S.C. §§ 203-205.
41. As compared to 47 U.S.C. § 201(b).
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rules can affect rates by eliminating rate differentials.42 But the Order did not
contemplate the cost-of-service regulation that so dominated the traditional
model of common carrier regulation.
The FCC might even have found support in Midwest Video II, even
though the D.C. Circuit relied on it in deciding that the Open Internet Rules
constituted impermissible common carrier regulation. In Midwest Video II,
the Supreme Court held that the FCC had improperly attempted to impose
common carrier regulation on cable companies. 43 The opinion undoubtedly
focused on the nondiscrimination requirement there: ³:LWKLWVDFFHVVUXOHV
however, the Commission has transferred control of the content of access
cable channels from cable operators to members of the public who wish to
communicate by the cable medium. Effectively, the Commission has
relegated cable systems, pro tanto, to common-FDUULHU VWDWXV´44 However,
WKH)&&¶VDFWXDOGHFLVLRQ imposed not only nondiscrimination rules, but also
service rules and rate regulation:
The access rules plainly impose common-carrier obligations on
cable operators. Under the rules, cable systems are required to
hold out dedicated channels on a first-come, nondiscriminatory
basis. Operators are prohibited from determining or influencing
the content of access programming. And the rules delimit what
operators may charge for access and use of equipment.45
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42. The FCC said as much. 2010 Open Internet Order, supra note 1, at para. 5. See also
C. Scott Hemphill, Network Neutrality and the False Promise of Zero-Price Regulation, 25
YALE J. ON REG. 135, 142 (2008).
43. See )&&Y0LGZHVW9LGHR&RUS86   ³0LGZHVW9LGHR,,´ 
44. Id. at 700±01.
45. Id. at 701±02 (citations omitted).
46. Id. at 705 n.14.
47. See generally 2010 Open Internet Order, supra note 1.
48. Id. at para. 79.
49. Id.
50. Verizon v. FCC, 740 F.3d 623, 652±54 (D.C. Cir. 2014).
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Most importantly, the Court made clear it was proceeding on a caseby-case basis: ³:KHWKHUOHVVLQWUXVLYHDFFHVVUHJXODWLRQPLJKWIDOOZLWKLQWKH
&RPPLVVLRQ¶VMXULVGLFWLRQ . . . LVQRWSUHVHQWO\EHIRUHWKH&RXUW´46
In the Open Internet Order, the FCC actually said very little about why
its rules did not constitute common carriage.47 The agency focused on the
consumer end XVHUV DQG VDLG WKDW ³ZLWK UHVSHFW WR WKRVH FXVWRPHUV D
EURDGEDQGSURYLGHUPD\PDNHLQGLYLGXDOL]HGGHFLVLRQV´48 As such, it said,
VHFWLRQ  ZDV³QRWUHOHYDQWWRWKH&RPPLVVLRQ¶VDFWLRQKHUH´49 The
court easily dismissed this rationale, noting that as in Midwest Video II, a
nondiscrimination rule with respect to content and applications providers
would forbid tKHFDUULHU¶VFKRLFHRIFDUULDJH50
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Because the FCC said so little about common carriage, and because
courts have frequently noted the difficulty of applying the definition of
common carriage, the FCC might, as a matter of administrative law, have
been given the opportunity to further explain its rules; only if a statute is
unambiguous does the agency lose interpretive primacy under the Chevron
doctrine.51 The D.C. Circuit did not make clear whether its holding came
under step one or step two of Chevron. The presence of Midwest Video II
allowed it to avoid using the Chevron analysis, given that Supreme Court
interpretations of statutes made pre-Chevron are binding on agencies postChevron. 52 But if the D.C. Circuit had treated Midwest Video II as less
controlling (as I have suggested it might have), then the agency both should
have received Chevron deference and should now have an additional chance
to explain itself.
Setting aside these seeming technicalities of administrative law and
the debate over the breadth of Midwest Video II, the broader context of the
Communications Act suggests that the FCC should have been able to define
its rules as non-common carriage for two reasons. First, even the traditional
regime of common carrier regulation under the 1934 Act had a very contextspecific definition of nondiscrimination. 53 The statute outlawed only
³unreasonable discrimination´DQGUHJXODWRUVIUHTXHQWO\DOORZHGFRPPRQ
carriers to engage in value-of-service pricing to ensure universal service and
WKH FRYHUDJH RI WKH FDUULHU¶V FDSLWDO FRVWV 54 In fact, regulators frequently
required discrimination in order to provide universal service (or, perhaps
more accurately, to provide cheap residential service). 55 As competition
came to telecommunications markets, the FCC allowed contract-like tariffs
to be developed, under which the carriers could define customer
characteristics in such a way as to effectively discriminate among classes of
customers. The technical requirement of nondiscrimination was met because
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51. See, e.g 1&7$ Y %UDQG; ,QWHUQHW 6HUYV ,QF  86   ³$
FRXUW¶V SULRU MXGLFial construction of a statute trumps an agency construction otherwise
entitled to Chevron deference only if the prior court decision holds that its construction
follows from the unambiguous terms of the statute and thus leaves no room for agency
discretion. This principle follows from Chevron itself. Chevron HVWDEOLVKHGDµSUHVXPSWLRQ
that Congress, when it left ambiguity in a statute meant for implementation by an agency,
understood that the ambiguity would be resolved, first and foremost, by the agency, and
desired the agency (rather than the courts) to possess whatever degree of discretion the
DPELJXLW\DOORZV¶´  TXRWLQJ6PLOH\Y&LWLEDQN 6RXWK'DNRWD 1$., 517 U.S. 735, 740±
41 (1996)).
52. See United States v. Home Concrete & Supply, LLC, 132 S. Ct. 1836, 1843±44
(2012).
53. See James B. Speta, Supervising Discrimination: Reflections of the Interstate
Commerce Act in the Broadband Debate, 95 MARQ. L. REV. 1195, 1200 (2012).
54. Id. at 1198 (emphasis added).
55. Id. at 1196.
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V. WHY THE FCC MUST NOW BE AN
ANTITRUSTER²AND WHY THAT¶S NOT A BAD THING
Given that the FCC probably cannot attempt to define
nondiscrimination rules as less-than-common-FDUULDJHWKH)&&¶VEHVWZD\
forward to address the concerns that it cited as the basis for the Open Internet
Order60 is to adopt an antitrust-like framework. This framework would forbid
Internet carrier actions that foreclosed competition. Because the focus would
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56. See Competitive Telecomm $VV¶Q Y )&&  )G  ±64 (D.C. Cir.
1993) (upholding these tariff packages).
57. 47 U.S.C. § 160 (2006).
58. MCI Telecomm. Corp. v. AT&T Co., 512 U.S. 218 (1994) (holding that the FCC
did not have authority to waive tariffing requirements on common carriers).
59. 47 U.S.C. § 160(a) (2006).
60. 2010 Open Internet Order, supra note 1.
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each package was open to any customer that could meet the described
characteristics.56
Second, and more fundamentally, the Telecommunications Act of
1996 gave the FCC the authority to eliminate the mandatory provisions of
common carrier regulation, even as to those carriers that are unambiguously
common carriers. The forbearance authority, now codified in section 10 of
the Act,57 means that Congress has given the agency the broad authority to
determine the content of common carrier regulation. In fact, the
Telecommunications Act of 1996 included this provision in part because the
Supreme Court had held that tariffing was mandatory under the common
carrier provision, notwithstanding that the FCC had found that competition
meant that tariffing was no longer required.58 To be sure, the FCC must make
specific findings when granting forbearance,59 but the authority to forbear
further blurs the line between regulation that is common carriage and
regulation that is not.
To be clear, I think all of the foregoing is relevant only after the court
decides that the FCC has affirmative authority to regulate the Internet under
section 706 and that the only effective limit on that authority is that the FCC
may not impose common carrier regulation. I think, in fact, that the foregoing
reveals that the court is and will be engaged in the same sort of ad hoc
analysis WKDWZRXOGLQKHUHLQUHFRJQL]LQJ)&&³DQFLOODU\´DXWKRULW\RYHUWKH
Internet²where the agency is given substantial authority subject only to a
MXGJPHQWE\WKHFRXUWWKDWSDUWLFXODUDFWLRQVDUH³WRRPXFK´Either Chevron
will be ignored as necessary, or the court will soon get out of the business of
WU\LQJ WR OLPLW WKH )&&¶V DXWKRULW\ RYHU ,QWHUQHW DQGLQIRUPDWLRQVHUYLFHV
providers. As I said above, all of this confirms to me that Congress cannot
have intended to give the FCC authority to regulate the Internet at all²that
is, so long as the FCC maintains the notion that Internet service is not
telecommunications service.
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61. Verizon v. FCC, 740 F.3d 623, 661±62 (D.C. Cir. 2014).
62. 2010 Open Internet Order, supra note 1, at paras. 5-6.
63. Id.
64. Id.
65. See, e.g., 1DW¶O Soc. of 3URI¶O (QJ¶UV v. United States, 435 U.S. 679, 691 (1978)
³7KHWUXHWHVWRIOHJDOLW\LVZKHWKHUWKHUHVWUDLQWLPSRVHGLVVXFKDVPHUHO\UHJXODWHVDQG
perhaps thereby promotes competition or whether it is such as may suppress or even destroy
FRPSHWLWLRQ´ FLWDWLRQVRPLWWHG 
66. See, e.g., United States v. Brown Univ.)G G&LU  ³7KHUXOH
of reason requires the fact-finder to weigh[] all of the circumstances of a case in deciding
whether a restrictive practice should be prohibited as imposing an unreasonable restraint on
competition. The plaintiff bears an initial burden under the rule of reason of showing that the
alleged combination or agreement produced adverse, anti-competitive effects within the
relevant proGXFWDQGJHRJUDSKLFPDUNHWV´ LQWHUQDOTXRWDWLRQVRPLWWHG 
67. See, e.g., United States v. Microsoft Corp., 253 F.3d 34, 58 (D.C. Cir. 2001)
(discussing burden to show anticompetitive effect in monopolization cases).
68. United States v. AT&T Co., 552 F. Supp. 131, 135±36 (D.D.C. 1982).
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be on competitive effects and not on discrimination itself, an antitrust-like
framework would differ from a nondiscrimination rule while addressing the
)&&¶VXQGHUO\LQJFRQFHUQV0RUHRYHU such rules would more clearly fall
ZLWKLQWKH'&&LUFXLW¶VKROGLQJWKDW)&&UXOHVPXVWUHPRYH³EDUULHUVWR
LQYHVWPHQW´61 The FCC is an appropriate institution for such rules, even
though we already have two antitrust agencies (the DOJ and the FTC),
because the FCC can use its expertise and agency standing to conduct
appropriate inquiries and adopt appropriate (albeit hopefully limited)
prophylactic rules.
The KHDUWRIWKH)&&¶VMXVWLILFDWLRQIRUWKHOpen Internet Rules was
the concern that ISPs could use discrimination to foreclose competition in
two markets.62 7KH &RPPLVVLRQ¶V SULQFLSDO IRFXV RI FRXUVH ZDV RQ ,63
actions that UHGXFHG³RSHQQHVV´DQGFRPSHWLWLYHRSSRUWXQLWLHVIRU³FRQWHQW
applications, services, and devices access over or connected to broadband
DFFHVV VHUYLFH µHGJH¶ SURGXFWV DQG VHUYLFHV ´ 63 The Commission also
emphasized (as was important to the court affirming the rules) that
discrimination had the potential to stifle overall investment in Internet
infrastructure and limit competition in telecommunications markets.64
Antitrust-like rules can address these concerns; indeed, foreclosure of
competition is the touchstone of competition law.65 Apart from the limited
scope of the per se rules, antitrust requires the showing of anticompetitive
effect: under the rule of reason used in section 1 cases, the first requirement
is that the plaintiff show an anticompetitive effect.66 Monopolization cases
similarly require a demonstration that competition has been foreclosed. 67
Several examples from antitrust cases in utility industries show that antitrust
can address these concerns. For example, the antitrust litigation against the
integrated Bell System contended that AT&T used its control over local
access monopolies to stifle entry in the related markets of long distance and
customer premises equipment. 68 7KLV SDUDOOHOV WKH )&&¶V DOOHJDWLRQV WKDW
ISPs might use their control over local distribution to reduce entry into
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69. Id. at 194±95.
70. Otter Tail Power Co. v. United States, 410 U.S. 366 (1973).
71. 8QLWHG6WDWHVY7HUPLQDO55$VV¶Q86  
72. 9HUL]RQ&RPPF¶QV, Inc. v. Law Offices of Curtis V. Trinko, 540 U.S. 398 (2004).
73. See, e.g., Daniel F. Spulber & Christopher S. Yoo, Mandating Access to Telecom
and the Hidden Side of Trinko, 107 COLUM. L. REV. 1822, 1825 (2007).
74. See supra notes 60-64 and accompanying text.
75. See, e.g., Adam Candeub & Daniel McCartney, Law and the Open Internet, 64 FED.
COMM. L.J. 493, 496±   DUJXLQJ WKDW WKH ³QRUPDWLYH SULQFLSOH RI µUHDVRQDEOH
GLVFULPLQDWLRQ¶DVWKHOHJDOVWDQGDUGIRU,QWHUQHWUHJXODWLRQ´LVD³IDWDOO\QDUURZ´UHJXODWRU\
approach).
76. Philip J. Weiser, Towards a Next Generation Regulatory Strategy, 35 LOY. U. CHI.
L.J. 41 (2003).
77. Verizon v. FCC, 740 F.3d 623, 640 (D.C. Cir. 2014).
78. 2010 Open Internet Order, supra note 1, at para. 117.
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content and applications markets. Similarly, the Bell System consent decree
imposed equal access conditions²essentially nondiscrimination
requirements²both in the hope of inducing entry into the long distance
market and that such entry would eventually contribute to competition in
local markets.69 This last rationale parallels WKH)&&¶Vexpectation that ISP
nondiscrimination would enhance demand for broadband and infrastructure
investment. Similarly, in the famous Otter Tail 70 and Terminal Bridge 71
cases, antitrust was used to open bottlenecks to enable competition in the
electricity and railroad markets. Today, antitrust doctrine might not embrace
WKHUHVXOWVRIWKRVHFDVHVJLYHQWKH6XSUHPH&RXUW¶VUHOXFWDQFHLQTrinko72
to embrace antitrust supervision of interconnection arrangements.73 But even
if antitrust litigation could not impose the Otter Tail and Terminal Bridge
results, the competition-law reasoning of those cases remains.
Antitrust, however, is classically an ex post remedy, so any antitrustlike framework employed by the FCC will differ. The FCC expressed
FRQFHUQ WKDW WKH QHZ HQWHUSULVHV WKDW DUH NH\ WR WKH ,QWHUQHW¶V LQQRYDWLYH
ecosystem needed assurance that their entry would be unrestricted,74 and a
strong, ex ante nondiscrimination rule certainly provides more assurance in
that regard. Many network neutrDOLW\DGYRFDWHVLQIDFWWKRXJKWWKH)&&¶V
UXOHV ZHUH QRW VWURQJ HQRXJK JLYHQ WKH IRFXV RQ ³XQUHDVRQDEOH´
discrimination. 75 But an antitrust approach is not necessarily inconsistent
with rules, so long as the agency employs competition-law reasoning to
determine their content. Moreover, as Phil Weiser has argued, case-by-case
steps in this area can also help to preserve the flexibility needed as new
network technologies and business models develop.76
The focus on foreclosure also seems more consistent with the D.C.
&LUFXLW¶V FOHDU KROGLQJ WKDW ³DQ\ UHJXODWLRQV >DGRSWHG SXUVXDQW WR VHFWLRQ
@ PXVW EH GHVLJQHG WR DFKLHYH D SDUWLFXODU SXUSRVH WR µHQFRXUDJH WKH
deployment on a reasonable and timely basis of advanced
telecommunications capability to all AmericDQV¶´77 7KH)&&¶VWKHRU\ZDV
WKDWWKHUHJXODWLRQVZRXOG³UHPRYHEDUULHUVWRLQIUDVWUXFWXUHLQYHVWPHQW´78
These are market-RULHQWHGPHDVXUHVDQGDQWLWUXVWODZ¶VIRFXVRQHOLPLQDWLQJ
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market-foreclosing activities directly furthers these goals. Indeed, although
it opWHGIRUQRQGLVFULPLQDWLRQUXOHVWKH)&&¶VUDWLRQDOHZDVDOPRVWHQWLUHO\
about competitive effects.79
Finally, the FCC is an appropriate focus for competition-law based
rules, even though both the DOJ and the FTC are the principal antitrust
enforcers. The DOJ only has the authority of an enforcement agency²apart
from mergers²to attack market foreclosing activities after the damage has
been done.80 This role is important: strongly punishing foreclosures gives
additional assurance and perhaps compensation to entrants that actions taken
by market incumbents will be contained. But ex post remedies will only be
part of the solution, especially as markets continue to be characterized by
concentration. The FTC, for its part, does have rulemaking authority, but that
authority has been cabined by statute and judicial decision. 81 The )7&¶V
more general authority82 does give comfort that it might not be as captured
by industry-specific politics, but may also suggest less attention to
broadband markets.
The FCC, by contrast, will be entitled to adopt ex ante rules and make
³SUHGLFWLYH MXGJPHQWV´ FRQFHUQLQJ SUDFWLFHV WKDW PLJKW UHVXOW LQ
foreclosure.83 The FCC might also experiment with the shape of competition
law, for example, E\ ERUURZLQJ WKH ³DEXVH RI GRPLQDQFH´ QRWLRQ IURP
European Competition laws.84 ,QWKDWGRPDLQDGRPLQDQWILUPKDVD³VSHFLDO
responsibility . . . not to allow its conduct to impair genuine undistorted
FRPSHWLWLRQ´85 While the focus remains on competitive effects, E.U. law
does not require as strict a showing of foreclosure as U.S. antitrust. The point
is that the FCC, as an administrative agency pursuing its authority under
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79. See supra notes 53-60 and accompanying text. The FCC also contended that Internet
openness would further free speech and other noneconomic values, but the threat to those
YDOXHV JHQHUDOO\ DURVH IURP ,63V¶ SRVVLEOH DQWLFRPSHWLWLYH DFWLRQV 2010 Open Internet
Order, supra note 1, at paras. 15-22.
80. See generally EINER ELHAUGE, UNITED STATES ANTITRUST LAW AND ECONOMICS
10±14 (2d ed. 2011) (providing an overview of the UnLWHG6WDWHV¶DQWLWUXVWODZVDQGUHPHGLDO
structure).
81. See id. DWQ QRWLQJWKDW³>W@KHRQO\VXEVWDQWLYHUXOHUHODWHGWRFRPSHWLWLRQ
that the FTC ever enacted was pursuant to its special authority to define price discrimination
under 15 U.S.C. §13(a), and has since been rescinded.´ 
82. 15 U.S.C. § 45 (2012).
83. See 9HUL]RQ Y )&&  )G   '& &LU   ³:KHQ DVVHVVLQJ WKH
UHDVRQDEOHQHVVRIWKH&RPPLVVLRQ¶VFRQFOXVLRQVZHPXVWEHFDUHIXOQRWWRVLPSO\µsubstitute
[our] judgment for that of the agency,¶ HVSHFLDOO\ZKHQWKHµDJHQF\¶VSUHGLFWLYHMXGJPHQWV
DERXWWKHOLNHO\HFRQRPLFHIIHFWVRIDUXOH¶DUHDWLVVXH´  TXRWLQJ17&$Y)&&)G
536, 541 (D.C. Cir. 2009) (quoting Motor Vehicle Mfrs$VV¶QY6WDWH)DUP,QV&R
U.S. 29, 43 (1983))); FCC v. Fox Television 6WDWLRQV,QF86   ³WKH
DJHQF\¶VSUHGLFWLYHMXGJPHQW . . . PHULWVGHIHUHQFH´ 
84. See Consolidated Version of the Treaty on the Functioning of the European Union
art. 102, Oct. 26, 2012, 2012 O.J. (C 326) 47.
85. Pierre LaRouche, Continental Drift in the Treatment of Dominant Firms: Article
102 TFEU in Contrast to Section 2 of the Sherman Act, 45 LOY. U. CHI. L.J. (forthcoming
2014).
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86. Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56, § 706
(codified at 47 U.S.C. §1302(a)).
87. 740 F.3d 623 (D.C. Cir. 2014).
88. 2010 Open Internet Order, supra note 1.
89. Protecting & Promoting the Open Internet, Notice of Proposed Rulemaking, FCC
14-61, 29 FCC Rcd. 5561 (2014).
90. Id. at para. 116.
91. Id.
92. Id. at para. 124.
93. Id.
94. Id. at para. 126.
95. Id. at para. 129.
96. Id. at para. 131.
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section 706,86 will be free to consider competition in a broader context. The
danger, of course, is that the FCC will not use competition law, but will revert
to a public interest standard. Nothing in Verizon87 prevents that. But, given
the structure of the Open Internet Order,88 one has hope that competition law
is the most appealing approach.
In short, a competition-law approach to the underlying concerns of
QHWZRUNQHXWUDOLW\LVOLNHO\WKH)&&¶VEHVWZD\IRUZDUG,WLVOLNHO\WKHRQO\
ZD\RSHQWRWKHDJHQF\JLYHQWKH'&&LUFXLW¶VGHFLVLRQ, and it will address
many of the same concerns.
In fact, the FCC appears to be pointed in this direction to a degree, in
its post-Verizon Notice of Proposed Rulemaking in the Open Internet
Docket. 89 7KH &RPPLVVLRQ¶V UHYLVHG SURSRVDO KRZHYHU introduces a
requirement that any individualized agreements between carriers and edge
providHUVEH³FRPPHUFLDOO\UHDVRQDEOH´90 In its first formulation, the rule
DSSHDUVQRWWRPRYHEH\RQG³RSHQQHVV´ RU³QRQGLVFULPLQDWLRQ´ as the FCC
VD\VWKDW³>L@WZRXOGSURKLELWDVFRPPHUFLDOO\XQUHDVRQDEOHWKRVHEURDGEDQG
SURYLGHUV¶SUDFWLFHVWKDWEDVHGRQWhe totality of the circumstances, threaten
WRKDUP,QWHUQHWRSHQQHVVDQGDOOWKDWLWSURWHFWV´91 But the FCC has also
said that the principle should be fleshed out by several factors, and the lead
factor (proposed, to be sure, not yet DGRSWHG LVWKH³LPSDct on present and
IXWXUHFRPSHWLWLRQ´92
7KH )&& EHOLHYHV WKDW ³WKLV FRPSHWLWLRQ LQTXLU\ >ZRXOG@ H[WHQG
beyond an application of antitrust principles to include, for example, the
SUHGLFWHG LPSDFW RQ IXWXUH FRPSHWLWLRQ´ 93 This makes too much of the
difference: as discussed above, an FCC analysis guided by competition law
and economics could make predictive judgments. The FCC points at other
factors that would be considered in a competition analysis: vertical
integration94 and effects on consumer choice. 95 To be sure, the FCC also
identifies considerations that are not typical of antitrust analysis, such as free
speech effects.96 But the important point is that the FCC does seem more
focused on finding a rule that is grounded in a more nuanced effects-based
analyVLVWKDQWKH³QRQGLVFULPLQDWLRQ´IRFXVRIWKHUHMHFWHGUXOHV²and this
is more like antitrust analysis.
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97. See Verizon v. FCC)G '&&LU  VXPPDUL]LQJWKH)&&¶V
approach to classifying internet service providers as information services).
98. See, e.g., United States v. Sw. Cable Co., 392 U.S. 157 (1968); United States v.
Midwest Video Corp., 406 U.S. 649 (1972).
99. 740 F.3d 623.
100. Midwest Video Corp., 406 U.S. at 649.
101. 740 F.3d 623.
102. NCTA v. Brand X Internet Servs., Inc., 545 U.S. 967 (2005).
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At bottom, this entire business is a mess. That we find ourselves in this
position as a matter of making rational telecommunications policy is entirely
regrettable. To my mind, each of the government players bears some
responsibility. As the Internet developed, the FCC was faced with a regime
of fairly stringent common-carrier regulation, and as a policy matter it chose
to classify Internet services under the information services construct to avoid
those strict rules (even if the technical and statutory rationales for doing so
were rather unconvincing). 97 The FCC believed that it would have some
regulatory authority to address any serious problems that arose, and this
EHOLHIZDVUHDVRQDEOHJLYHQWKHKLVWRU\RIWKH6XSUHPH&RXUW¶VSHUPLWWLQJ
WKHDJHQF\WRKDYH³DQFLOODU\MXULVGLFWLRQ´RYHUFRPPXQLFDWLRQVVHUYLFHVQRW
directly addressed in the Act.98
Indeed, in some regards, Verizon feels like a replay of the Supreme
&RXUW¶V UHFRJQLtion of WKH)&&¶V DQFLOODU\MXULVGLFWLRQ DV FDEOH WHOHYLVLRQ
came to be an important service.99 There was a growing communications
service, an important one in its own right, and one that was likely to affect
the services at the core of the Communications Act (which Congress had
clearly indicated should be regulated). And yet Congress was not updating
the Act to account for cable television. So the Court found a way to give the
FCC authority, subject to judicial review at the boundaries. 100 The same
VHHPVWRKDYHEHHQWKH'&&LUFXLW¶VLQWHQWLQVerizon.101 Forcing the FCC
to treat the Internet as a common carrier service (by revisiting its
classification decision) was foreclosed by the SupremH &RXUW¶V RZQ
permissive approach to that question in Brand X.102 Conversely, holding that
the FCC had no authority to superintend this important communications
market also seemed untenable. Section 706 was at hand. I do not think the
players necessarily evaluated the case in these meta-terms; I do think this
was an honest (if incorrect) exercise in statutory interpretation. But everyone
understood the stakes.
If one were writing on a blank slate, granting the FCC authority to
regulate the Internet but cabining that authority to something short of fullblown common-carrier regulation is not a bad place to be, especially if the
UHVXOW LV WKDW WKH )&&¶V UHJXODWLRQ RI WKH ,QWHUQHW LV EDVHG VWURQJO\ RQ
competition law. But I doubt that the courts will be able to find a
competition-ODZOLPLWLQWKHFXUUHQW$FWDQG,VXVSHFWWKHFRXUW¶VYLJRUin
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FKDOOHQJLQJWKHDJHQF\¶VFKRLFHRIUHJXODWRU\WRROVZLOOZDQH Thus, I think
LW OLNHO\ ZH HQG XS ZLWK WKH )&& UHJXODWLQJ WKH ,QWHUQHW ³LQ WKH SXEOLF
interest, convenienceDQGQHFHVVLW\´103
&RQJUHVV QHHGV WR DFW 7KH )&&¶V FODVVLILFDWLRQ decision²and the
FRXUWV¶ DFFRPPRGDWLRQ RI LW DQG RI WKH )&&¶V UHJXODWRU\ DXWKRULty over
information services²have taken the legislature off the hook. One can worry
about whether Congress can or will make rational communications policy,
for Congress has a history of poorly-timed and politically-expedient
interventions in the Act. But the rule of law envisions that Congress will act
in making these very fundamental decisions.
Short of new congressional action, the Telecommunications Act of
1996²&RQJUHVV¶V ODVW PDMRU LQWHUYHQWLRQ²actually pointed to the better
way forward. Verizon argued to the D.C. Circuit that regulating the Internet
was a fairly significant policy decision, one which Congress would have
made more clearly if it had intended to grant the FCC expansive authority.104
As part of its response, the court said that Congress probably did intend the
FCC to continue to superintend broadband carriers²but under the common
carrier rules of Title II.105 If that is right, then Congress gave the FCC the
authority to regulate broadband, but in a different way than common
carriage²through the forbearance authority.
In sum, Verizon v. FCC is decidedly a mixed bag. Out of its tortured
statutory interpretation may come a reasonable policy approach²that the
FCC has some authority to regulate Internet carriers, but it must do so under
a competition-law approach. But it is another example of the courts
HPSRZHULQJWKH)&&WREHDUHJXODWRURI³DOOFRPPXQLFDWLRQV´ZLWKRXWFOHDU
direction from Congress.
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103. NBC v. United States, 319 U.S. 190, 204 (1943).
104. See Verizon, 740 F.3d 623, 638±39 (D.C. Cir. 2014).
105. Id. at 638± ³,QGHHG RQH PLJKW KDYH WKRXJKW DV WKH &RPPLVVLon originally
concluded, that Congress clearly contemplated that the Commission would continue regulated
,QWHUQHWSURYLGHUVLQWKHPDQQHULWKDGSUHYLRXVO\´ 
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³Some men see things as they are and say, µ:hy"¶. . . I dream things
that never were and say, µ:hy not?¶´
-Robert F. Kennedy, 19661

I. INTRODUCTION
From the moment I first heard the words ³net neutrality,´ I marveled
at the absolute brilliance of coining such a phrase2²one that evokes such a
democratic, neutral value proposition, yet threatens disastrous results for
our economy. Interestingly, although net neutrality seemingly endorses the
free and open nature of the Internet ecosystem,3 its impact would actually
be burdensome and onerous. In fact, this so-called net neutrality goes
directly against most American consumers¶ values, such as competition,
freedom of choice, and less government regulation.
At the end of the )&&¶V first and only investigation on the subject,
which involved the slowing of BitTorrent traffic by Comcast,4 I suggested
that we change the dialogue to be much more concerned about whether the
Internet is ³safe and secure´5 Those fears have, sadly, come to fruition, as
illustrated by recent data breaches afflicting the National Security Agency,6
the Internal Revenue Service,7 and the Target Corporation,8 among many
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1. CBS News: Edward M. Kennedy’s Eulogy of Sen. Robert F. Kennedy (CBS
television broadcast Aug. 26, 2009), available at http://www.youtube.com/watch?v=dvo7YrMoK0 (quoting GEORGE BERNARD SHAW, BACK TO METHUSELAH act 1, in GEORGE
BERNARD SHAW, SELECTED PLAYS WITH PREFACES 7 (1949)).
2. The phrase was popularized by Tim Wu in Network Neutrality, Broadband
Discrimination, 2 J. ON TELECOMM. & HIGH TECH /   GHILQLQJD³QHXWUDO
QHWZRUN´DVRQHWKDWGRHVQRW³IDYRURQHapplication . . . RYHURWKHUV´ 
3. Id.
4. See Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp.,
Memorandum Opinion and Order, FCC 08-183, 23 FCC Rcd. 13028, 13031, para. 8 (2008)
[hereinafter Comcast Order@ ³)ROORZLQJ >$VVRFLDWHG Press] tests, Comcast . . . admitted
that it target[ed] peer-to-SHHUWUDIILFIRULQWHUIHUHQFH´ vacated sub nom. Comcast Corp. v.
FCC, 600 F.3d 642, 644 (D.C. Cir. 2010); see also Peter Svensson, Comcast Blocks Some
PRESS,
Oct
19,
2007,
available
at
Internet
Traffic,
ASSOCIATED
http://www.washingtonpost.com/wp-dyn/content/article/2007/10/19/AR2007101900842.ht
ml GHVFULELQJ &RPFDVW¶V GHJUDGDWLRQ RI FHUWDLQ ³XSORDGV RI FRPSOHWH ILOHV´ WUDQVIHUUHG
using the BitTorrent protocol).
5. Deborah Taylor Tate, A Tangled Web: Moving from “Open and Free” to “Safe
and Secure”, (The Free State Found., Perspectives from FSF Scholars Vol. 5 No. 13, 2010),
available at http://www.freestatefoundation.org/images/A_Tangled_Web.pdf.
6. David E. Sanger & Eric Schmitt, Snowden Used Low-Cost Tool to Best N.S.A.,
N.Y. TIMES, Feb. 8, 2014, http://www.nytimes.com/2014/02/09/us/snowden-used-low-costtool-to-best-nsa.html?_r=0 (discussing Edward Snowden gaining access to many highly
classified documents IURPWKH1DWLRQDO6HFXULW\$JHQF\¶VQHWZRUNV 
7. See, e.g., Brian Fung, The IRS Mistakenly Exposed Thousands of Social Security
Numbers, NAT¶L J., July 8, 2013, http://www.nationaljournal.com/tech/the-irs-mistakenlyexposed-thousands-of-social-security-numbers-20130708; Jeremy Kirk, IRS Blamed in
Massive South Carolina Data Breach, PC WORLD (Nov. 21, 2012, 6:01 AM),
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others. Nevertheless, net neutrality seems to still hold the attention of
policymakers in Washington, D.C.9
The FCC LQ  LVVXHG D VHHPLQJO\ EHQLJQ ³,QWHUQHW SROLF\
VWDWHPHQW´10 under former Chairman Kevin Martin. Then, in 2010, the FCC
plowed forward with a newly expanded list of ³QHWQHXWUDOLW\principles.´11
Both forays into regulation of the Internet were held to exceed the legal
authority of the FCC by the U.S. Court of Appeals for the D.C. Circuit.12
Many scholars have discussed the regulatory and legal history of the
latest ruling by the D.C. Circuit in Verizon v. FCC.13 As a former FCC
Commissioner, I would be remiss to minimize the longstanding legal
principle of Chevron deference that the judiciary affords federal expert
agencies such as the FCC. 14 At the same time, I believe it is equally
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http://www.pcworld.com/article/2015543/irs-blamed-in-massive-south-carolina-databreach.html.
8. Jia Lynn Yang & Amrita Jayakumar, Target Says up to 70 Million More
Customers Were Hit by December Data Breach, WASH. POST, Jan. 10, 2014,
http://www.washingtonpost.com/business/economy/target-says-70-million-customers-werehit-by-dec-data-breach-more-than-first-reported/2014/01/10/0ada1026-79fe-11e3-8963b4b654bcc9b2_story.html.
9. See Marguerite Reardon, New Senate, House Bills Would Restore Net Neutrality,
CNET (Feb. 3, 2014, 3:52 PM), http://news.cnet.com/8301-13578_3-57618273-38/newsenate-house-bills-would-restore-net-neutrality/ (following the Verizon opinion, Senate and
HRXVH 'HPRFUDWV LQWURGXFHG OHJLVODWLRQ WR WHPSRUDULO\ UHVWRUH WKH )&&¶V QHW QHXWUDOLW\
rules); but see 3UHVV 5HOHDVH 6HQ -RKQ 7KXQH 6WDWHPHQW RQ &KDLUPDQ :KHHOHU¶V
Announcement (Feb. 19, 2014), available at http://www.commerce.senate.gov/
public/index.cfm?p=PressReleases&ContentRecord_id=a7c131bc-afcb-4665-a3ff-d5aad5d2
8331&ContentType_id=77eb43da-aa94-497d-a73f-5c951ff72372&Group_id=4b968841-f3e
8-49da-a529-7b18e32fd69d&MonthDisplay=2&YearDisplay=2014
FULWLFL]LQJ )&&¶V
planned third attempt to impose net neutrality rules).
10. Appropriate Framework for Broadband Access to the Internet, Policy Statement,
FCC 05-151, 20 FCC Rcd. 14986, 14987±88, para. 4 (2005) [hereinafter Broadband Policy
Statement] (adopting four principles regarding broadband practices of Internet service
providers).
11. Preserving the Open Internet, Report and Order, FCC 10-201, 25 FCC Rcd.
17905, 17906, para. 1 (2010) [hereinafter 2010 Open Internet Order], aff’d in part, vacated
and remanded in part sub nom. Verizon v. FCC, 740 F.3d 623, 628 (D.C. Cir. 2014).
12. Verizon, 740 F.3d at 628; Comcast Corp. v. FCC, 600 F.3d 642, 644 (D.C. Cir.
2010).
13. See e.g., Christopher S. Yoo, Some Initial Reflections on the D.C. Circuit’s
Verizon v. FCC Net Neutrality Decision, (The Free State Found., Perspectives from FSF
Scholars Vol. 9 No. 5, 2014), available at http://www.freestatefoundation.
org/images/Some_Initial_-Reflections_on_the_D.C._Circuit_s_Verizon_v._FCC_Net_Neut
rality_Decision_011614.pdf; Berin Szoka & Geoffrey Manne, The Feds Lost on Net
Neutrality, But Won Control of the Internet, WIRED (Jan. 16, 2014, 6:30 AM),
http://www.wired.com/opinion/2014/01/one-talking-comes-net-neutrality/.
14. Chevron U.S.A., Inc. v. Natural Res. Def. Council, Inc., 467 U.S. 837, 843±45
(1984) (KROGLQJ WKDW FRXUWV VKRXOG DIIRUG FRQVLGHUDEOH GHIHUHQFH WR D IHGHUDO DJHQF\¶V
construction of a statutory scheme it is entrusted to administer).
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important that the FCC²indeed, any agency or arm of our government²
acts completely within its legal authority.15
In Verizon, the FCC defended its net neutrality rules as a permissible
H[HUFLVH RI WKH &RPPLVVLRQ¶V ³ancillary jurisdiction,´ which supposedly
emerged from a tapestry of other authorities within the broader
Communications Act.16 The FCC also relied on its authority under section
706 of the Telecommunications Act, 17 which tasks the FCC with
HQFRXUDJLQJWKH³GHSOR\PHQWRQDUHDVRQDEOHDQGWLPHO\EDVLVRIDGYDQFHG
WHOHFRPPXQLFDWLRQV FDSDELOLW\ WR DOO $PHULFDQV´ E\ Xsing, among other
WRROV ³UHJXODWLQJ PHWKRGV WKDW UHPRYH Earriers to infrastructure
LQYHVWPHQW´ 18 Although the Verizon court recognized section 706 as a
standalone fount of regulatory authority for the FCC, 19 the court
nonetheless vacated WKHQHWQHXWUDOLW\UXOHV¶core provisions on the grounds
that they impermissibly imposed common carriage status on fixed
broadband providers.20
Despite its duo of losses, the FCC is now developing a third version
of net neutrality rules.21 I cannot imagine it manages to find the authority to
promulgate similar rules this time around. As a skeptic of net neutrality
regulation, I believe this outcome will be for the best.

II. TELECOM REGULATION AND THE ROLE OF GOVERNMENT
Whenever the government acts, interestingly, it is often in reaction to
a real or perceived problem that, if left unattended or unregulated, might
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15. See /D 3XE 6HUY &RPP¶Q Y )&&  86     ³>$@Q DJHQF\
literally has no power to act . . . XQOHVV DQG XQWLO &RQJUHVV FRQIHUV SRZHU XSRQ LW´ 
(emphasis added); City of Arlington v. FCC, 133 S. Ct. 1863, 1880 (2013) (Roberts, C.J.,
GLVVHQWLQJ  ³>%@HIRUH D FRXUW PDy grant [Chevron] deference, it must on its own decide
whether Congress²the branch vested with lawmaking authority under the Constitution²
KDVLQIDFWGHOHJDWHGWRWKHDJHQF\ODZPDNLQJSRZHURYHUWKHDPELJXLW\DWLVVXH´ 
16. See Brief for Appellee-Respondents at 49, Verizon v. FCC, 740 F.3d 623, 628
(D.C. Cir. 2014) (No. 11±1355) (arguing WKH )&& PD\ KDYH ³DQFLOODU\´ DXWKRULW\ RYHU
³FRPPXQLFDWLRQV PDWWHUV HYHQ ZKHUH &RQJUHVV JUDQWHG µQR H[SUHVV DXWKRULW\¶´ WR WKH
agency) (citing Comcast Corp. v. FCC, 600 F.3d 642, 646 (D.C. Cir. 2010)).
17. Id. DW  ³>7@KH &RPPLVVLRQ KDV VXIILFLHQW DXWKRULW\ WR DGRSW >RSHQ ,QWHUQHW@
UXOHVXQGHU6HFWLRQDORQHZLWKRXWUHO\LQJRQDQ\RWKHUDXWKRULW\´ 
18. Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (codified as
amended at 47 U.S.C. § 1302 (2011)).
19. Verizon  )G DW  ³>6@HFWLRQ  RI WKH  7HOHFRPPXQLFDWLRQV
Act . . . furnishes the Commission with the requisite affirmative authority to adopt the [open
,QWHUQHW@UHJXODWLRQV´ 
20. Id. DW  ³:H KDYH OLWWOH KHVLWDWLRQ LQ FRQFOXGLQJ WKDW WKH DQWL-discrimination
REOLJDWLRQLPSRVHGRQIL[HGEURDGEDQGSURYLGHUVKDVµUHOHJDWHG>WKRVHSURYLGHUV@pro tanto,
WRFRPPRQFDUULHUVWDWXV¶´ DOWHUDWLRQLQRULJLQDO  FLWLQJ)&&Y0LGZHVW9LGHRCorp., 440
U.S. 689, 700±01 (1979))).
21. New Docket Established to Address Open Internet Remand, Public Notice, GN
Docket No. 14±28 (rel. Feb. 19, 2014), available at https://apps.fcc.gov/
edocs_public/attachmatch/DA-14-211A1.pdf.
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cause harm. 22 New regulations often emerge after a specific incident,
perhaps involving toxic substances, dangerous medications, tainted food, or
misleading product advertisements. 23 Where perceived risk exists,
government officials worry about political liability of they do nothing; to
avert this prospect, they frequently resort to regulation.24
The resulting government is far larger than that envisioned by the
founding fathers, who established the United States as a constitutionally
limited government. 25 Today, the founders would probably struggle to
recognize the QDWLRQ¶V capital, which houses vast bureaucracies that span
the city and sprawl into the surrounding states, and employs millions of
federal workers and contractors.26 As the Chief Justice of the United States
UHFHQWO\REVHUYHGWKH³DGPLQLVWUDWLYHVWDWHZLHOGVYDVWSRZHUDQGWRXFKHV
DOPRVWHYHU\DVSHFWRIGDLO\OLIH´27 ,QGHHGWKH³RYHUUHDFK´RIWKHVHIHGHUDO
agencies has never been more apparent, as demonstrated by the recent spate
of congressional investigations of agencies acting outside their legal
authority.28
One such agency is the Federal Communications Commission
³)&&´ ZKLFK&RQJUHVVWDVNHGZLWKRYHUVHHLQJDVHFWRUWKDWDFFRXQWs for
22.
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Technology policy researcher Adam Thierer explains this phenomenon as follows:
[I]n a public policy setting, the precautionary principle holds that since
every technology and technological advance could pose some theoretical
danger or risk, public policies should prevent people from using innovations
until their developers can prove that they won't cause any harms. In other
ZRUGV WKH ODZ VKRXOG PDQGDWH ³SOD\ LW VDIH´ DV WKH GHIDXOW SROLF\ WRZDUG
technological progress.
Adam Thierer, Technopanics, Threat Inflation, and the Danger of an Information
Technology Precautionary Principle, 14 MINN. J.L. SCI. & TECH. 309, 352±53 (2013)
(footnotes omitted).
23. See, e.g., Henry I. Miller & Gregory Conko, Precaution Without Principle, 19
NATURE BIOTECHNOLOGY 302, 302 (2001).
24. See AARON WILDAVSKY, SEARCHING FOR SAFETY 38 (1988) (arguing that human
progress is unattainable unless some nonzero level of risk is accepted).
25. City of Arlington v. FCC, 133 S. Ct. 1863, 1878 (2013) (Roberts, C.J., dissenting)
³7KH )UDPHUV FRXOG KDUGO\ KDYH HQYLVLRQHG WRGD\¶V YDVW DQG YDULHG IHGHUDO EXUHDXFUDF\
and the authority administrative agencies now hold over our economic, social, and political
DFWLYLWLHV´  FLWLQJ)UHH(QWHU)XQGY3XE&R$FFRXQWLQJ2YHUVLJKW%G6&W
3156 (2010)); id. ³7KHDGPLQLVWUDWLYHVWDWHZLWKLWVUHDPVRIUHJXODWLRQVZRXOGOHDYH>WKH
)UDPHUV@UXEELQJWKHLUH\HV´  FLWLQJ Alden v. Maine, 527 U.S. 706, 807 (1999) (Souter, J.,
dissenting)).
26. See Haley Barbour & Ed Rogers, The Lobbyists’ Lament, POLITICO MAG. (Dec.
17,
2013),
http://www.politico.com/magazine/story/2013/12/the-lobbyists-lament101252.html#.UyeaBJyP1I0 GLVFXVVLQJ KRZ ³HYHU-expanding government and the
SHUSHWXDO QDWXUH RI EXUHDXFUDF\´ KDYH VSXUUHG UDSLG JURZWK LQ ³WKH ODZ\HU DQG OREE\LVW
EXVLQHVV´ 
27. City of Arlington, 133 S. Ct. at 1878 (internal quotation marks omitted).
28. Cf. Molly K. Hooper, Rep. Darrell Issa’s Agenda in 2014: IRS, Benghazi and Fast
and Furious, THE HILL (Jan. 12, 2014, 6:00 AM), http://thehill.com/homenews/
house/195169-issas-2014-agenda-irs-benghazi-and-fast-and-furious (chronicling the many
congressional probes launched by Rep. Darrell Issa, the Chairman of the U.S. House
Committee on Oversight and Government Reform from 2011 to 2014).
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approximately one-VL[WK RI QDWLRQ¶V HFRQRP\ 29 Created, in part, as a
response to the sinking of the RMS Titanic,30 to coordinate domestic and
international radio communications, the FCC eventually took on a broad
role in the telecommunications and media sectors. 31 Approving new
gadgets²now devices²and negotiating with global players in the satellite
sector further broadened WKH)&&¶Vpurview.32 Yet, in my experience, most
citizens have no idea how far the FCC¶V UHDFK H[WHQGV. Instead, many
Americans think the Commission watches television all day in hopes of
keeping ³wardrobe malfunctions´and dirty words off the airwaves.
Whenever I speak to a civic club, I often explain the )&&¶Vbreadth
by depicting a day in the life of an ordinary American. From the moment
you turn on the news, open your garage door, use your remote control,
switch radio stations, and listen to SiriusXM on your drive to work, you
have probably spent more time with the FCC than your family. Much of the
)&&¶V work aims to ensure all of these technologies operate so that
consumers have the best possible experience, unimpeded by interference.33
7R EH VXUH SUHFRQFHSWLRQV RI WKH )&&¶V DFWLYLWLHV DUH QRW
uncommon. Some people relate to the FCC as the federal overseer of our
QDWLRQ¶V emergency response systems, such as 911.34 Others are familiar
with WKH )&&¶V placement of satellites for global telecommunications. 35
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29. Oversight of the Federal Communications Commission: Hearing Before the
Subcomm. on Commc’ns and Tech. of the H. Comm. on Energy and Commerce, 113th Cong.
1 (2013) (staWHPHQW RI -HVVLFD 5RVHQZRUFHO &RPP¶U )&&  available at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-324628A1.pdf.
30. See John F. Duffy, The FCC and the Patent System: Progressive Ideals,
Jacksonian Realism, and the Technology of Regulation, 71 U. COLO. L. REV. 1071, 1097
n.98 (2000).
31. See Kevin Ryan, Communications Regulation—Ripe for Reform, 17 COMMLAW
CONSPECTUS 771, 780 (2009).
32. Kevin Werbach, The Federal Computer Commission, 84 N.C. L. REV. 1, 3±4
  ³7KH )&& ZDV UHJXODWLQJ HQG-user computing devices plugged into the phone
QHWZRUNIRUQHDUO\DGHFDGHEHIRUHWKHSHUVRQDOFRPSXWHU µ3&¶ ZDVLQWURGXFHG7KH)&&
began regulating wireless equipment forty years before that, and it did not stop regulating
end-user hardware when the PC cDPH DORQJ´  IRRWQRWHV RPLWWHG  see also John H.
Harwood II et al., Competition in International Telecommunications Services, 97 COLUM. L.
REV. 874, 896 (1997) (discussing FCC regulation of international satellite services).
33. &RPP¶Q 6WDII &ODULILHV )&&¶V 5ROH 5HJDUGLQJ 5DGLR ,QWHUIHUHQFH 0DWWHUV  ,WV
Rules Governing Customer Antennas and Other Unlicensed Equip., Public Notice, DA 04  )&& 5FG     ³6HFWLRQ >RI WKH &RPPXQLFDWLRQV $FW@KDV
granted the &RPPLVVLRQH[SUHVVDXWKRULW\WRDGRSWUHJXODWLRQVµJRYHUQLQJWKHLQWHUIHUHQFH
potential of devices which in their operation are capable of emitting radio frequency energy
by radiation . . . in sufficient degree to cause harmful interference to radio
commuQLFDWLRQV¶´  FLWLQJ86&D D    
34. See, e.g., U.S. Cellular Corp. v. FCC, 254 F.3d 78, 80 (D.C. Cir. 2001) (upholding
FCC regulation promoting enhanced 911 services for wireless phones by requiring wireless
carriers to bear implementation costs).
35. See Harwood II et al., supra note 32, at 896.
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Some even relate to WKH &RPPLVVLRQ¶V UROH LQ national security. 36 And
many parents whose children attend public schools have heard of the ERate program, which has connected almost every public school and library
across this vast nation to the Internet.37
I am quite honored to have had the opportunity to serve the American
people at the FCC, especially to the extent that our work saved lives and
enhanced economic investment in the next dazzling innovation. However,
in a few instances during my tenure, the FCC ventured outside of its legal
bounds. The issue of net neutrality was²and is²one such instance.

III.

A COMMISSIONER¶S EXPERIENCE WITH NET
NEUTRALITY

As one of the two original Commissioners to take issue with the
entire premise of net neutrality,38 I could never quite fathom that we were
spending countless man-hours at the FCC on it, holding public ³hearings´
around the country and attempting to create regulations out of whole
cloth²all basically because of one lone complaint regarding an ISP that
had slowed down some consumers¶ Internet speeds.39
Similarly, in the second complaint²which involved the degradation,
rather than the blocking, of Internet traffic40²broadband provider Comcast
voluntarily resolved the issue and promised the FCC it would not happen
again. 41 As my former colleague and FCC Commissioner Robert
McDowell argued in his dissent from the Open Internet Order ³LQ WKH
almost nine years since those fears were first sewn, net regulation lobbyists
can point to fewer than a handful of cases of alleged misconduct, out of an
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36. See Homeland Security Policy Council Highlights FCC Actions Promoting
Homeland Security, FCC NEWS (Aug. 4, 2004), http://transition.fcc.gov/eb/News_Releases/
DOC-250521A1.html.
37. Modernizing the E-Rate Program for Schools & Libraries, Notice of Proposed
Rulemaking, FCC 13-100, 28 FCC Rcd. 11304, 11308, paras. 7±11 (2013), available at
https://apps.fcc.gov/edocs_public/attachmatch/FCC-13-100A1_Rcd.pdf (proposing E-rate
reform to better serve schools and libraries with broadband Internet connectivity).
38. Formal Complaint of Free Press & Pub. Knowledge Against Comcast Corp.,
Memorandum Opinion and Order, FCC 08-183, 23 FCC Rcd. 13028, 13085 (2008) (Tate,
&RPP¶UGLVVHQWLQJ see also id. DW 0F'RZHOO&RPP¶UGLVVHQWLQJ 
39. See 0DGLVRQ 5LYHU &RPPF¶QV //& Order, DA 05-543, 20 FCC Rcd. 4295,
paras. 3±5 (2005) (FCC Enforcement Bureau entered into consent decree with Madison
5LYHU &RPPXQLFDWLRQ D EURDGEDQG SURYLGHU WKDW EORFNHG LWV FXVWRPHUV¶ DELOLW\ WR XVH
FHUWDLQ9R,3DSSOLFDWLRQV 3UHYLRXVO\D³EORFNLQJ´FRPSODLQWDURVHZKHQ9HUL]RQ:LUHOHVV
began rejecting text messages sent to its mobile subscribers by a pro-choice organization.
Dawn C. Nunziato, The First Amendment Issue of Our Time, 29 YALE L. & POL¶Y REV. 1, 17
(2010) (citing Adam Liptak, Verizon Blocks Messages of Abortion Rights Group, N.Y.
TIMES, (Sept. 27, 2007), http://www.nytimes.com/2007/09/27/us/27verizon.html). After
receiving intense criticism for its actions, Verizon Wireless soon reversed its decision. Id.
40. Comcast Order, supra note 4, at para. 44.
41. See Julia Boorstin, Comcast and BitTorrent: Enemies Become “Net-Neutral”
Friends, CNBC (Mar. 27, 2008, 3:21 PM), http://www.cnbc.com/id/23831261/.
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infinite number of Internet communications. All of those cases were
resolved in favor of consumers under current ODZ´42
Indeed, while the FCC has found that ninety-four percent of
households have access to fixed broadband Internet, meeting the
&RPPLVVLRQ¶V VSHHG EHQFKPDUN, 43 the aforementioned formal complaints
were the only two filed with the FCC alleging discrimination by a
broadband provider. Juxtaposed against those two complaints are the 1.5
million indecency complaints44²many of which are still pending45²and
many other consumer complaints clearly within the legal authority of the
Commission, all of which remain unaddressed.
,QIRUPDOO\ GHVLJQDWHG ³WKH &KLOGUHQ¶V &RPPLVVLRQHU´ 46 during my
time at the FCC, I was and continue to be outspoken on issues regarding
illegal online activities, such as child pornography and online predatory
behavior targeting minors. In addition, as a Music City native, I often speak
about the harms caused by online infringement of intellectual property
rights. These problems hurt individuals, especially children, 47 and the
music industry. 48 However, despite my ardent desire to crack down on
these illegal, unethical, and economically harmful online activities, I could
not embrace FCC net neutrality regulation, as it clearly exceeded the
&RPPLVVLRQ¶VOHJDODXWKRULW\
My first question to attorneys and government relations officials who
IUHTXHQWHGP\RIILFHRQWKHWRSLFZDVXVXDOO\³ZKDWLV\RXUGHILQLWLRQRI
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42. Preserving the Open Internet Broadband Indus. Practices, Report and Order, FCC
10-201, 25 FCC Rcd. 17905, 18055 (2010) [hereinafter McDowell Dissent] (dissenting
statement of &RPP¶U Robert M. McDowell), aff’d in part, vacated and remanded in part
sub nom. Verizon v. FCC, 740 F.3d 623, 628 (D.C. Cir. 2014).
43. Inquiry Concerning the Deployment of Advanced Telecomm. Capability to All
Americans in a Reasonable & Timely Fashion, Eighth Broadband Progress Report, FCC
12-90, 27 FCC Rcd. 10342, 10370, para. 46 (2012), available at
https://apps.fcc.gov/edocs_public/attachmatch/FCC-12-90A1_Rcd.pdf.
44. John Eggerton, Liberman Settles Indecency Complaint with FCC, MULTICHANNEL
NEWS (Nov. 15, 2013, 11:34 AM), http://www.multichannel.com/policy/liberman-settlesindecency-complaint-fcc/146706.
45. FCC Reduces Backlog of Broad. Indecency Complaints by 70%, Public Notice,
DA 13-)&&5FG   ³6LQFH6HSWHPEHUWKH%XUHDXKDVUHGXFHGWKH
backlog [of indecency complaints] by 70% thus far, more than one million
complaints . . . ´ 
46. Biography
of
Deborah
Taylor
Tate,
FCC
(Jan.
5,
2009),
http://transition.fcc.gov/commissioners/previous/tate/biography.html
(noting
that
Commissioner Tate LV³>R@IWHQUHIHUUHGWRDVWKHµ&KLOGUHQ¶V&RPPLVVLRQHU¶´ 
47. Cf. 8QLWHG 6WDWHV Y :LOOLDPV  86     ³&KLOG SRUQRJUDSK\
harms and debases the most defenseless of our citizens. Both the State and Federal
Governments have sought to suppress it for many years, only to find it proliferating through
WKHQHZPHGLXPRIWKH,QWHUQHW´ 
48. See MGM Studios Inc. v. Grokster, Ltd., 545 U.S. 913, 961 (2005) (Breyer, J.,
FRQFXUULQJ  ³µ1RRQHGLVSXWHVWKDWµUHZDUGWRWKHDXWKRURUDUWLVWVHUYHVWRLQGXFHUHOHDVHWR
the public of the prRGXFWVRIKLVFUHDWLYHJHQLXV¶$QGGHOLEHUDWHXQODZIXOFRS\LQJLVQROHVV
an unlawful taking of property than garden-YDULHW\ WKHIW´  FLWLQJ 8QLWHG 6WDWHV Y
Paramount Pictures, Inc., 334 U.S. 131, 158 (1948)).
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QHWQHXWUDOLW\"´,UDUHO\UHFHLYHGWKHVDPHUHVSRQVH,QGHHGQHWQHXWUDOLW\
KDV EHHQ VDLG WR EH ³WKH PRVW GLVFXVVHG OHDVW XQGHUVWRRG FRQcept in the
ZRUOGRILQWHUQHWSROLF\´49 8QGHUWKH)&&¶VFRQFHSWLRQRIQHWQHXWUDOLW\LW
requires broadband providers to DOORZ WKHLU VXEVFULEHUV WR   ³DFFHVV WKH
ODZIXO ,QWHUQHW FRQWHQW RI WKHLU FKRLFH´   ³UXQ DSSOLFDWLRQV DQG XVH
services of their chRLFHVXEMHFWWRWKHQHHGVRIODZHQIRUFHPHQW´DQG  
³FRQQHFWWKHLUFKRLFHRIOHJDOGHYLFHVWKDWGRQRWKDUPWKHQHWZRUN´50
My second question was ³what is the basis of the )&&¶V legal
authority to establish net neutrality regulations"´This question is important
for advocates, attorneys, and policymakers, for the government should
never reach the definitional question if it has no clear legal authority over
the issue at the outset.51 And, indeed, that is what the D.C. Circuit recently
opined²for the second time.52 Simply put, the court held, the FCC lacks
the authority to impose common carriage regulation on broadband
providers that are classified as information services under Title I of the
Communications Act.53
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49. Alexander Reicher, Redefining Net Neutrality After Comcast v. FCC, 26
BERKELEY TECH. L.J. 733, 733 (2011).
50. Broadband Policy Statement, supra note 10, at 14987±88, para. 4.
51. See La3XE6HUY&RPP¶QY)&&86  
52. Verizon v. FCC, 740 F.3d 623, 628 (D.C. Cir. 2014).
53. Id. DW  QRWLQJ WKDW WKH &RPPXQLFDWLRQV $FW ³VXEMHFWV WHOHFRPPXQLFDWLRQV
carriers, but not information-service providers, to Title II FRPPRQ FDUULHU UHJXODWLRQ´ 
(citing 47 U.S.C. § 153(53) (2011); NCTA v. Brand X Internet Servs., 545 U.S. 967, 975±
76 (2005)).
54. See, e.g., 2010 Quadrennial Regulatory Review²Review of the Commissions
Broad. Ownership Rules, Notice of Proposed Rulemaking, FCC 11±186, 26 FCC Rcd.
17489 (2011).
55. See 6WDWHPHQW RI )&& &RPP¶U 0LJQRQ / &O\EXUQ RQ WKH 5H-Chartering of the
$GYLVRU\&RPPRQ'LYHUVLW\IRU&RPPF¶QVLQWKH'LJLWDO$JH 0DU available
at
http://www.fcc.gov/document/clyburn-statement-re-chartering-diversity-advisorycommittee.

35573-fcl_66-3 Sheet No. 58 Side A

In my work with women¶V and minority organizations, I am often
asked how a particular proposal, law, or regulation may impact those
groups specifically. I applaud the FCC for many of its public hearings and
ongoing initiatives, especially as they relate to the low percentage of media
ownership by women and minorities.54 The FCC has a long-established and
very active Diversity Committee, which advises the Commission on a
variety of issues across all sectors and routinely holds public hearings to
examine the impact of or need for a particular rule or regulation which may
enhance diversity.55
When I am asked about net neutrality, my response is always the
same: an Internet with light regulation and less oversight or intrusion by the
government is better for all of us²including new application builders on
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56. FCC, CONNECTING AMERICA: THE NATIONAL BROADBAND PLAN 19 (Mar. 16,
2010)
[hereinafter
National
Broadband
Plan],
available
at
http://www.broadband.gov/download-plan/ ³%URDGEDQG LV D SODWIRUP WR FUHDWH WRGD\¶V
high-performance America . . . . Due in large part to private investment and market-driven
innovation, broadband in America has improved considerably in the last decade. More
$PHULFDQVDUHRQOLQHDWIDVWHUVSHHGVWKDQHYHUEHIRUH´ ,
57. See generally David Honig & Nicol Turner-Lee, MINORITY MEDIA & TELECOMM.
COUNCIL, REFOCUSING BROADBAND POLICY: THE NEW OPPORTUNITY AGENDA FOR PEOPLE
OF COLOR (2013), available at http://mmtconline.org/wp-content/uploads/2013/11/
Refocusing-Broadband-Policy-112113.pdf.
58. Id.
59. Id. According to the report, African Americans and Hispanics are still underadopting broadband, despite slight increases in minority broadband adoption over the last
few years. Id. at 7. While the use of mobile broadband has increased, especially through
smartphones, limited digital literacy skills and the lack of relevance of the Internet to their
daily lives have stalled broadband use for African Americans and Hispanics even though
broadband is more readily available at lower price points. Id. at 8.
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the edge of the ecosystem, women running small businesses from home,
and our youngest citizens taking Advanced Placement courses or learning a
foreign language that was never before possible in their rural hometown.
Allowing infrastructure providers and ISPs to invest in and expand high
speed Internet throughout our country helps us all. 56 7KH ,QWHUQHW¶V low
entry costs and lack of barriers to create, upload, start up, and sell goods
and services are especially beneficial to women and minorities with less
access to capital than established firms. The underlying reason for the lack
of women and minority ownership of radio and television entities is
directly related to the high cost of entry and the difficulty of access to large
capital or debt. However, since the advent of the Internet, those barriers
have decreased greatly; both women and minorities are now unleashing
their creativity, developing innovative services, and even producing
independent films and videos at record numbers.
Net neutrality proponents need only look to the )&&¶V media
ownership rules to see how a similar scheme might affect women and
minorities. The Minority Media and Telecommunications Council
³007&´  which has long been an outspoken advocate for minority and
ZRPHQ¶V ownership in the media space, undertook a study regarding the
potential impact of similar Internet regulation on their constituencies.57 The
report, entitled Refocusing Broadband Policy: The New Opportunity
Agenda for People of Color, was co-authored by David Honig, president of
MMTC, and Dr. Nicol Turner-Lee, vice president and chief research and
policy officer at MMTC.58 The report explored current trends in minority
broadband adoption and assessed the impact of Internet regulation, finding
that it is actually diverting attention from important strategies aimed at
closing the digital divide.59
In a historical review of broadband policies initiated under the
leadership of former FCC Chairman William Kennard, Honig and Lee
suggest that ³innovation has thrived within a minimalist regulatory
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framework facilitating technological advances and opportunities for
consumers and entrepreneurs of color´ 60 Recognizing, however, that
adoption gaps between African Americans, Hispanics, and Whites still
persist, the authors cautioned against ³stringent regulation until more of
these communities are enabled by the platforms, products, and services that
broadband provides´61 Honig further emphasized that ³more regulation is
not always the silver bulOHWIRUDGYDQFLQJGLJLWDOLQFOXVLRQ´62
One need only look at the dismal results from past over regulation in
the media ownership space to pause before allowing the same to happen to
women and minorities embarking on Internet-based businesses.

V. THE DEMOCRATIZATION OF COMMERCE
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60. MMTC REPORT CALLS FOR TELECOM POLICYMAKERS TO MAKE BROADBAND
ADOPTION THEIR TOP PRIORITY, BROADBAND & SOCIAL JUSTICE (Nov. 21, 2013), available
at
http://broadbandandsocialjustice.org/2013/11/mmtc-report-calls-for-telecom-policy
makers-to-make-broadband-adoption-their-top-priority/.
61. Id.
62. Id.
63. See e.g. &KULV * &KULVWRSKHU The Economic Impact of E-Commerce 6833/<
&+$,1 48$57(5/< 4XDUWHU    available at http://www.supplychainquarterly.com/
print/scq201102monetarymatters/
64. Id.
65. Lauren Indvik, Study: Global Ecommerce to Hit $1.2 Trillion This Year, Led by
Asia, MASHABLE (June 27, 2013), http://mashable.com/2013/06/27/ecommerce-study-chinaasia/.
66. See e.g. 6&277 '(9,77 (7 $/ 025*$1 67$1/(< (&200(5&( ',65837,21 $
*/2%$/ 7+(0( 75$16)250,1* 75$',7,21$/ 5(7$,/   available at
KWWSZZZUXQGOHPDOOFRPEPGRFHFRPPHUFHBESSGI
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Beyond the opportunities in the media marketplace, women and
minorities have also thrived in the e-commerce marketplace. Like mass
media, entering this market is affordable and does not require a physical
presence²bricks and mortar have been replaced by colorful graphics and
product photos. 63 Indeed, retail e-commerce weathered the recent and
extended recession quite well, albeit with slower growth than prior to the
financial crisis, falling from a high of forty-two percent year over year
growth to about eighteen percent growth during the recession.64 Globally,
e-commerce topped $1 trillion in 2012.65 All of this is good news for U.S.
producers and consumers.
But none of this would have been possible if broadband subscribers
were unable to search for and purchase products easily online. Nor would
this explosion have occurred if there were providers who were blocking
traffic, slowing it down, or otherwise making entrepreneurial entry difficult
or expensive. Obviously these potential ³what ifs´ that net neutrality
proponents continue to suggest have not and are not occurring, given that ecommerce is estimated to have a 10 percent global penetration by 201666
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and Facebook would be the third largest nation in the world based on
population.67
Regulators should be leveling the playing field and opening the gates
to competition at every level.68 In the former world of the old-fashioned
telephone service, when there was one local provider in each market,
telephone companies²like other utilities²were highly regulated at both
the state and federal levels. This regulation encompassed everything from
price to the privacy of customer information to 911 emergency services to
the ³Chinese wall´ required between each phone company and the yellow
pages. 69 After the break-up of AT&T into Regional Bell Operating
&RPSDQLHV RU ³baby bells,´ the ensuing competition led to a world of
choices for voice service on any type of handheld device²which could
even be purchased at the local supermarket.70
Even when the phone companies were highly regulated, they
competed through marketing and advertising products and pricing. 71
³6SHFLDO DFFHVV´ SURYLGHG D GHGLFDWHG VHFXUH OLQH IRU FUXFLDO
communications to corporations with hundreds of geographically dispersed
retail outlets and hospitals and doctors to share patient information.72 Thus,
even in a highly regulated market, phone companies could negotiate prices
for special access and creatively market tools to entice and keep
customers.73 Yet, eighteen years after the passage of the deregulatory 1996
Telecommunications Act,74 net neutrality proponents advocate turning the
clock backwards and re-regulating marketing and pricing of Internet
VHUYLFHV 7KH\ SURSRVH D ³IUHH DQG RSHQ´ ,QWHUQHW WKat denies broadband
providers the freedom to negotiate with content companies to finance the
networks of tomorrow.
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67. Rob Williams, Revealed: The Third Largest ‘Country’ in the World - Facebook
Hits One Billion Users, THE INDEPENDENT, Oct. 4, 2012, http://www.independent.co.uk/lifestyle/gadgets-and-tech/news/revealed-the-third-largest-country-in-the-world--facebook-hitsone-billion-users-8197597.html.
68. 7HOHFRPPXQLFDWLRQV$FWRI3XE/1R6WDW FRGLILHGDV
DPHQGHGLQVFDWWHUHGVHFWLRQVRI86&  GHVFULELQJWKHJRDORIWKH$FWDVWR³SURPRWH
FRPSHWLWLRQDQGUHGXFHUHJXODWLRQLQRUGHUWRVHFXUHORZHUSULFHVDQGKLJKHUTXDOLW\VHUYLFHV
IRU $PHULFDQ WHOHFRPPXQLFDWLRQV FRQVXPHUV DQG HQFRXUDJH WKH UDSLG GHSOR\PHQW RI QHZ
WHOHFRPPXQLFDWLRQVWHFKQRORJLHV´ 
69. See, e.g., James Crowe, Regulation and Free Markets: How to Regulate the
Telecommunications Industry in the New Economy, 2 J. TELECOMM. & HIGH TECH. L. 429
(2003).
70. See Michael T. Burr, The Transformation Myth, FORT., June 2011, at 4±5,
available at http://www.fortnightly.com/fortnightly/2011/06/transformation-myth.
71. Id.
72. See Access Charge Reform, Fifth Report and Order and Further Notice of
Proposed Rulemaking, FCC 99±206, 14 FCC Rcd. 14221, para. 9 (1999).
73. Id. at para. 4.
74. Pub. L. No. 104±104, § 301, 110 Stat. 56 (codified as amended in scattered
sections of 47 U.S.C.).
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It is widely accepted that broadband penetration and access for all of
our citizens is absolutely critical.75 Nowadays, applying for a job, applying
to college, and even making a health care appointment is often done online.
Over seventy-five percent of teachers use the Internet for homework. 76
3DUHQWV FDQ FKHFN RQ WKHLU FKLOG¶V VFKRRO DWWHQGDQFH WHVW VFRUHV HYHQWV
and other pertinent educational data²often in real time.77 Many citizens
also seek health care information and even sign up for health insurance
online.78
All of this requires Internet access²and, in many cases, faster
broadband speeds than many Americans currently have. As many groups
VRXJKWWRKHOSZLWKEURDGEDQGDGRSWLRQWKH\IRXQGWKDW³FRVW´ZDVRIWHQD
reason for lack of uptake even when the service was available to their
home.79 Again, we see that lower cost alternatives²VXFK DV D ³WZR-sided
PDUNHW´ZKHUHLQRQHRUPRUHFRQWHQWcompanies help broadband providers
VKRXOGHUWKHEXUGHQRIWKH³ODVWPLOH´²would be helpful in reaching those
last Americans who remain offline.80
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75. See LENNARD G. KRUGER & ANGELE A. GILROY, CONG. RESEARCH SERV.,
RL30719, BROADBAND INTERNET ACCESS AND THE DIGITAL DIVIDE: FEDERAL ASSISTANCE
PROGRAMS 12 (2013), available at https://www.fas.org/sgp/crs/misc/RL30719.pdf; but see
Justin Hurwitz, Five Faulty Premises in Telecom Debates, (The Free State Found.,
at
Perspectives
from
FSF
Scholars
Vol.
No.
3,
2014), available
KWWSZZZIUHHVWDWHIRXQGDWLRQRUJLPDJHV)LYHB)DXOW\B3UHPLVHVBLQB7HOHFRPB3ROLF\B'HE
DWHVBSGI
76. Tom Wheeler, Chairman, FCC, Prepared Remarks for the National Digital
Learning Day at the Library of Congress 2-3 (Feb. 5, 2014), available at
http://transition.fcc.gov/Daily_Releases/Daily_Business/2014/db0205/DOC-325447A1.pdf.
77. Cf. John Eggerton, Survey: Parents, Teachers Believe Broadband Boosts
&
CABLE
(Sept.
10,
2012,
3:00
PM),
Performance,
BROAD.
KWWSZZZEURDGFDVWLQJFDEOHFRPQHZVZDVKLQJWRQVXUYH\SDUHQWVWHDFKHUVEHOLHYH
EURDGEDQGERRVWVSHUIRUPDQFH
78. See, e.g., News Release, FCC, FCC Creates Healthcare Connect Fund to Expand
Access to Robust Broadband Healthcare Networks (Dec. 12, 2012), available at
https://apps.fcc.gov/edocs_public/attachmatch/DOC-317912A1.pdf.
79. JOHN B. HORRIGAN, PEW INTERNET & AM. LIFE PROJECT, HOME BROADBAND
ADOPTION 2009 7 (2009), available at http://www.pewinternet.org/files/oldmedia//Files/Reports/2009/Home-Broadband-Adoption-2009.pdf (noting that one third of
³GLDO-XSXVHUVFLWHSULFHDVDEDUULHU´WRVXEVFULELQJWRKRPHEURDGEDQG 
80. See Christopher S. Yoo, Network Neutrality and the Economies of Congestion , 94
GEO. L.J. 1847, 1903 (2006) ³>7@KHUHLVQRUHDVRQWRH[SHFWWKDWQHWZRUNRZQHUVZLOORQO\
attempt to engage in price discriminate vis-à-vis end users. In a two-sided market, network
owners are just as likely to try to price discriminate with respect to content and applications
SURYLGHUV DV ZHOO´  but see Edward Wyatt, New F.C.C. Chief Promises He Will Protect
Competition, N.Y. TIMES, Dec. 3, 2013, available at http://www.nytimes.com/2013/12/03/
technology/tom-wheeler-of-fcc-vows-to-champion-competitiveness.html?_r=0
(FCC
ChaLUPDQ 7RP :KHHOHU ³LQGLFDWHG WKDW KH ZRXOG QRW RSSRVH VRPH W\SH RI XVDJH-based
pricing, with Internet service providers charging so-called data hogs different amounts for
VHUYLFHGHSHQGLQJRQKRZPXFKGDWDWKH\UHFHLYHDQGWUDQVPLW´ 
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NET NEUTRALITY¶S TENTH ANNIVERSARY

The FCC has signaled it will continue to pursue net neutrality
regulations²albeit not in court, for now. 81 , DP FHUWDLQ WKDW WKH )&&¶V
GHFLVLRQ QRW WR FKDOOHQJH WKH '& &LUFXLW¶V GHFLVLRQ LQYROYHG WKH ULVN RI
hearing for the third time²and from the U.S. Supreme Court²that its net
neutrality rules are illegal.82 Specifically, as FCC Chairman Tom Wheeler
stated:
The D.C. Circuit ruled that the FCC has the legal authority to
issue enforceable rules of the road to preserve Internet freedom
and openness . . . I intend to accept that invitation by proposing
rules that will meet the court's test for preventing improper
blocking of and discrimination among Internet traffic, ensuring
genuine transparency in how Internet service providers manage
traffic, and enhancing competition.83
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81. Jon Brodkin, FCC Won’t Appeal Verizon Ruling, Will Regulate ’Net on “Case-byCase Basis”, ARS TECHNICA (Feb. 19, 2014, 12:44 PM), http://arstechnica.com/techpolicy/2014/02/fcc-wont-appeal-verizon-ruling-will-regulate-net-on-case-by-case-basis/.
82. Id.
83. Statement by FCC ChairmDQ 7RP :KHHOHU RQ WKH )&&¶V 2SHQ ,QWHUQHW 5XOHV
(Feb. 19, 2014), available at http://www.fcc.gov/document/statement-fcc-chairman-tomwheeler-fccs-open-internet-rules.
84. New Docket Established to Address Open Internet Remand, Public Notice, GN
Docket No. 14±28 (Rel. Feb. 19, 2014), available at http://www.fcc.gov/document/newdocket-established-address-open-internet-remand.
85. Gene Sperling & Todd Park, We the People Response: Reaffirming the White
House’s Commitment to Net Neutrality, THE WHITE HOUSE BLOG (Feb. 18, 2014, 2:06 PM),
http://www.whitehouse.gov/blog/2014/02/17/we-people-response-reaffirming-white-housescommitment-net-neutrality.
86. Id.
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On February 19, 2014, Chairman Wheeler launched a public inquiry
DLPHG DW HVWDEOLVKLQJ DQ ³XSGDWHG´ VHW RI UXOHV IRU DQ ³RSHQ ,QWHUQHW´ 84
7KLV PDUNV WKH WHQWK DQQLYHUVDU\ RI WKH )&&¶V RULJLQDO LQTXLU\ DV WR
whether and how to regulate the Internet. At the same time, the White
House issued a blog post mentioning PresiGHQW%DUDFN2EDPD¶VVXSSRUWfor
net neutrality since his days in the U.S. Senate.85 It noted specifically that
KLVFDPSDLJQZDV³HPSRZHUHGE\DQRSHQ,QWHUQHW´WKDWDOORZHGPLOOLRQV
WR LQWHUDFW LQ DQ ³XQSUHFHGHQWHG IDVKLRQ´ 86 We indeed have seen a new
interest and rise in the civic engagement of our citizens, whether it involves
a specific election or an issue or a cause. The Internet has connected people
who care about a subject matter no matter where they are physically
located. This connectivity is providing opportunities for us to discuss
important issues of the day by returning to the ³town square´ online or
becoming ³the town crier´like Paul Revere. And who could forget the text
messages and photos we all witnessed during the Arab Spring and other
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democratic movements worldwide. 87 As the White House recognized,
³>L@ndeed, an open Internet is an engine for freedom around the world´88
Later, the :KLWH+RXVH¶Vblog post references the Internet as a hotbed for
low cost entry and innovation ³building companies, creating jobs,
improving vital services and fostering even more innovation along the
way´89 Crucially, however, all these incredible successes for individuals,
companies, civic engagement, and the spread of our democratic ideals,
occurred under the present regime²one in which there is less government
regulation, not more.90

VII.

CONCLUSION
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87. The Arab Spring’s Online Backlash, THE ECONOMIST, (Mar. 29, 2012, 9:27 PM),
http://www.economist.com/blogs/newsbook/2012/03/internet-middle-east
(discussing
,QWHUQHW¶VUROHLQIDFLOLWDWLQJGLVVHQWLQWKH$UDE6SULQJ 
88. Sperling & Park, supra note 85.
89. Id.
90. See, e.g., CLYDE WAYNE CREWS JR., COMPETITIVE ENTER. INST., TEN THOUSAND
COMMANDMENTS: AN ANNUAL SNAPSHOT OF THE FEDERAL REGULATORY STATE 41±43
(2013),
available
at
http://cei.org/sites/default/files/Wayne%20Crews%20%2010,000%20Commandments%202013.pdf (discussing the rapid growth of federal
telecom regulation and its consequences).
91. See Bret Swanson, Op-Ed., The Coming Exaflood, WALL ST. J. (Jan. 20, 2007,
12:01 AM), available at http://online.wsj.com/news/articles/SB116925820512582318.
92. See Yoo, supra note 80, at 1849, 1884.
93. Large, multinational U.S. companies have accumulated nearly $2 trillion in cash
and equivalent assets abroad as of the end of 2013. Richard Rubin, Cash Abroad Rises $206
Billion as Apple to IBM Avoid Tax, BLOOMBERG (Mar. 12, 2014, 2:47 PM),
http://www.bloomberg.com/news/2014-03-12/cash-abroad-rises-206-billion-as-apple-toibm-avoid-tax.html.
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The ZRUOG¶V insatiable appetite for more content, faster speeds, and
wearable devices is almost unfathomable, especially given that much of
this extraordinary innovation occurred in just the past few years. It is
predicted that the growth will require more and more bandwidth²and,
with it, better technologies to accommodate that growth. 91 Advanced
network management to enable the best possible consumer experience will
rule the marketplace and consumers will continue to adopt and change with
each new service, device, or application. 92 Computer-to-computer
communication will impact our homes, our vehicles, our health, and our
everyday lives.
But this all depends on the ability of companies, investors,
management teams, and brilliant young engineers to move nimbly and
quickly to take advantage of each new trend by consumers. Nearly two
trillion dollars sit on the sidelines, held by multinational companies that are
waiting to see whether the United States government regulates the Internet,
among other things.93 Meanwhile, regulatory uncertainty persists, even as
other nations evolve²perhaps into global high-tech leaders.
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As a nation, we face many challenges: ensuring that all children have
access to the Internet at speeds and with devices in order to reach their full
potential; conducting an unprecedented spectrum auction to ensure the
viability and strength of wireless networks; and implementing technology
and strategies to make the Internet as safe and secure as possible for every
user and to thwart cybersecurity attacks that occur daily throughout the
ecosystem. We want to ensure democracy thrives here and around the
world and that the Internet remains an open medium for civic engagement
everywhere.
However, none of these goals involve or rely upon new net neutrality
rules being adopted and enforced by the FCC. Parents, teachers,
consumers, entrepreneurs, and investors will choose the winners and losers
through online chat, voting with their wallets, and adopting new
technologies that have yet to be invented. The best way the FCC can
influence the debate is by ending it. If and when a real problem emerges,
shine a light on it and look out for the consumer backlash against any
instigator or wrongdoer.94 Odds are the wrongdoers will not need an FCC
monetary penalty, as they will be out of business altogether.95
All this incredible success was enabled through the current
framework of a light-touch regulatory process. Any further net neutrality
regulation is not only unnecessary, but might also actually derail the
Internet's next great expansion. We must refrain from regulation taking aim
at shadows in order to continue the very real progress and promise of
unleashing the very best America has to offer to our consumers, our
creators, our children and indeed, the world.96
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94. $V 5DQGDOO 5RWKHQEHUJ SXW LW ³7KH DELOLW\ RI DJJULHYHG $PHULFDQV WR EDQG
together and make noise that is either (depending on your point of view) productive or
destructive is a reality that organizations as diverse as the Democratic Party and Dell
CompuWHUKDYHOHDUQHGWKHKDUGZD\´³/LVWHQRPLFV´$GYHUWLVLQJ$JH¶VFULWLF-at-large Bob
*DUILHOG FDOOV WKLV QHZ SULQFLSOH ³7KH KHUG ZLOO EH KHDUG´ 5DQGDOO 5RWKHQEHUJ 2S-Ed.,
ST.
J.
(Dec.
14,
2007,
12:01
AM),
Facebook’s
Flop,
WALL
http://online.wsj.com/news/articles/SB119760316554728877.
95. Cf. ROBERT ELLICKSON, ORDER WITHOUT LAW: HOW NEIGHBORS SETTLE DISPUTES
(1994) (chronicling how free people govern themselves through informal rules that emerge
organically from the bottom-up).
96. See John Allison & Ron Johnson, Op-Ed., Regulations Stifle Economic Growth,
POLITICO (Oct. 4, 2011, 9:47 PM), http://www.politico.com/news/stories/1011/65117.html
³5HJXODWRU\EXUHDXFUDFLHVDOVRVWLIOHLQQRYDWLRQZKLFKLVWKHNH\WRHFRQRPLFJURZWKEXW
UHTXLUHVGHI\LQJFRQYHQWLRQH[SHULPHQWLQJPDNLQJPLVWDNHVDQGFRUUHFWLQJWKHP´ 
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I. INTRODUCTION
:LWKRQO\PLOGK\SHUEROH:HUEDFKVWDWHVWKDW³[t]he transition from
the PSTN to a broadband network of networks is the most important
communications policy event in at least half a century.´1 For years, Internet
aficionados have proclaimed the imminent death of the Public Switched
7HOHSKRQH1HWZRUN ³PSTN´ , asserting that telephony is just another app.
Finally, that day has arrived. People are leaving the PSTN in droves. As
Werbach notes, the fraction of U.S. households with a wireline telephone
has fallen from 93% in 2003 to 25% in 2013.2
In fact, telephone companies are not standing idly by while their
PSTN base erodes. The fixed cost of the PSTN is huge, as Werbach points
out;3 as the revenue base erodes, maintaining the PSTN becomes untenable.
Telephone companies are actively seeking to sunset the PSTN in two ways:
first, by petitioning the FCC to permit them to conduct local trials to
transition customers from PSTN to wireless or VoIP; and, second, by
announcing plans to transition most customers by 2015.4

II. THE PSTN TRANSITION HAS ALREADY STARTED
Werbach is clear that this transition is a good thing. He states:

This is the first indication that Werbach is far off-base. If these are
examples of good planning and the right policy decisions, we are all in big
trouble.
First, the transition to digital television broadcasting was mandated
by the Telecommunications Act of 1996, to be achieved by 2006.6
Nevertheless, the transition was pushed back several times, and finally
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1. Kevin Werbach, No Dialtone: The End of the Public Switched Telephone
Network, 66 FED COMM. L.J. 203, 205 (2014), available at http://www.fclj.org/wpcontent/uploads/2014/06/66.2.1_Werbach-Final.pdf.
2. See id. at 211 n.27. This number refers only to traditional PSTN wireline
telephones. VoIP telephony provided over cable is technically wireline as well, but not
PSTN.
3. Id. at 225 (citing BRETT M. FRISCHMANN, INFRASTRUCTURE: THE SOCIAL VALUE OF
SHARED RESOURCES 12±14 (2012)).
4. Werbach, supra note 1, at 213±15.
5. Id. at 205.
6. See id. at 259±60.
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The time has come to address the situation squarely. The
lesson from prior structural transitions in communications such
as digital television, the AT&T divestiture, and the opening of
local telephone competition is that, with good planning and the
right policy decisions, such shifts can proceed smoothly and
open new vistas for competition and innovation.5
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7. Id. at 225 n.121.
8. See Thomas W. Hazlett, Rivalrous Telecommunications Networks with and
Without Mandatory Sharing, 58 FED. COMM. L.J. 477, 491 (2006).
9. Id. at 497±500.
10. Werbach, supra note 1, at 216.
11. Id.
12. Id.
13. See, e.g., FaxFile, eFax, PC-FAX, Mobile Fax Free, and iFax, GOOGLE PLAY,
available at https://play.google.com/store/search?q=fax (containing such descriptions as
³0RELOH)D[WXUQV\RXUSKRQHLQWRDID[PDFKLQH´ 
14. Werbach, supra note 1, at 216.
15. See, e.g., FoxFi, GOOGLE PLAY, available at https://play.google.com/store/apps/
details?id=com.foxfi; see also FCC, Verizon Wireless to Pay $1.25 Million to Settle
Investigation, Press Release (July 31, 2012), available at https://apps.fcc.gov/edocs_public/
attachmatch/DOC-315501A1.pdf.
16. See Werbach, supra note 1, at 216.
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implemented in June 2009. While the actual transition went relatively
smoothly, thirteen years seems a rather long time for a transition
substantially less stressful than the demise of the PSTN.
Second, although tKH $7 7 GLYHVWLWXUH EURNH XS WKH FRXQWU\¶V
largest monopoly three decades ago, after many years of industry evolution
and a great deal of cost, we now have two dominant suppliers of telephony
that use the PSTN. 7 It is hard to see how this is a major advance, at least as
regards telephony.
Third, the introduction of local telephone competition via the
Telecommunications Act of 1996 involved over five years of FCC rulings
to make competitive local exchange carriers (³CLECs´) viable. In this case,
competition involved the mandated wholesale RILQFXPEHQWV¶ORFDO3671
distribution facilities to new entrants.8 Today, virtually all PSTN
competition is either wireless or VoIP; CLECs have all but disappeared.9
Again, LW¶Vdifficult to understand why this was at all useful.
³[G]ood planning and the right policy decisions?´ /HW¶VKRSHwe can
avoid similar disasters to the ones these exemplars have visited upon us for
the PSTN transition.
While Werbach supports the PSTN transition, he is critical of some
of what the telephone companies have done so far. He notes that Verizon
has offered Voice Link service, a wireless platform, as a substitute for
wireline where problems have occurred.10 He goes on to state that Voice
Link is by no means a perfect substitute for PSTN local service.11 But most
of the features he claims Voice Link lacks are either available or
insignificant. For example, he claims that one cannot use Voice Link to
transmit a fax, as one can do using a wireline phone.12 But there are
numerous wireless fax apps available on smartphone app stores.13 He also
notes that a cell phone cannot be used as a dial-up modem;14 this is true, but
why would anyone want this service? With a smartphone tethered to a
computer, a user can access the Internet directly (and at higher speeds than
a dial-up modem).15 Again, he mentions that a wireless phone (and perhaps
9R,3  FDQ¶W EH XVHG ZLWK FXUUHQW EXUJODU DODUPV16 however, much better
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home security systems are currently available that use the Internet, and they
are often cheaper than old-fashioned burglar alarms.17 :HUEDFK¶V FODLPV
thus seem somewhat pedestrian, akin to complaining that modern interstate
highways are not very suitable for horses and buggies.
Perhaps more on point is that Voice Link guarantees a 36 hour
battery; is this enough? Are extra batteries available for those who need
them? How about batteries to run cellular towers in case of a general power
outage? We know that in major disasters, such as Hurricane Katrina, all
communications may go down: PSTN, wireless, and cable (during
Hurricane Katrina, only satellite continued to function).18 What is an
DFFHSWDEOHEDWWHU\OLIHDQGZKRVKRXOGGHFLGHZKDW¶VDFFHSWDEOH" Werbach
does not say.
Werbach characterizes $7 7¶V SHWLWLRQ IRU OLPLWHG WULDOV WR UHSODFH
the PSTN with services subject to fewer regulations DV ³a dagger to the
heart of the telecommunications regulatory structure of the
Communications Act,´19 as it appears to presage the nationwide
GHSOR\PHQW RI 3671¶V replacement and, with it, the demise of many
longstanding regulations. %XW LVQ¶W WKLV D JRRd thing? We regulated the
PSTN because it is (or was) a natural monopoly; if we now use competing
Internet and wireless services as alternatives, then the monopoly is no
more. So why do we need to keep regulation? Werbach believes the
transition from the PSTN natural monopoly is a good thing, but he seems to
think residual regulation is a good thing too²even if the rationale for it has
disappeared.

III.

PRESERVING THE 3671¶S FEATURES WITHOUT
REGULATION

(1) Technical architecture;
(2) Regulatory arrangement;
(3) Market structure;
(4) Universal connectivity;
(5) Strategic infrastructure; and
(6) Social contract.20
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17. See, e.g., Devin Coldewey, Scout Brings Home Security to the Internet Age (and
It's Cheap), NBCNews.com (Feb. 14, 2013), available at http://www.nbcnews.com/tech/
gadgets/scout-brings-home-security-internet-age-its-cheap-f1C8381570.
18. See Dr. Robert Miller, Hurricane Katrina: Communications & Infrastructure
Impacts, in THREATS AT OUR THRESHOLD: HOMELAND DEFENSE AND HOMELAND SECURITY
191, 194-195 (Burt B. Tussing ed., 2006).
19. Werbach, supra note 1, at 214.
20. Id. at 220.
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Early on, Werbach lays out how the PSTN should be defined in six
concepts:
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He sums up his article in this VXSHUEVWDWHPHQW³In essence, the first
three conceptions of the PSTN are essentially descriptive, while the other
three are normative. What the PSTN is, should be allowed and even
encouraged to change; what the PSTN does, should be protected.´21 In
other words, the first three conceptions will disappear with the transition,
but the second three must be maintained. I fully agree with this statement,
DQG DSSODXG :HUEDFK¶V LQVLJKW DQG FRQFLVLRQ However, I would not use
WKHZRUG³SURWHFWHG´DVit implies WKDWWKHUHPXVWEHD³protector,´ i.e., a
regulator. , ZRXOG UDWKHU XVH WKH WHUP ³DVVXUHG´ LI ZH DUH UHODWLYHly
confident that, for example, the market would assure these conceptions
survive the transition, with no need for a regulator, then all should be happy
with a market solution. Only in the event of a market failure would it be
necessary to roll out the regulator.
Yet Werbach seems to believe that the transition from PSTN to IPbased technology would surely result in an oligopoly²a proposition
without empirical support²and that an oligopoly requires regulation to
control market power. Our economy, however, seems rife with oligopolies
in many industries: automobile manufacturing and Internet search engines,
to name two, and yet we seem to do well without regulating these
oligopolies. Why the need to regulate IP-based telephone providers? The
U.S. has two federal agencies responsible for prosecuting anti-competitive
behavior: the Federal Trade Commission and the Department of Justice.
Surely they are up to the job of policing market power problems.
Werbach then gets to the core of his argument, the three normative
conceptions. I address each in turn.
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21. Id. at 221.
22. See NTIA, BROADBAND STATISTICS REPORT (2013), available
http://www2.ntia.doc.gov/files/broadband-data/Technology_by_Speed_June2013.pdf.
23. Id.
24. Id.
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Universal connectivity. The idea is that everyone should be
connected to everyone else. There are two parts to this idea. The first is that
everyone should have access to the network. Clearly, everyone has access
to the PSTN; after the PSTN goes, will everyone have access to the
Internet, or to wireless telephony? The data suggests that Internet/wireless
access today is universal:22 over 96% of US households have access to at
least one 768 kbps (or greater) broadband provider,23 plenty enough for
VoIP, and 98% have access to at least one wireless provider,24 all of which
was accomplished without any regulatory requirement for universal access.
:HUEDFK¶VSRLQWRIXQLYHUVDOFRQQHFWLYLW\LVLPSRUWDQW, but it appears that
the Internet and wireless markets together have already accomplished this.
What is the need for regulation?
The second part is that all the networks that comprise the Internet
should interconnect with each other, a principle known as interconnection.
This issue arises in the PSTN, wherein interconnection became a total mess
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during the 1990s and early 2000s, due in large measure to regulation.25 In
contrast, networks in the unregulated Internet have managed to achieve
interconnection using private contracts, without any difficulty whatsoever,
since the mid-1980s. Werbach describes these various relationships:
peering, transit, paid peering, each of which has a traditional commercial
arrangement regarding who pays whom. It was only after the FCC adopted
its Open Network Order in 2010,26 thus signaling WKH)&&¶VZLOOLQJQHVVWR
extend regulation to the Internet, that a string of complaints arose from
backbone networks, such as Level 3 and Cogent, against ISPs, such as
Comcast and Verizon, demanding that the FCC order ISPs to provide the
backbone networks free interconnection²contrary to established industry
customary agreements.27 Thus, over two decades with almost no
complaints regarding Internet interconnection broke down when the FCC
indicated its willingness to regulate.
Is interconnection important? It is vitally so, as Werbach correctly
emphasizes. But is regulation needed to assure interconnection? The
evidence suggests the opposite is true; without regulation, the Internet firms
interconnected without problems, and certainly without customer outages.28
With regulation, the PSTN had no end of difficulty maintaining fair and
reasonable interconnection.
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25. Gerald Faulhaber, Should the FCC Regulate Internet Interconnection? PENN
PROGRAM ON REG. REGBLOG (June 9, 2014), available at http://www.regblog.org/
2014/06/09-faulhaber-should-the-fcc-regulate-internet-interconnection.html.
26. Preserving the Open Internet, Report and Order, FCC 10-201, 25 FCC Rcd. 17905
(2010) [hereinafter Open Internet Order], aff’d in part, vacated in part sub nom. Verizon v.
FCC, 740 F.3d 623, 636±42 (D.C. Cir. 2014).
27. See Faulhaber, supra note 25, for a detailed history of these recent complaints.
28. For a complete analysis of Internet interconnection disputes, their resolution, and
their impact on customers, see Hal J. Singer, Mandatory Interconnection: Should the FCC
Serve as Internet Traffic Cop?, Policy Brief, PROGRESSIVE POL¶Y INST. (May 27, 2014),
available
at
http://www.progressivepolicy.org/wp-content/uploads/2014/05/2014.05Singer_Mandatory-Interconnection_Should-the-FCC-Serve-as-Internet-Traffic-Cop.pdf.
29. Werbach, supra note 1, at 226.
30. See Communications Assistance for Law Enforcement Act, Pub. L. No. 103-414,
108 Stat. 4279 (1994) (codified as amended at 18 U.S.C. § 2522 and 47 U.S.C. §§ 229,
1001-1010).
31. See 47 C.F.R. § 9 (2014).
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Strategic infrastructure. Werbach notes that the ³[s]trategic aspects
of the PSTN include reliability, security, law enforcement access, and
SXEOLF VDIHW\´29 But is the Internet any less strategic than the PSTN?
Surely we are concerned with the reliability of the Internet, and much
attention has been given to its security in recent months, but these issues
DUHDGGUHVVHGE\RWKHUDJHQFLHVZLWKRXWWKH)&&¶VKHOS Further, existing
regulations assure that law enforcement has access to VoIP and wireless
telephony for legal wiretaps,30 and also assure that VoIP and wireless
telephony provide access to E911 service,31 so these problems are already
solved. Why is more regulation necessary? Certainly the smooth
functioning of the PSTN is important to the government, but the smooth
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functioning of the Internet is at least as important, and yet we have done
quite well without the FCC regulating the Internet. What is the rationale to
change course now?
Social contract. The initial social contract entailed granting private
companies monopolies over telephony in return for their providing
affordable service to all. As Werbach notes:
Even after the opening of all telecommunications markets to
competition, incumbent service providers supporting the PSTN
still receive a variety of benefits. These include low-cost
access to pole attachments and rights-of-way, receipt of
universal service subsidies when serving high cost areas, free
spectrum for the initial offering of mobile phone service, and
protection against antitrust liability on the grounds that the
Communications Act comprehensively regulates the field.32
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32. Werbach, supra note 1, at 228.
33. See, e.g.,  86&   D     H[HPSWLQJ PRVW ³FRPPRQ FDUULHUV´IURP
WKH)7&¶VDXWKRULW\WRSURKLELWXQIDLUSUDFWLFHV 
34. Werbach, supra note 1, at 229.
35. Id. at 226.
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0D\EH LW¶V WLPH we stop giving incumbents some of these benefits.
Since Internet and mobile wireless access is now universal, why is it
necessary to provide universal service subsidies anymore? Perhaps doing
so was necessary in the last century, but it is certainly not needed today.
And WKH)&&KDVQ¶WKDQGHGRXWlicensed spectrum for free in two decades.
It is indeed true that regulation shields PSTN providers from antitrust
liability,33 but why does this remain necessary? /HW¶VUHPRYHWKHVKLHOGE\
removing regulation and let antitrust authorities police abuses of market
power if and when they occur.
Werbach insightfully notes that much of what the FCC regulates is
migrating to the regulation-free Internet and the much less intensively
regulated wireless industry. ³[U]nless the FCC intends to go out of
business,´:HUEDFKRSLQHV³it must take action.´34 The obvious riposte is:
wKDW¶VWKHPDWWHUZLWKWKH)&&JRLQJRXWRIEXVLQHVV" If a regulator is no
longer needed, going out of business is exactly what should happen to it.
Werbach appears to believe that the FCC should be looking for something,
anything, to regulate or else its employees will be out of a job²an outcome
he opposes. To the contrary, getting rid of unnecessary bureaucrats and
regulations is beneficial to the public interest.
:HUEDFK¶VIXQGDPHQWDOSRLQWLVWKDWWKHWKUHH³HQGXULQJREMHFWLYHV´
require that regulations be extended to the Internet in order to ensure their
continued existence.35 Again, while I agree that these enduring objectives
are important, I disagree with Werbach that imposing regulation on the
,QWHUQHWWR³SURWHFW´WKHVHenduring objectives is needed. In fact, at present,
wireless and voice over the Internet actually meet these objectives with
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little or no regulation. The competitive market has managed to get the job
done with de minimis help from regulators.
And this is exactly the way the FCC intended the Internet to work. In
his earlier work, Werbach himself said as much, noting that ³as a practical
and policy matter, regulation of Internet telephony would be problematic. It
would be virtually impossible, for example, for the FCC to . . . require the
ISPs segregate voice and data packets passing through their networks for
UHJXODWRU\SXUSRVH´36 In No Dialtone, however, Werbach changes his tune,
claiming that the PSTN has been undermined by WKH ³FROODSVH RI WKH
regulatory tKHRU\IRUGDWDVHUYLFHV´37 While I agree that this transition is a
good thing (for all the reasons Werbach mentions), his assertion about the
regulatory theory for data services is a complete puzzle. For years, the FCC
has had a strong and consistent position regarding the ³UHJXODWRU\WKHRU\´
of the Internet (and before that data services), as Jason Oxman has
explained:
Although the FCC has a long tradition of encouraging the
growth and development of the Internet by nonregulation,
deregulation, and certain affirmative market-opening policies,
there are frequent calls from many sources for the FCC to
become more heavily involved in Internet regulation . . . . The
challenge to the FCC . . . is to . . . further the &RPPLVVLRQ¶V
longstanding goal of promoting competition, not regulation, in
the marketplace.38
Further, former FCC Chairman and Clinton appointee William
Kennard PDGHWKH)&&¶V³UHJXODWRU\WKHRU\´IRUWKH,QWHUQHWHYHQFOHDUHU:

This seems to be a veU\ FOHDU VWDWHPHQW RI WKH )&&¶V ³UHJXODWRU\
theory for data services,´ and is perfectly consistent with the transition
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36. Kevin Werbach, Digital Tornado: The Internet and Telecommunications Policy 29
(FCC OPP, Working Paper No. 29, 1997), available at http://transition.fcc.gov/Bureaus/
OPP/working_papers/oppwp29.pdf.
37. Werbach, supra note 1, at 205.
38. Jason Oxman, The FCC and the Unregulation of the Internet 22 (FCC OPP,
Working Paper No. 31, 1999), available at http://www.fcc.gov/Bureaus/OPP/working_
papers/oppwp31.pdf.
39. William E. Kennard, Chairman, FCC, The Road Not Taken: Building a
Broadband Future for America, Remarks at the National Cable Television Association (June
15, 1999), available at http://www.fcc.gov/Speeches/Kennard/spwek921.html.
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[T]he best decision government ever made with respect to the
Internet was the decision that the FCC made . . . NOT to
impose regulation on it. This was not a dodge; it was a
decision NOT to act. It was intentional restraint born of
KXPLOLW\ +XPLOLW\ WKDW ZH FDQ¶W predict where this market is
going.39
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[W]e suggest that policy makers proceed with caution in
evaluating calls for network . . . regulation. . . . No regulation,
however well-intended, is cost-free, and it may be particularly
difficult to avoid unintended consequences here, where the
conduct at which regulation would be directed largely has not
yet occurred. . . . This is the inherent difficulty in regulating
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See id.
Roger G. Noll, Economic Perspectives on the Politics of Regulation, in 2
HANDBOOK OF INDUSTRIAL ORGANIZATION 1253±87 (Richard Schmalensee & Robert Willig
eds., 1989).
42. DENNIS W. CARLTON & JEFFREY M. PERLOFF, MODERN INDUSTRIAL ORGANIZATION
ch. 20 (4th ed. 2004).
43. See generally Noll, supra note 41.
44. See id.
40.
41.
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away from the PSTN. )RUVHYHUDOGHFDGHVWKH)&&¶VKDVFOHDUO\embraced
a ³KDQGVRII´ policy towards the internet, and during that time, the Internet
has been one of the great success stories of the past century.40 Now,
Werbach seems to believe it is time to regulate the Internet. I disagree
strongly. The market-based Internet is doing just fine, fulfilling all of
:HUEDFK¶VHQGXULQJREMHFWLYes. It works; let it be.
But how much could a little bit of regulation hurt? :HUEDFK¶V
recommendations sound pretty reasonable. $UHQ¶W , being a bit alarmist
about the effects of regulation?
Economists have examined the costs of regulation in general for
several decades. We need not repeat their arguments here, as they are wellknown. The definitive works are Noll41 and Carlton and Perloff.42 In
practice, regulation often results in firms and customers constrained by
inefficient market actions, lessened incentives to invest, and the complete
elimination of incentives for entry and innovation.43 Regulation also opens
wide opportunities for rent-seeking, as firms seek market advantage by
administrative fiat rather than by serving their customers well.44 When
regulators are open for business, firms are quick to understand that pleasing
or manipulating their regulators is far more important than innovating,
investing, and pleasing customers. It is precisely because regulators have
not been open for business on the Internet that it has been such an
innovative and successful enterprise.
Advocates of regulation often ignore its seamy side, hoping that
proposed network neutrality regulation will work perfectly or nearly so,
without serious unintended consequences and implemented by an FCC that
is all-wise, lobby-proof, and above-politics. Those of us with actual
experience with regulators, myself included, find this Pollyanna attitude
naïve in the extreme. Indeed, even regulators themselves are acutely aware
of the serious limitations of regulation. Recently, the Federal Trade
Commission warned of these costs when the FCC was considering network
neutrality regulation:
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based on concerns about conduct that has not occurred,
especially in a dynamic marketplace.45
Indeed, the FCC itself recognized the severe limits and costs of
regulation in the broadband market space:
[B]roadband services should exist in a minimal regulatory
environment that promotes investment and innovation in a
competitive market. We recognize that substantial investment
is required to build out the networks that will support future
broadband capabilities and applications. Therefore, our policy
and regulatory framework will work to foster investment and
innovation in these networks by limiting regulatory uncertainty
and unnecessary or unduly burdensome regulatory costs.46
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45. FED. TRADE COMM¶N, FTC STAFF REPORT, BROADBAND CONNECTIVITY
COMPETITION POLICY 155, 157 (2007), available at http://www.ftc.gov/sites/default/files/
documents/reports/broadband-connectivity-competition-policy/v070000report.pdf.
46. Appropriate Framework for Broadband Access to the Internet over Wireline
Facilities, Notice of Proposed Rulemaking, FCC 02-42, 17 FCC Rcd. 3019, para. 5 (2002).
47. For instance, in the 1930s, regulated railroads (then treated as natural monopolies)
demanded extension of regulation to the nascent trucking industry (which was fully
competitive), and they got it. This gave us high trucking rates, the Teamsters, and Jimmy
Hoffa, until it was eventually undone 40 years later. See THEODORE E. KEELER, RAILROADS,
FREIGHT, AND PUBLIC POLICY    ³$VWUXFNFRPSHWLWLRQLQFUHDVHG . . . the railroads
clamored more and more loudly for placing the trucking industry under the same regulation
WKH\ZHUHVXEMHFWWR´ 
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Both scholarly research and practical experience with regulation
reach the same conclusion: regulation is by necessity a costly process, not
to be undertaken without solid empirical proof that the hoped-for benefits
outweigh the costs.
The long, depressing history of regulation has taught us two very
important lessons that we need to keep firmly in mind at this critical
juncture of the Internet. First, when regulators indicate a willingness to
intervene in a market, all market participants will turn their attention from
satisfying customers to special pleadings to get regulations that favor them
and disfavor their competitors. Innovation takes second place to rentseeking behavior by market participants as they jockey for regulatory
advantage.
Second, even regulators who wish to limit the scope of their rules
face constant pressure from market participants to expand their regulatory
purview to help this or that participant. While the regulators may initially
resist this pressure, regulation will inexorably extend to reach the entire
industry.47
But is there a danger from regulation now? Surprisingly, we see the
evidence of the pernicious effects of regulation of the Internet even before
the regulatory ink has dried, in these very earliest days of Internet
regulation. After 40 years of a hands-off-the-Internet policy, the FCC has in
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CompetitiRQLVGLYHUWHGIURPWKHPDUNHWSODFHWRWKHUHJXODWRU¶V
office, and the tools for success²ranging from subtle
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48. See Open Internet Order, supra note 26.
49. Verizon v. FCC, 740 F.3d 623, 636±42 (D.C. Cir. 2014).
50. See Faulhaber, supra note 25, for details of this dispute.
51. Id.
52. Tejas N. Narechania & Tim Wu, Sender Side Transmission Rules for the Internet,
66 FED COMM. L.J. 467 (2014).
53. See Om Malik, Verizon: That Peering Flap (About Netflix) is Cogent’s Fault,
GIGAOM (June 20, 2013, 4:06 AM), https://gigaom.com/2013/06/20/verizon-that-peeringflap-about-netflix-is-cogents-fault/.
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fact decided to regulate the Internet in the form of the Open Internet
Order.48 Although this rule has yet to be finalized following an appeals
court YDFDWLQJWKH)&&¶VHDUOLHUUXOHin January 2014,49 there is little doubt
that some form of net neutrality will soon be (again) imposed on ISPs.
In 2010, when WKH )&& SXW XS WKH ³2SHQ fRU %XVLQHVV´ VLJQ by
issuing net neutrality rules, the rent-seeking started almost immediately.
Level 3 objected to Comcast giving them the paid peering treatment when
they started carrying Netflix traffic, a change in traffic balance that,
according to common Internet practice, called for payment. Level 3,
however, called it a violation of net neutrality and requested the FCC to
step in to resolve this dispute.50 Then-Chairman Genachowski dismissed
the complaint as having nothing to do with net neutrality, but rather
interconnection, and foreswore FCC intervention in the dispute.51 But the
Commission may well have no real choice; as net neutrality architect Tim
Wu and his colleague Tejas Narechania explained in a letter they sent
recently to the FCC, ³WKH&RPPLVVLRQQRZEHOLHYHVWKDWWKHVWDWXWRU\DLPV
of the Telecommunications Act are more easily met through regulated
DFFHVVUXOHVUDWKHUWKDQGHUHJXODWHGDFFHVV´52
This is not a unique event. 5HFHQWO\&RJHQWUHTXHVWHGWKHUHJXODWRU¶V
help in its disputes with Comcast and Verizon, claiming it was entitled to
free interconnection, much as Level 3 complained about four years ago.53
Eventually, the problem was resolved without any customer losing Internet
access, but the issue of interconnection has been put on the table. Despite
Chairman Genachowski¶VGHFLVLRQWRpunt on the interconnection dispute in
2010, the issue is now squarely before the Commission²whether he (or
the current Chairman) likes it or not.
It is worth noting that the rent-seeking that the Open Internet Order
unleashed represents an attempt to get the FCC to expand its regulatory
writ from net neutrality to interconnection. After 30 years of private
contracting without complaint, the presence of the regulator elicits rentseeking attempts aimed at extending regulation further into the Internet. It
GLGQ¶WWDNH ORQJ IRUWKHWZR IXQGDPHQWDOSULQFLSOHV RI UHJXODWLRQWR VKRZ
up, did it? This is an object lesson in the political economy of regulation.
This is not a new observation on my part. Carlton and Picker stated
the principle most clearly:
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influence to out-and-out bribery²may be very different.
Instead, we should regulate only when we must²natural
monopoly being the core case²and leave general antitrust
doctrine and the court system to handle the rest.54
We again seem to be ignoring the wisdom that history teaches us
about how regulation evolves, somehow believing that well-intentioned
people can regulate lightly, without unintended consequences or politicized
rulemaking. We again hear the phUDVH ³OLJKW-touch regulation,´²which,
OLNHWKHSKUDVH³MXPERVKULPS,´is an oxymoron if there ever was one.

IV.

CONCLUSION

Kevin Werbach wrote an excellent article on the demise of the
PSTN, and he characterizes the challenge extremely well. But I am
disappointed that his long experience with regulation and his extensive
track record of first-rate scholarship has not guided him away from
recommending that regulation be extended to the Internet so as to ³SURWHFW´
the enduring objectives of the PSTN.
The Internet works. Let it be.
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54. Dennis Carlton & Randal Picker, Antitrust and Regulation, in ECONOMIC
REGULATION AND ITS REFORM: WHAT HAVE WE LEARNED? 35 (Nancy L. Rose ed., 2014).
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1. Wi-Fi is wireless transmissions that use 802.11b/g/n/ac specification and are used
for wireless Internet access. See AIR802, IEEE 802.11 A/B/G/N WI-FI STANDARDS AND
FACTS, available at http://www.air802.com/files/802-11-WiFi-Wireless-Standards-andFacts.pdf. Wi-Fi devices use unlicensed spectrum governed by Part 15 of Title 47 of the
)&&¶VUXOHVSee 47 C.F.R. § 15 (2013).
2. Discover and Learn, WI-FI ALLIANCE, http://www.wi-fi.org/discover-and-learn
(last visited Mar. 2, 2014).
3. See id.
4. Paul Wagenseil, Google Spy Case Shows Why You Need to Encrypt Your Wi-Fi,
NBCNEWS.COM (Jan 21, 2012), http://www.nbcnews.com/technology/technolog/googlespy-case-shows-why-you-need-encrypt-your-wi-744411.
5. See Richard L. Ravin, Using Public Wi-Fi Hotspots Can Land You in Hot Water
by Risking Disclosure of Confidential Information, 251 N.J. LAW. MAG., Apr. 2008, at 10,
10; see also In re Innovatio IP Ventures, LLC Patent Litig., 886 F. Supp. 2d 888, 888 (N.D.
Ill. 2012).
6. Ravin, supra note 5, at 10.
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In a world of smartphones and tablets, the risk of revealing personal
information never intended to be disseminated publicly is high. Wi-Fi1 and
other wireless communications technologies provide the ability to connect
DOO RI RQH¶V IDYRULWH FRQWHQW with a mobile phone, computer, or other
devices easily and quickly.2 This enables one to stay productive on the go
by connecting to the Internet from remote locations.3
However, with this convenience comes great risk. For example,
³>K@DFNHUV VQRRSLQJ RQ XQSURWHFWHG RU SRRUO\ SURWHFWHG :L-Fi networks
have been responsible for some of the biggest cyberheists in recent history,
including numerous thefts from Seattle-area businesses from 2006 to 2011
and the 2007 TJX Companies data breach, which exposed 45 million credit
FDUG QXPEHUV´ 4 Using Wi-Fi networks to send or receive confidential
information could result in unauthorized disclosure of attorney-client
privileged communications, trade secrets, or other confidential
information²raising serious malpractice and ethical ramifications for
attorneys. Because unencrypted private networks and public hotspots use
public airwaves instead of wires for the transmission of communications,
the interception of such unencrypted transmissions may not be within the
reach of state or federal wiretap laws, even if such communications include
user names, passwords, account numbers, credit card numbers, Social
Security numbers, trade secrets, or attorney-client privileged
communications.5 (YHQPRUHWURXEOHVRPH³WKHPHUHXVHRIVXFKQHWZRUNV
could call into question the status of such information as being confidential,
SULYLOHJHG RU WUDGH VHFUHW´ EHFDXVH exposing the information to an
unencrypted network makes that information available for public
consumption in its readable form. 6 Though ³ RI LQWHUQHW XVHUV KDYH
taken steps online to remove or mask their digital footprints . . . [and] 55%
of internet users have taken steps to avoid observation by specific people,
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organizations, or the government,´7 cautious Internet users are often at the
mercy of their less careful correspondents. For example, the sender of an
email attachment containing sensitive personal information sent from a
secure, encrypted Wi-Fi network is in no position to ensure that the
recipient²be it a doctor, lawyer, accountant, priest, or spouse²has taken
care to encrypt her own Wi-Fi network. Therefore, anyone parked outside
her house with a packet sniffer while she downloads the attachment could
intercept its contents because the recipient’s Wi-Fi network was not
encrypted.8
This Note examines the authority of the Federal Communications
&RPPLVVLRQ ³)&&´  WR DGGUHVV such data privacy concerns under the
Wiretap Act and finds that this outdated regulatory framework places the
FCC at a regulatory disadvantage. Part II of this Note explains how Wi-Fi
works and why many consumers who believe their private information is
protected are actually vulnerable to attack. Part III discusses WKH )&&¶V
authority to regulate the interception of Wi-Fi communications under the
DJHQF\¶V general statutory jurisdiction over communications technologies.
Part III also explores recent litigation that demonstrates the inconsistencies
in statutory interpretation that have arisen as a result of new technology and
the ambiguous existing statutory framework. Part IV examines recent FCC
administrative litigation and why it is important for the FCC to regulate
new technology so as to bolster information privacy. Part V argues that
Congress should amend the Wiretap Act to better protect user privacy. Part
VI weighs several possible FCC administrative solutions and combinations
thereof. Part VII discusses the implications of these administrative and
legislative reforms for consumers and corporations.

II. BACKGROUND
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Y K
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7. LEE RAINIE ET AL., PEW RESEARCH CTR., ANONYMITY, PRIVACY, AND SECURITY
ONLINE 2, 4 (Sept. 5, 2013), available at http://www.pewinternet.org/files/oldmedia//Files/Reports/2013/PIP_AnonymityOnline_090513.pdf.
8. See Joffe v. Google, Inc., 729 F.3d 1262, 1272 (9th Cir. 2013), amended and
superseded on reh’g, 746 F.3d 920 (9th Cir. 2013), cert denied, 134 S. Ct. 2877 (2014).
9. See Discover and Learn, supra note 2.
10. Id.
11. See GIUSEPPE ANASTASI ET AL., WI-FI IN AD HOC MODE: A MEASUREMENT STUDY
5±6 (2004), available at http://pdf.aminer.org/000/538/456/wi_fi_in_ad_hoc_mode_a_
measurement_study.pdf.
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Wi-Fi networks wirelessly connect electronic devices such as laptop
computers, tablets, video game consoles, and smartphones to the Internet
and each other through wireless network access points.9 These networks
operate in the 2.4 and 5 GHz radio bands,10 and typically have a range of
several hundred feet, although performance varies depending on
obstructions and interference from other sources.11
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Today, 70.8% of Wi-Fi networks are estimated to be secured with
encryption, leaving nearly 30% of Wi-Fi networks unsecured.12 Collecting
private information from these unsecured networks is easier than the
average consumer might believe. Many hackers use packet-sniffing
technology, which can unveil the contents of unencrypted network
transmissions, to illegally break into networks and capture data including
passwords, IP addresses, and other information that will help an attacker
infiltrate the network.13 Essentially, packet sniffing is to computer networks
as wiretapping is to a telephone network.
According to Joel Gurin, former Chief of the Consumer and
*RYHUQPHQWDO $IIDLUV %XUHDX DW WKH )&& ³>Z@KHWKHU LQWHQWLRQDO RU QRW
collecting information sent over WiFi networks clearly infringes on
FRQVXPHUSULYDF\´14 Since the FCC is the agency charged with promoting
³VDIHW\ RI OLIH DQG SURSHUW\´ E\ ³UHJXODWLQJ LQWHUVWDWH DQG IRUHLJQ
commerce in communication by wire and radio,´15 the FCC can apply the
substantive provisions of the Wiretap Act to emerging technologies such as
Wi-Fi networks.
The FCC has examined the interception of private information over
unencrypted Wi-Fi networks in the past. For example, in 2010, the agency
opened an investigation into Google¶V 6WUHHW 9LHZ SURMHFW after the
company admitted in May 2010 that its Street View cars had ³PLVWDNHQO\´
collected samples of ³SD\ORDG GDWD´LQFOXGLQJ ³H-mail and text messages,
passwords, Internet usage history, and other highly sensitive personal
information´ from unsecured Wi-Fi networks. 16 Google subsequently
explained WKDW³while most of the data´LWKDGFROOHFWHGZDV³fragmentary,

10/21/2014 10:02:02
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12. See WIRELESS GEOGRAPHIC LOGGING ENGINE, http://wigle.net/gps/gps/main/stats/
(last visited Mar. 2, 2014).
13. MOHAMMED ABDUL QADEER ET AL., IEEE COMPUTER SOC¶Y, NETWORK TRAFFIC
ANALYSIS AND INTRUSION DETECTION USING PACKET SNIFFER 313 (2010), available at
http://eecs.wsu.edu/~nroy/courses/spring2013/cptsee555/papersbystudent/Network%20Traff
ic%20Analysis%20and%20Intrusion%20Detection%20using%20Packet%20Sniffer_Steven.
pdf.
14. Joel Gurin, Consumer View: Staying Safe from Cyber Snoops, OFFICIAL BLOG OF
THE FCC (June 11, 2010), http://reboot.fcc.gov/blog?entryId=493624.
15. 47 U.S.C. § 151 (2006).
16. Google, Inc., Notice of Apparent Liability for Forfeiture, DA 12-592, para. 1 (rel.
Apr. 13, 2012) [hereinafter Notice of Apparent Liability], available at http://
transition.fcc.gov/DA-12-592A1.pdf; see also Joffe v. Google, Inc., 746 F.3d 920, 922±23
(9th Cir. 2013), aff’g In re Google Inc. St. View Elec. Commc¶ns Litig., 794 F. Supp. 2d
1067 (N.D. Cal. 2011) ³3D\ORDG GDWD LQFOXGHV HYHU\WKLQJ WUDQVPLWWHG E\ D GHYLFH
connected to a Wi-Fi network, such as personal emails, usernames, passwords, videos, and
documents.´ ; see also Alan Eustace, WiFi Data Collection: An Update, GOOGLE OFFICIAL
BLOG (May 14, 2010), http://googleblog.blogspot.com/2010/05/wifi-data-collectionupdate.html.
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in some instances entire emails and URLs were captured, as well as
SDVVZRUGV´17
$OWKRXJKWKH)&&¶V*RRJOH6WUHHW9LHZLQYHVWLJDWLRQOHIWREVHUYHUV
with many unanswered questions, it also broke new ground for the agency
in its role in policing consumer privacy. 18 7KH )&&¶s investigation into
whether this interception of sensitive and personal information violated
section 705(a) of the Communications Act19 is examined in Part IV below.
Since the FCC can enforce civil violations of the Wiretap Act involving
Wi-Fi networks, what does that mean for companies and individuals
moving forward? The penalty for this type of invasion of privacy was not
HVWDEOLVKHG LQ WKH )&&¶V *RRJOH LQYHVWLJDWLRQ LQ SDUW EHFDXVH the agency
lacked sufficient information.20 The FCC issued nothing more than a slap
on the wrist in the form of a measly $25,000 fine 21 to Google (which
generated revenue of $14,890,000,000 in the third quarter of 2013). 22
Although the Google case suggests that the FCC intends to enforce the
Wiretap Act provisions against similar privacy violations in the future,
Congress should also take notice of this issue and explore statutory reform.
Since the passage of the 1996 amendments to the Communications
Act eighteen years ago, communications technology has evolved more
rapidly than lawmakers could have imagined. It is time for Congress to
realign the Communications Act and the Wiretap Act with present
WHFKQRORJLFDO UHDOLWLHV &RQJUHVV PXVW H[SDQG WKH )&&¶V DXWKRULW\ to
regulate emerging technologies. Doing so will allow the FCC to keep up
ZLWK WKH ³UDSLG GHSOR\PHQW RI QHZ WHFKQRORJ\´ LW KDV EHHQ DVNHG E\
Congress to promote.23 In a world where the unofficial slogan of Silicon
9DOOH\LV³>E@HWWHUWRVHHNIRUJLYHQHVVWKDQSHUPLVVLRQ´24 WKH)&&¶VDELOLW\

10/21/2014 10:02:02

C M
Y K

35573-fcl_66-3 Sheet No. 70 Side B

17. Alan Eustace, Creating Stronger Privacy Controls Inside Google, GOOGLE
OFFICIAL BLOG (Oct. 22, 2010), http://googleblog.blogspot.com/2010/10/creating-strongerprivacy-controls.html.
18. ,QDGGLWLRQWRWKH)&&WKH)HGHUDO7UDGH&RPPLVVLRQ ³)7&´ SOD\VDPDMRUUROH
in policing consumer privacy violations. Under federal law, the FTC is empowered to
³SUHYHQW´ PRVW FRPSDQLHV ³IURP using . . . unfair or deceptive acts or practices in or
affecting commercH´86& D   
19. 47 U.S.C. § 605(a) (2006).
20. Id.
21. See David Streitfeld & Edward Wyatt, Unanswered Questions in F.C.C.’s Google
Case, N.Y. TIMES, Apr. 16, 2012, at B1, available at http://www.nytimes.com/
2012/04/16/technology/fccs-google-case-leaves-unansweredquestions.html?pagewanted=all [hereinafter Unanswered Questions].
22. See Chris Velazco, Google Beats the Street in Q3 with $14.89B in Revenue, Net
Income of $2.97B, and EPS of $10.74, TECHCRUNCH (Oct. 17, 2013), http://techcrunch.com/
2013/10/17/google-q3-2013-earnings/.
23. See Elizabeth D. Lauzon, Annotation, Construction and Application of
Communications Act of 1934 and Telecommunications Act of 1996 – United States Supreme
Court Cases, 32 A.L.R. FED. 2D 125 § 2 (2008).
24. See David Streitfeld & Claire Cain Miller, Google Hastens to Show Its Concern
for Privacy, N.Y. TIMES, Mar. 14, 2013, at B1, available at http://www.nytimes.com/
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to address public concerns about privacy is essential to promoting
confidence in new technology.
,I &RQJUHVV ZHUH WR H[SOLFLWO\ GHILQH WKH )&&¶V DXWKRULW\ over new
technologies²perhaps by clearly defining the phrases ³UHDGLO\ DFFHVVLEOH
WR WKH JHQHUDO SXEOLF´ DQG ³UDGLR FRPPXQLFDWLRQV,´ DV GLVFXVsed in Part
III²it would remove obstacles to enforcement created by ambiguous
language in the statute. Wi-Fi networks and similar technologies have
become increasingly more common and in, therefore, merit greater FCC
and judicial oversight. Consumer confidence is the backbone of the U.S.
technology market, but recent events have caused a plunge in consumer
confidence in information privacy and its regulators. 25 Congress must
counteract this threat to innovation by overhauling obsolete privacy laws.

III. PRIVACY PROTECTION UNDER THE
COMMUNICATIONS AND WIRETAP ACTS

C M
Y K

10/21/2014 10:02:02

2013/03/14/technology/google-focuses-on-privacy-after-street-viewsettlement.html?pagewanted=all [hereinafter Concern for Privacy].
25. See e.g., DANIEL CASTRO, INFO. TECH. & INNOVATION FOUND., HOW MUCH WILL
PRISM COST THE U.S. CLOUD COMPUTING INDUSTRY? 1, 2 (Aug. 2013); Sam Gustin, NSA
Spying Scandal Could Cost U.S. Tech Giants Billions, TIME BUS. & MONEY (Dec. 10, 2013),
http://business.time.com/2013/12/10/nsa-spying-scandal-could-cost-u-s-tech-giantsbillions/.
26. Lauzon, supra note 23.
27. See, e.g., Cable Communications Act of 1984, Pub. L. No. 98-549, 98 Stat. 2780;
Cable Television Consumer Protection and Competition Act of 1992, Pub. L. No. 102-385,
106 Stat. 1460; 47 U.S.C. § 201 (2006); Middle Class Tax Relief and Job Creation Act of
2012, Pub. L. No. 112-96, Title VI, 125 Stat. 156.
28. Wiretap Act, 18 U.S.C. § 2510(12) (2012).
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In order to understand the scope RI WKH )&&¶V MXULVGLFWLRQ RYHU
intercepted Wi-Fi communications, it is helpful to understand the two
statutes that grant the FCC general jurisdiction over communications
technologies and unlawful interceptions. The Communications Act of 1934
created the FCC, granting LW ³EURDG DXWKRULW\ RYHU LQWHUVWDWH DQG IRUHLJQ
communication by wire or radio . . . ´ 26 Congress has amended the
Communications Act several times since 1934 in an effort to enable the
FCC to regulate new technologies that have rendered old statutory
provisions obsolete. 27 In 1968, the Wiretap Act broadened the scope of
FCC jurisdiction through an additional grant of authority over electronic
communications in addition to the already existing FCC jurisdiction over
wire and radio communications. 28 The Wiretap Act, which is crossreferenced through the Communications Act, grants the FCC general
authority to regulate emerging technologies, including Wi-Fi networks. The
following discussion examines both statutes and their implications in turn.
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A. The Communications Act of 1934
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29. 47 U.S.C. § 151 (2006).
30. The FCC replaced the Federal Radio Commission, which regulated radio use from
1926 to 1934. FCC MAX D. PAGLIN, A LEGISLATIVE HISTORY OF THE COMMUNICATIONS ACT
OF 1934, at 3 (1989).
31. 47 U.S.C. § 151 (2006).
32. 47 U.S.C. § 154(i) (2006).
33. American Broadcasting Co. v. FCC, 191 F.2d 492, 498 (D.C. Cir. 1951).
34. WOKO, Inc. v. FCC, 109 F.2d 665, 667 (D.C. Cir. 1939).
35. Lauzon, supra note 23.
36. Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (codified as
amended in scattered sections of 47 U.S.C.).
37. Id.
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The Communications Act of 1934 established tKH )&& ³>I@RU WKH
purpose of regulating interstate and foreign commerce in communication
by wire and radio´ LQ WKH 8QLWHG 6WDWHV29 The Act stripped the Interstate
Commerce Commission of its jurisdiction over telecommunications carriers
and gave that authority to the newly created FCC. 30 By enacting this
VWDWXWH &RQJUHVV LQWHQGHG WR PDNH DYDLODEOH ³D UDSLG HIILFLHQW 1DWLRQwide, and world-wide wire and radio communication service with adequate
IDFLOLWLHV´ DQG WR SURPRWH ³VDIHW\ RI OLIH DQG SURSHUW\ WKURXJK WKH XVH RI
wire and radio communications, and for the purpose of securing a more
HIIHFWLYHH[HFXWLRQRIWKLVSROLF\´31
The Communications Act also confers broad authority to the FCC to
SURWHFW WKH SXEOLF LQWHUHVW WKURXJK UXOHV DQG UHJXODWLRQV 7KH )&&¶V
rulemaking authority comes from section 4(a) of the Act, which provides
WKDW³>W@KH&RPPLVVLRQPD\SHUIRUPDQ\DQGDOODFWVPDNHVXFKUXOHVDQG
regulations, and issue such orders, not inconsistent with this chapter, as
PD\ EH QHFHVVDU\ LQ WKH H[HFXWLRQ RI LWV IXQFWLRQV´32 CongUHVV¶ ultimate
purpose in establishing the FCC was to set up an expert agency capable of
coping with the ever-FKDQJLQJ DQG FRQVWDQWO\ LQFUHDVLQJ SUREOHPV RI ³D
ERRPLQJ LQGXVWU\´ 33 to secure and protect the public interest, 34 and to
ensure uniformity of regulation.35
In order to address changes in technology and further its effort to
preserve and protect the integrity of communications by wire and radio in
the United States, Congress enacted the Telecommunications Act of 1996
³7HOHFRPPXQLFDWLRQV $FW´  36 The Telecommunications Act overhauled
the Communications Act to provide the FCC with additional authority to
promote competition in the telecommunications industry, encourage the
rapid deployment of new technology, and regulate nearly all radio
communications in the United States.37
7KH )&&¶V DXWKRULW\ WR UHJXODWH FRPPXQLFDWLRQV LQWHUFHSWHG RYHU
unencrypted Wi-Fi networks comes from the prohibitions outlined in
section 705(a) of the Communications Act. Section 705(a) regulates the
unauthorized publication or use of communications, prohibiting certain acts
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such as using and intercepting communications without authorization,
except under certain conditions denoted in the Wiretap Act. 38

B. The Wiretap Act
,Q UHVSRQVH WR ³FRQJUHVVLRQDO investigations and published studies
that found extensive wiretapping had been conducted by government
agencies and private individuals without the consent of the parties or legal
VDQFWLRQ´39 Congress passed Title III of the Omnibus Crime Control and
Safe Streets Act of 1968 (commonly known as the ³:LUHWDS$FW´ ,40 which
originally covered only the unauthorized, nonconsensual interception of
wire and oral communications by government agencies.41
By the 1980s, however, technology had evolved to offer wireless
telephone services and communication through data transfer rather than
voice. 42 Since the Wiretap Act applied only to voice communications over
a wire or face to face, the need for Congressional action was clear.43 The
courts were still uncertain whether the Fourth Amendment protected
communications over these new technologies, and the government argued
that transmitting data through the computer of an Internet service provider
waived any expectation of privacy. 44 According to some advocates,
Congress faced WKH ULVN RI ³>D@ UXOLQJ E\ WKH FRXUWV WKDW ZLUHOHVV RU GDWD
communications were not private, [which] would have stopped
GHYHORSPHQW RI WKHVH WHFKQRORJLHV GHDG LQ WKHLU WUDFNV´ 45 &RQJUHVV¶V
response was to significantly revise the Wiretap Act by enacting the
(OHFWURQLF&RPPXQLFDWLRQV3ULYDF\$FW ³(&3$´ 46
Title I of ECPA amended the Wiretap Act in 1986 to include
³HOHFWURQLF FRPPXQLFDWLRQV´ DORQJ ZLWK WKH FRPPXQLFDWLRQV E\ ZLUHDQG
radio already covered by the Wiretap Act.47 As amended since, the current
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38. 47 U.S.C. § 605(a) (2006). The exceptions are at chapter 119 of Title 18 of the
United States Code.
39. See Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (Wiretap
Act), DEP¶ T OF J USTICE, O FFICE OF JUSTICE P ROGRAMS, JUSTICE INFO . S HARING , http://
www.it.ojp.gov/default.aspx?area=privacy&page=1284#contentTop (last visited Mar. 2,
2014).
40. Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351, tit. III,
82 Stat. 197 (codified as amended at 18 U.S.C. §§ 2510±2520 (1968)).
41. 18 U.S.C. § 2511(1)(a) (1968).
42. See Security and Surveillance, CTR. FOR DEMOCRACY & TECH.,
https://www.cdt.org/issue/wiretap-ecpa (last visited Mar. 2, 2014).
43. Id.
44. Id.
45. Id.
46. Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat.
1848 (codified as amended in scattered sections of 18 U.S.C.).
47. S. REP. NO. 99-541, at 3 (1986), reprinted in 1986 U.S.C.C.A.N. 3555, 3557; see
also Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 874 (9th Cir. 2002). Wi-Fi networks
DUH DQ H[DPSOH RI DQ ³HOHFWURQLF FRPPXQLFDWLRQ´ ZKLFK LV GHILQHG E\ &RQJUHVV DV D
FRPPXQLFDWLRQWUDQVPLWWHGE\WUDQVIHUULQJ³VLJQVVLJQDOVZULWLQJLPDJHVVRXQGVGDWDRU
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Wiretap Act SURYLGHV WKDW ZLWK FHUWDLQ H[FHSWLRQV ³DQ\ SHUVRQ ZKR
LQWHQWLRQDOO\ LQWHUFHSWV    DQ\ ZLUH RUDO RU HOHFWURQLF FRPPXQLFDWLRQ´
shall be subject to criminal and civil liability.48 The amendments also made
it illegal for government agencies or private parties to wiretap telephones or
LQVWDOO HOHFWURQLF ³VQLIIHUV´ that read Internet traffic. 49 The Wiretap Act
gives a private right of action to individuals aggrieved by the unlawful
wiretapping of any person ³RWKHUWKDQWKH8QLWHGStates.´50

C. Applicable Statutes Outdated as a Result of Innovation
The gap between what technology is capable of doing and the
IDUWKHVWUHDFKHVRIH[LVWLQJUHJXODWLRQVLVJURZLQJ³>7@KH)&&¶VDXWKRULW\
under Title ,LVDWEHVWXQFHUWDLQ´51
In Konop v. Hawaiian Airlines, Inc., the United States Court of
Appeals for the Ninth Circuit tackled the issue of whether a particular
FRPPXQLFDWLRQZDVDQ³HOHFWURQLFFRPPXQLFDWLRQ´DQGLIVRZKHWKHU an
³LQWHUFHSWLRQ´ had occurred.52 In its opinion, the court noted that the issue
was unnecessarily complicated by the seriously outdated Wiretap Act,
observing WKDW ³>F@RXUWV KDYH VWUXJJOHG WR DQDO\]H SUREOHPV involving
modern technology within the confines of this statutory framework, often
ZLWKXQVDWLVI\LQJUHVXOWV´53 The Konop court, back in 2002, recognized the
QHHG IRU &RQJUHVV WR UHIRUP WKH ³FRQIXVLQJ DQG XQFHUWDLQ´ DUHD RI ODZ
under the Wiretap Act.54 Since then, technology has continued to evolve; it
is time that Congress act to protect the privacy of the billions of people
who transmit private information over Wi-Fi networks every day.
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intelligence of any nature transmitted in whole or in part by wire, radio, electromagnetic,
SKRWRHOHFWURQLF RU SKRWRRSWLFDO V\VWHP WKDW DIIHFWV LQWHUVWDWH RU IRUHLJQ FRPPHUFH´ 
U.S.C. § 2510(12) (2012).
48. 18 U.S.C. §§ 2511(1)(a), 2511(4)(a), 2520(a) (2012). ³>,@QWHUFHSW´DVdefined by
WKH:LUHWDS$FW³PHDQVWKHDXUDORURWKHUDFTXLVLWLRQRIWKHFRQWHQWVRIDQ\ZLUHHOHFWURQLF
RURUDOFRPPXQLFDWLRQWKURXJKWKHXVHRIDQ\HOHFWURQLFPHFKDQLFDORURWKHUGHYLFH´
U.S.C. § 2510(4) (2012).
49. 18 U.S.C. § 2510(6) (2012).
50. 18 U.S.C. § 2520 (2012).
51. James B. Speta, FCC Authority to Regulate the Internet: Creating It and Limiting
It, 15 LOY. U. CHI. L. J. 15, 22 (2004).
52. Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 874 (9th Cir. 2002).
53. See id. (citing Robert A. Pikowsky, Legal and Technological Issues Surrounding
Privacy of Attorney Client Communication Via Email, Advocate, Oct. 2000, at 17±19
(discussing the uncertainty over email privacy caused by ECPA and judicial interpretations
thereof); see also LeEllen Coacher, Permitting Systems Protection Monitoring: When the
Government Can Look and What It Can See, 46 A.F. L. REV. 155, 171±74 (1999) (same);
Tatsuya Akamine, Note, Proposal for a Fair Statutory Interpretation: E-mail Stored in a
Service Provider Computer is Subject to an Interception Under the Federal Wiretap Act, 7
J.L. POL¶Y 519, 521±29, 561±68 (1999) (criticizing the judiciary's interpretation of ECPA)).
54. Konop)GDW ³:HREVHUYHWKDWXQWLO&RQJUHVVEULQJVWKHODZVLQOLQH
ZLWK PRGHUQ WHFKQRORJ\ SURWHFWLRQ RI WKH ,QWHUQHW DQG ZHEVLWHV VXFK DV .RQRS¶V ZLOO
remain . . . uncertain . . . .´ 

35573-fcl_66-3 Sheet No. 73 Side A

Issue 3

10/21/2014 10:02:02

SHAPING DATA PRIVACY RULES

547

D. Exceptions to the Wiretap Act and Related Litigation
The Wiretap Act, as amended by ECPA, makes it illegal to intercept
electronic communications, but it includes an important exception that is
relevant to the interception of communications over Wi-Fi networks. The
Wiretap Act exempts from liability the interception of communications
³PDGH WKURXJK DQ HOHFWURQLF FRPPXQLFDWLRQ V\VWHP WKDW LV FRQILJXUHG VR
that such electronic communication is readily accessible to the general
SXEOLF´ 55 Communications that fall within this exception may be
intercepted legally regardless of whether or not they were intended to be
made available to the public.56 7KHSKUDVH³UHDGLO\DFFHVVLEOHWRWKHJHQHUDO
SXEOLF´LVGHILQHGLQsection 2510(16) with respect to radio communication
to mean WKDWVXFKFRPPXQLFDWLRQLVQRW³VFUDPEOHGRUHQFU\SWHG,´DPRQJ
other requirements. 57 The statute does not, however, specifically address
when electronic communications DUH ³UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO
SXEOLF´58 ³7KHOHJLVODWLYHKLVWRU\RIECPA suggests that Congress wanted
to protect electronic communications that are configured to be private, such
DV HPDLO DQG SULYDWH HOHFWURQLF EXOOHWLQ ERDUGV´ DV RSSRVHG Wo
communications that are easily accessible to the general public.59
In 2010, several individuals brought a consolidated class action
complaint against Google in the United States District Court for the
Northern District of California regarding WKHFRPSDQ\¶Vcollection of Wi-Fi
payload data, alleging among other things that Google unlawfully
intercepted their communications in violation of the Wiretap Act.60 Google,
in defense of its Street View data collection, argued that intercepting
payload data transmitted on an unencrypted Wi-Fi network is not a
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55. 18 U.S.C. § 2511(g)(i) (2012).
56. But see Orin Kerr, District Court Rules that the Wiretap Act Does Not Prohibit
Intercepting Unencrypted Wireless Communications, VOLOKH CONSPIRACY (Sept. 6, 2012,
7:08 PM), http://www.volokh.com/2012/09/06/district-court-rules-that-the-wiretap-actdoes-not-prohibit-intercepting-unencrypted-wireless-communications/.
57. 18 U.S.C. § 2510(16) (2012). It is important to note that section 2510(16)
specifies radio communication when addressing ZKHWKHUVRPHWKLQJLV³UHDGLO\DFFHVVLEOHWR
WKHSXEOLF´
58. Joffe v. Google, Inc., 746 F.3d 920, 924 (9th Cir. 2013).
59. Konop, 302 F.3d at 874 (quoting S. REP. NO. 99-541, at 35±36, reprinted in 1986
86&&$1 DW  ³7KLV provision [the SCA] addresses the growing problem of
unauthorized persons deliberately gaining access to . . . electronic or wire communications
WKDWDUHQRWLQWHQGHGWREHDYDLODEOHWRWKHSXEOLF´ DQGH.R. REP. NO. 99-647 at 41, 62±63
  ³[D]escribLQJ WKH &RPPLWWHH¶V XQGHUVWDQGLQJ WKDW WKH FRQILJXUDWLRQ RI WKH
electronic communications system would determine whether or not an electronic
communication was readily accessible to the public . . . .´ ).
60. Joffe v. Google, Inc., 746 F.3d 920, 924 (9th Cir. 2013). The consolidated class
was comprised of all persons whose electronic communications were intercepted by Google
6WUHHW9LHZYHKLFOHVVLQFH0D\)RUDGLVFXVVLRQRI*RRJOH¶VDOOHJHGFRQGXFWVHH
infra Part IV.
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violation of the Wiretap Act because it falls into the exception in 18 U.S.C.
section 2511(2)(g)(i)61 ³*´ ZKLFKVWDWHV as follows:
(g) It shall not be unlawful under this chapter or chapter 121 of
this title for any person ± (i) to intercept or access an electronic
communication made through an electronic communication
system that is configured so that such electronic
communication is readily accessible to the general public.62
The court thus faced the question ZKHWKHUWKHSKUDVH³UHDGLO\DFFHVVLEle to
WKH JHQHUDO SXEOLF´ DSSOLHV WR unencrypted Wi-Fi networks and,
accordingly, whether Wi-Fi networks fall into the G1 exception.63
The consolidated class action plaintiffs argued that the phrase
³µUHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF¶ DSSOLHV VROHO\ to µUDGLR
FRPPXQLFDWLRQV¶ DV VSHFLILHG >LQ WKH GHILQLWLRQ LQ  86& section
  @ DQG WKXV ZRXOG RQO\ DSSO\ WR H[HPSWLRQ * µUDGLR
64
FRPPXQLFDWLRQV¶
DQG QRW H[HPSWLRQ *
µHOHFWURQLF
65
FRPPXQLFDWLRQV¶ ´ The court acknowledged in its opinion that this
case of first impression as to whether the Wiretap Act imposes
liability upon a defendant who allegedly intentionally
intercepts data packets from a wireless home network . . .
presents a novel question of statutory interpretation as to how
the definition in 6HFWLRQ  RIµUHDGLO\DFFHVVLEOHWRWKH
JHQHUDOSXEOLF¶PRGLILHVH[HPSWLRQ*LIDWDOO66
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61. In re Google Inc. St. 9LHZ (OHF &RPPF¶QV /LWLJ., 794 F. Supp. 2d 1067, 1073
(N.D. Cal. 2011).
62. 18 U.S.C. § 2511(2)(g)(i) (2012).
63. See Andrew Fong, In re Google Inc. Street View Electronic Communications
Litigation: Radio Communications and Privacy by Convention, BERKELEY TECH. L.J. BOLT
(July 4, 2011), http://btlj.org/2011/07/04/in-re-google-inc-street-view-electronic-communi
cations-litigation-radio-communications-and-privacy-by-convention/.
64. 18 U.S.C. § 2511(2)(g)(iL  ³*´ states that:
(g) It shall not be unlawful under this chapter or chapter 121 of this title
for any person ± . . . (ii) to intercept any radio communication which is
transmitted ± (I) by any station for the use of the general public, or that
relates to ships, aircraft, vehicles, or persons in distress; (II) by any
governmental, law enforcement, civil defense, private land mobile, or
public safety communications system, including police and fire, readily
accessible to the general public; (III) by a station operating on an
authorized frequency within the bands allocated to the amateur, citizens
band, or general mobile radio services; or (IV) by an marine or
aeronautical communications system.
18 U.S.C. § 2511(2)(g)(ii) (2012).
65. See In re Google, 794 F. Supp. 2d at 1073.
66. Id. at 1074; see also 18 U.S.C. § 2510(16) (2012) ³µ[R]eadily accessible to the
general public¶PHDQVZLWKUHVSHFWWRDUDGLRFRPPXQLFDWLRQWKDWVXFKFRPPXQLFDWLRQLV
QRW $ VFUDPEOHGRUHQFU\SWHG´).
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67. In re Google, 794 F. Supp. 2d at 1075.
68. See K Mart Corp. v. Cartier, Inc., 486 U.S. 281, 282 (1988).
69. Joffe v. Google, Inc., 746 F.3d 920, 924 (9th Cir. 2013) (citing In re Google, 794
F. Supp. 2d at 1076±81).
70. Id.
71. Id.
72. In re Google, 794 F. Supp. 2d at 1084.
73. Id.
74. See generally Joffe, 746 F.3d at 920.
75. See In re Google, 794 F. Supp. 2d at 1068.
76. Joffe, 746 F.3d at 926.
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The cRXUWIXUWKHUQRWHGWKDW³&RQJUHVVKDVQRWH[SUHVVO\GHFODUHGLWV
intent as to how Section 2510(16) should apply to exemption G1 in the
SODLQ WH[W RIWKH VWDWXWH QRU KDV &RQJUHVV GHILQHGµUDGLR FRPPXQLFDWLRQ¶
DQ\ZKHUHZLWKLQWKH$FW´67 7KHUHIRUHFRXUWV³PXVWDVFHUWDLQWKHVWDWXWH¶V
plain meaning by looking to the particular language at issue and the
language and GHVLJQ RI WKH VWDWXWH DV D ZKROH´68 In doing so, the district
court determined that an unencrypted radio communication LV ³UHDGLO\
accessible to the general public,´ VR LWV LQWHUFHSWLRQ GRHV QRW JLYH ULVH WR
liability under the Wiretap Act because of the combination of the G1
exemption and the section 2510(16) definition. 69 Because ³UDGLR
FRPPXQLFDWLRQ´ LV QRW GHILQHG E\ WKH :LUHWDS $FW WKH FRXUW UHDVRQHG,
³µUDGLRFRPPXQLFDWLRQ¶ HQFRPSDVVHVRQO\µWUDGLWLRQDOUDGLRVHUYLFHV¶DQG
not other technologies that also transmit data using radio waves, such as
cellular phones and Wi-Fi networks´ 70 Therefore, the section 2510(16)
GHILQLWLRQ RI ³UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF´ GRHV QRW DSSO\ WR
Wi-Fi networks because the definition is limited to electronic
communications that are radio communications.71 Acknowledging that the
plain language of the statute is ambiguous, for it does not define the phrase
³UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF´ DV LW DSSOLHV WR DQ ³HOHFWURQLF
communication´ WKDW LV QRW D ³UDGLR FRPPXQLFDWLRQ,´ the court denied
*RRJOH¶V PRWLRQ WR GLVPLVV WKH Wiretap Act claim.72 ³[W]ithout more,´
the court held, ³merely pleading that a network is unencrypted does not
render that network readily accessible to the general public and serve to
remove the intentional interception of electronic communications from that
network from liability under the [ECPA].´73
Google sought interlocutory review of WKHGLVWULFWFRXUW¶VUXOLQJfrom
U.S. Court of Appeals for the Ninth Circuit, arguing that the trial court had
misconstrued the Wiretap Act. 74 Specifically, Google contended that the
district cRXUW HUUHG LQ ILQGLQJ WKDW &RQJUHVV GLG QRWLQWHQGIRU ³HOHFWURQLF
FRPPXQLFDWLRQV´ VXFK DV :L-Fi, to be included in the narrow G1
exception for electronic FRPPXQLFDWLRQV³UHDGLO\DFFHVVLEOHWRWKHJHQHUDO
SXEOLF´75 The Ninth Circuit held that the phrase ³UHDGLO\DFFHVVLEOHWRWKH
JHQHUDOSXEOLF´LQsection 2510(16) with respect to a radio communication
does not DSSO\WRWKHH[HPSWLRQIRUDQ³HOHFWURQLFFRPPXQLFDWLRQ´WKDWLV
³UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF´ XQGHU WKH * H[HPSWLRQ 76
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)XUWKHU WKH FRXUW GHWHUPLQHG WKDW WKH RUGLQDU\ PHDQLQJ RI ³UDGLR
FRPPXQLFDWLRQ´ GRHV QRW LQFOXGH GDWD WUDQVPLWWHG RYHU D :L-Fi network
and that the payload data transmitted over unencrypted Wi-Fi networks that
was captured by Google is not predominantly auditory and is therefore
outside of the section 2510(16) definition.77 In essence, the Ninth Circuit
ruling determined that intercepting Wi-Fi communications can violate the
Wiretap Act.

E. Inconsistencies in the Courts
In affirming the district cRXUW¶VGHQLDORI *RRJOH¶VPRWLRQWRGLVPLVV
the Ninth Circuit examined the provisions of the Wiretap Act by looking to
the plain language of the statute,78 congressional intent,79 and the statute as
a whole.80 The district court, in determining that Wi-Fi transmissions are
not radio communications, acknowledged that the data on an open Wi-Fi
network is only accessible in plain text via sophisticated technology.81
However, in a different case²In re Innovatio IP Ventures, LLC
Patent Litigation²Judge Holderman of the United States District Court for
the Northern District of Illinois ruled otherwise.82 In that case, the district
court JUDQWHG ,QQRYDWLR¶V 5XOH  F   mRWLRQ KROGLQJ WKDW ,QQRYDWLR¶V
use of commercially available Wi-Fi network analyzers to collect
information about the wireless network uVHUV¶ allegedly infringing Wi-Fi
networks was legal and not in violation of the Wiretap Act. 83 Innovatio
argued, and the court agreed, that the Wiretap Act does not apply because
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77. Id. at 926±28.
78. See id. at 926±29 (defining the ordinary meaning of the phrase ³UDGLR
FRPPXQLFDWLRQV´ to be (1) predominantly auditory and (2) broadcast and holding that the
payload data collected by Google over unencrypted Wi-Fi networks cannot be classified as
predominantly auditory).
79. See id. at 927±28 (identifying similar terms in the Wiretap Act that Congress
chose to provide definitions for and noting that Congress refrained from providing a
technical definition of ³UDGLR FRPPXQLFDWLRQ´ WKDW ZRXOG KDYH DOWHUHG WKH QRWLRQ WKDW LW
should carry its common, ordinary meaning).
80. See id. at 928±36.
81. See In re *RRJOH ,QF 6W 9LHZ (OHF &RPPF¶QV /LWLJ., 794 F. Supp. 2d 1067,
1071 (N.D. Cal. 2011).
82. See generally In re Innovatio IP Ventures, LLC Patent Litig., 886 F. Supp. 2d 888
(N.D. Ill. 2012); see also Mike Masnick, Judge Says Sniffing Unencrypted WiFi Networks is
Not Wiretapping, TECHDIRT (Sept. 10, 2012, 7:15 AM), http://www.techdirt.com/blog/
wireless/articles/20120907/16331020314/judge-says-sniffing-unencrypted-wifi-networks-isnot-wiretapping.shtml.
83. In re Innovatio, 886 F. Supp. 2d at 889±90. (³The packet capture adapter can
intercept data packets that are traveling wirelessly between the Wi-Fi router provided by the
Wireless Network Users and any devices that may be communicating with it, such as a
customer's laptop, smartphone, or tablet computer. Innovatio then uses Wireshark network
packet analyzer software to analyze the data packets, revealing information about the
configuration of the network and the devices in the network. The data packets also include
any substantive information that customers using the Wi-Fi network may have been
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HYHQ DVVXPLQJ WKDW ,QQRYDWLR¶V SURSRVHG SURWRFRO LQWHUFHSWV
Wi-Fi communications, Innovatio¶V SURSRVHG SURWRFRO IDOOV
LQWR WKH H[FHSWLRQ WR WKH :LUHWDS $FW DOORZLQJ D SHUVRQ µWR
intercept or access an electronic communication made through
an electronic communication system that is configured so that
such electronic communication is readily accessible to the
JHQHUDOSXEOLF¶84
7KH FRXUW QRWHG KRZHYHU WKDW ³DQ LQGLYLGXDO¶V RQOLQH DFWLYLW\ FDQ EH
chilled merely by the knowledge that a third party has the power to acquire,
KRZHYHUEULHIO\WKHFRQWHQWVRIKLVFRPPXQLFDWLRQ´85 Thus, the real issue
LVQRW³ZKHWKHUWKHnetworks DUHµUHDGLO\DFFHVVLEOHWRWKHJHQHUDOSXEOLF¶
but instead whether the network is configured in such a way so that the
electronic communications VHQWRYHUWKHQHWZRUNDUHUHDGLO\DYDLODEOH´86
Judge Holderman held that the proposed sniffing protocol is
permissible under the G1 H[FHSWLRQ WR WKH :LUHWDS $FW DQG WKDW ³>D@Q\
WHQVLRQEHWZHHQWKDWFRQFOXVLRQDQGWKHSXEOLF¶VH[SHFWDWLRQRISULYDF\LV
the product of the law¶V FRQVWDQW VWUXJJOH WR NHHS XS ZLWK FKDQging
WHFKQRORJ\´ 87 Judge Holderman also held that the sniffing technology
LQYROYHG LQ WKLV FDVH GLG QRW DPRXQW LQ KLV RSLQLRQ WR ³sophisticated
SDFNHWVQLIIHUWHFKQRORJ\´88 However, the Ninth Circuit in Joffe held just
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transmitting during the interception of the data packets, including e-mails, pictures, videos,
passwords, financial information, private documents, and anything else a customer could
WUDQVPLWWRWKHLQWHUQHW´ 
84. Id. at 892 (quoting 18 U.S.C. § 2511(g)(i) (2006)).
85. Id. (quoting Amati v. City of Woodstock, 829 F. Supp. 889, 1008 (N.D. Ill. 1993)
³KROGLQJ WKDW WKH SULYDF\ LQWHUHVWV RI DQ LQGLYLGXDO ZKRVH FRQYHUVDWLRQV FRPH XQGHU WKH
SRZHURIDQRWKHUDUHLPSOLFDWHGµHYHQLIWKHLQGLYLGXDOZDVDVVXUHGQRRQHZRXOGOLVWHQWR
his conversations, because the inGLYLGXDO¶V SULYDF\ LQWHUHVWV DUH QR ORQJHU DXWRQRPRXV¶´ 
DQG 8QLWHG 6WDWHV Y 5RGULJXH]  )G   G &LU   ³DFTXLVLWLRQ RFFXUV
µZKHQ WKH FRQWHQWV RI D ZLUH FRPPXQLFDWLRQ DUH FDSWXUHG RU UHGLUHFWHG in any way¶´
(emphasis added))).
86. Id. It is important to note that the court here was only considering the sniffing of
³3XEOLF-IDFLQJ1HWZRUNV´DQGGHFOLQHGWRDGGUHVV³ZKHWKHU,QQRYDWLRVKRXOGEHDOORZHGWR
VQLII WKH GHIHQGDQWV¶ SULYDWH QHWZRUNV WKDW DUH QRW DYDLODEOH WR WKH SXEOLF´ ZKLFK ZDs a
central issue in In re Google and other Google Street View litigation. Id. at 894, n. 6.
87. Id. at 894.
88. Id. at 893 (emphasis added).
Moreover, upon examination, the proposition that Wi-Fi communications
are accessible only with sophisticated technology breaks down. As
mentioned above, Innovatio is intercepting Wi-Fi communications with a
Riverbed AirPcap Nx packet capture adapter, which is available to the
public for purchase for $698.00. See Riverbed Technology Product
Catalog, http://www.cacetech.com/products/catalog/ (last visited Aug. 21,
2012). A more basic packet capture adapter is available for only $198.00.
Id. The software necessary to analyze the data that the packet capture
adapters collect is available for download for free. See Wireshark
Frequently Asked Questions, http://www.wireshark.org/faq. html#sec1
(last visited Aug. 21, 2012) (³Wireshark® is a network protocol analyzer.
. . . It is freely available as open source. . . .´). With a packet capture
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WKH RSSRVLWH QRWLQJ WKDW ³µUDGLR Kobbyists¶ do not mistakenly use packet
sniffers to intercept payload data transmitted on Wi-)L QHWZRUNV´ DQG D
GHILQLWLRQ RI ³UDGLR FRPPXQLFDWLRQV´ WKDW HQFRPSDVVHV GDWD WUDQVPLWWHG
over Wi-)L QHWZRUNV ³ZRXOG REOLWHUDWH &RQJUHVV¶V FRPSURPLVH 89 and
create absurd applications of the exemption for intercepting unencrypted
UDGLRFRPPXQLFDWLRQV´90
Though In re Innovatio and In re Google approach the same issue
from different angles and appear to have opposite holdings, the two cases
FRQWDLQDFRPPRQPHVVDJH³>,@t is not the court¶VMREWRXSGDWHWKHODZWR
provide protection for consumers against ever changing technology. Only
Congress, after balancing any competing policy interests, can play that
UROH´91 The uncertainty present in the current state of the law is evidenced
by the different approaches taken by the courts in trying to determine
whether the interception of private information transmitted on unencrypted
Wi-Fi networks is a violation of the Wiretap Act. This murkiness stands as
a barrier to enforcement and must be remedied so that consumers continue
to believe that new technologies are safe and that their private information
is protected.

IV.

FCC PRIVACY LITIGATION

C M
Y K

10/21/2014 10:02:02

adapter and the software, along with a basic laptop computer, any member
of the general public within range of an unencrypted Wi-Fi network can
begin intercepting communications sent on that network. Many Wi-Fi
networks provided by commercial establishments (such as coffee shops
and restaurants) are unencrypted, and open to such interference from
anyone with the right equipment. In light of the ease of ³sniffing´ Wi-Fi
networks, the court concludes that the communications sent on an
unencrypted Wi-Fi network are readily available to the general public.
Id. at 393.
89. The Ninth Circuit noted that in order to address concerns by radio hobbyists that
traditional radio services can be easily and mistakenly intercepted, Congress modified the
original language of the Wiretap Act as a compromise. Joffe v. Google, Inc., 746 F.3d 920,
931 (9th Cir. 2013).
90. Id. ³,WVHHPVGRXEWIXOWKDW&RQJUHVVZDQWHGWRHPSKDVL]HWKDW*RRJOHRUDQ\RQH
else could park outside of a police station that carelessly failed to secure its Wi-Fi network
and intercept confidential data with impunity´ .
91. In re Innovatio, 886 F. Supp. 2d at 894.
92. See e.g., CASTRO, supra note 25, at 1±2; Gustin, supra note 25.
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The major purpose of the FCC is to protect the public interest, which
includes protecting the privacy of consumers. However, the agency
currently faces the problem of how best to protect the public interest within
the limitations of the Wiretap Act. If consumers lose confidence in new
technology for fear of invasion of their privacy²and therefore forego
using such technologies²innovation will suffer.92 In order to change this
outdated and confusing area of law into a viable framework from which
effective regulation can flow, the FCC and Congress must address whether
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Wi-)LQHWZRUNVDUH³UHDGLO\DFFHVVLEOHWRWKHJHQHUDOSXEOLF´93 and how the
Wiretap Act will be applied to emerging technologies going forward. In
2010, the FCC attempted to do just that.

A. Google Street View Litigation
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93. 18 U.S.C. § 2511(2)(g)(ii) (2012).
94. See Notice of Apparent Liability, supra note 16, at para. 1.
95. Id.
96. Id.
97. In re *RRJOH ,QF 6W 9LHZ (OHF &RPPF¶QV /LWLJ., 794 F. Supp. 2d 1067, 1071
(N.D. Cal. 2011); see generally ANASTASI ET AL., supra note 11, at 150.
98. See Unanswered Questions, supra note 21.
99. See id.
100. In re Google, 794 F. Supp. 2d at 1071; see also Joffe v. Google, Inc., 746 F.3d
920, 923 (9th Cir. 2013).
101. See Investigations of Google Street View, ELEC. PRIVACY INFO. CTR.,
KWWSHSLFRUJSULYDF\VWUHHWYLHZ ODVW YLVLWHG 0DU    ³$V RI  LQYHVWLJDWLRQV
have gone forward in at least 12 countries, and at least 9 countries have found Google guilty
RIYLRODWLQJWKHLUODZV´ 7KH)&&QRWHGWKDW³VHYHUDOFRXQWULHVLQFOXGLQJ&DQDGD)UDQFH
DQGWKH1HWKHUODQGVKDYHGHWHUPLQHGWKDW*RRJOH¶VFROOHFWLRQRISD\ORDGGDWDYLRODWHGWKHLU
GDWD SURWHFWLRQ RQOLQH SULYDF\ RU VLPLODU ODZV DQG UHJXODWLRQV´ See Notice of Apparent
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In 2010, the FCC opened an investigation into Google after the
company admitted publicly that from 2007 to 2010, as part of its Street
View project, it had collected private user data from Wi-Fi networks
throughout the United States.94 This unauthorized collection of data, which
was alleged to be a violation of the Wiretap Act, included sensitive
³SD\ORDG´GDWDZKLFKGoogle did not need for the purposes of its project.95
This ³SD\ORDG´ GDWD included the content of XVHUV¶ ,QWHUQHW
FRPPXQLFDWLRQV VSHFLILFDOO\ SHUVRQDO LQIRUPDWLRQ VXFK DV ³H-mails and
text messages, passwords, Internet usage history, and other highly sensitive
SHUVRQDO LQIRUPDWLRQ´ 96 Google Street View cars collected this personal
LQIRUPDWLRQ WKURXJK ³ZLUHOHVV VQLIIHU´ WHFKQRORJ\ FRQFHDOHG LQ LWV FDUV
ZKLFKZDVDGGHGE\*RRJOHHQJLQHHUVWR³VHFUHWO\FDSWXUH>@GDWDSDFNHWVDV
they stream across Wi-Fi connections and then decode[] or decrypt[] the
GDWD SDFNHW DQG DQDO\]H>@ WKH FRQWHQWV´97 At first, Google claimed it did
not have knowledge of the addition of wireless sniffers to the Street View
cars. 98 However, it was later alleged that other people at Google were
aware of the wireless sniffers and the data they were collecting.99
By the time the European privacy authority opened its investigation
DJDLQVW *RRJOH LQ  *RRJOH DGPLWWHG WR FROOHFWLQJ ³DERXW 
JLJDE\WHVRIGDWDIURPPRUHWKDQFRXQWULHV´100 As discussed in Part III,
serious privacy concerns also prompted a series of class action lawsuits in
the United States, as well as in Europe and Australia, all alleging that
*RRJOH XVHG WKLV ³:L-)L VQLIIHU´ WHFKQRORJ\ WR HDYHVGURS RQ XQVHFXUHG
Wi-Fi networks and thus unlawfully intercept uVHUV¶SULYDWHGDWD101
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B. FCC Decision
The well-established threat to privacy that drove Congress to pass
ECPA ZDV H[HPSOLILHGLQWKH  )&& LQYHVWLJDWLRQ RI *RRJOH¶V 6WUHHW
View project. Intercepting sensitive payload data from users who believe
their data to be private and secure falls within the spirit of ECPA and the
privacy invasions it seeks to prevent. Although the interception of payload
information from private and residential Wi-Fi networks clearly invades
consumer privacy,102 the FCC declined to charge Google with violating the
&RPPXQLFDWLRQV$FWDIWHUGHWHUPLQLQJWKDWWKHUHZDVQR³FOHDUSUHFHGHQW
for applying Section 705(a) of the Communications Act to the Wi-Fi
FRPPXQLFDWLRQV DW LVVXH´ 103 Additionally, the FCC lacked a significant
evidentiary basis for applying WKH &RPPXQLFDWLRQV $FW WR *RRJOH¶V
conduct due to a VRIWZDUHGHYHORSHU¶VUHIXVDOWRWHVWLI\ based on his Fifth
Amendment right against self-incrimination.104
The FCC opted to fine Google $25,000 IRU³ZLOOIXOO\DQGUHSHDWHGO\
violating an Enforcement Bureau directive to respond to a letter of
LQTXLU\´ 105 Thus, because Google failed to produce evidence regarding
whether the payload information was reviewed or accessed after it was
collected, and because the agency lacked a precedent for applying section
705(a) in the context of Wi-Fi, the FCC did not find a violation of section
705(a).106 By nonetheless publicly reprimanding Google for its conduct in
this manner, the FCC has given Congress another example of how the
Wiretap Act has not kept up with advances in digital communications.107
C. Why Regulation of Interceptions of Information Transmitted

over Unencrypted Wi-Fi Networks Is Important
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Liability, supra note 16, at para. 15. The European investigations found that these violations
were serious and have taken the issue of data privacy in the private sector much more
seriously as compared to the United States. See FCC Investigation of Google Street View,
ELEC. PRIVACY INFO. CTR., http://epic.org/privacy/google/fcc_investigation_of_google_st.
html (last visited Mar. 2, 2014); PBS NewsHour: How Will FCC’s Google Street View Fine
Shape Data Privacy Rules? (PBS television broadcast Apr. 16, 2012), available at http://
www.pbs.org/newshour/bb/law/jan-june12/google_04-16.html.
102. See FCC Investigation of Google Street View, supra note 107; PBS NewsHour,
supra note 101.
103. Notice of Apparent Liability, supra note 16, at para. 5.
104. See id.; see also David Kravets, Contradicting a Federal Judge, FCC Clears
Google in Wi-Fi Sniffing Debacle, WIRED (Apr. 16, 2012, 6:41 PM), http://www.wired.com/
threatlevel/2012/04/fcc-clears-google/.
105. Notice of Apparent Liability, supra note 16, at para. 54.
106. Id. at para. 53.
107. See Unanswered Questions, supra note 21.
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Google faced even more litigation over its Street View Program
when thirty-eight state attorneys general brought an action against Google
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108. See Press Release, George Jepsen, Office of the Attorney Gen., Attorney General
Announces $7 Million Multistate Settlement with Google Over Street View Collection of
WiFi Data (Mar. 12, 2013) [hereinafter Jepsen Press Release], available at http://www.ct.
gov/ag/cwp/view.asp?Q=520518.
109. See id.
110. Id.
111. Id.
112. Concern for Privacy, supra note 24.
113. Id.
114. David Streitfeld, Google Concedes that Drive-By Prying Violated Privacy, N.Y.
TIMES, Mar. 13, 2013, at A1, available at http://www.nytimes.com/2013/03/13/technology/
google-pays-fine-over-street-view-privacy-breach.html [hereinafter Drive-By Prying].
115. In re Innovatio IP Ventures, LLC Patent Litig., 886 F. Supp. 2d 888, 894 (N.D. Ill.
2012).
116. E.g., 18 U.S.C. § 1030 (2012) (criminalizing the act of knowingly accessing a
protected computer without authorization or in excess of authorized access); RESTATEMENT
(SECOND) OF TORTS § 652B (1977 & Supp. 2014) (imposing tort liability on the intentional,
offensive intrusion upon the seclusion of another).
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for its violation of consumer privacy. 108 In a settlement reached by the
parties, Google agreed to pay a $7 million fine to the states involved, to set
up a privacy program, to hold an annual privacy week event for employees,
to make privacy certification programs available to select employees, to
provide refresher training for its lawyers overseeing new products, and to
train its employees who deal with privacy matters.109 A large part of the
settlement involves outreach in the form of educational advertisements and
educating the public as to how to encrypt their data on their wireless
networks.110 This settlement signifies the interest of the VWDWHV¶ DWWRUQH\V
general in protecting the privacy rights of Internet users as information
sharing technology evolves and their willingness to prosecute violations.111
The settlement, however, once again demonstrates the insufficiency
of the current state of the law. Critics expressed skepticism about the
efficacy of the settlement, voicing concerns that it will not make much of a
GLIIHUHQFHLQKRZ*RRJOHEHKDYHV´112 Bolstering these doubts, Google has
made similar educational promises before, yet it continues to be involved in
litigation over its privacy practices.113 This $7 million dollar settlement is a
trivial amount for the company, given its net income in 2013 of around $32
million per day.114
Even more troublesome, the Innovatio court effectively granted
permission under the Wiretap Act to hackers and other malicious actors to
legally use packet sniffing technology similar to that used by Google in its
Street View Program to access personal passwords, financial records, and
other sensitive information from unencrypted Wi-Fi networks. 115 The
myriad of decisions and agreements coming from the FCC, the courts, and
the states have only contributed to the unsettled state of the law. Although
individuals harmed by the interception of their unencrypted Wi-Fi
communications may be able to maintain causes of action based on
common law and other statutes,116 the Wiretap Act is uniquely in its clear-
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cut and consistent applicability to unauthorized interception of
communications not intended to be made publicly available.
Technological innovation will suffer if consumers are unwilling to buy
cutting-edge products for fear that their private information will be
compromised. If information is legally accessible to anyone willing to
purchase the technology needed to intercept private data from Wi-Fi
networks, consumer privacy will suffer. Congress has attempted to update
privacy protections in response to technological innovation multiple times
through legislative endeavors such as the Telecommunications Act and
ECPA. 117 Through ECPA, Congress VRXJKW WR HQVXUH WKDW WKH ³UHDGLO\
DFFHVVLEOHWRWKHJHQHUDOSXEOLF´exception to the Wiretap Act included only
those communications in which the operator makes it clear, through the
volitional configuration of their device, that they intend that their
communications be public.118 It is inconsistent with the intent of ECPA to
imagine that the operator of a wireless home network intends that their
network be accessible to the general public,119 so courts should not impute this
intent on unsuspecting private network owners.
Although most consumers encrypt and protect their private Wi-Fi
communications, many other consumers either do not know how to do so or
do not realize the risk they are taking by failing to affirmatively act to protect
WKHLU GDWD *RRJOH¶V QHZ REOLJDWLRQ WR HGXFDWH WKH SXEOLF DERXW GDWD
encryption is a step in the right direction,120 but the privacy risk is far too
severe for Congress to leave the statutory framework in its current, ambiguous
form. The courts have attemSWHGWRSURWHFWXVHUV¶ULJKWVDQGLPSRVHOLDELOLW\
for privacy infringement. The FCC has also looked at the statutory framework
and attempted to clarify this murky area of the law, for the most part to no
avail.

The conflicting rulings and difficulties expressed by the courts and
the FCC are evidence that Congress must clarify and provide an
enforcement mechanism for the FCC and the judiciary to use in order to
further the goals of the Communications Act and the Wiretap Act.
Although challenges will arise in determining exactly where to draw the
line between a reasonable expectation of privacy and communications that
are readily accessible to the general public, a clear boundary is necessary so
that the FCC and the judiciary have a clear understanding of and
consistently apply the law going forward.
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117. See id. at 9; see also In re Pharmatrak, Inc. Privacy Litig., 329 F.3d 9, 18 (1st Cir.
  ³7KHSDUDPRXQWSXUSRVHRIWKH:LUHWDS$FWLVWRSURWHFWHIIHFWLYHO\WKHSULYDF\RI
FRPPXQLFDWLRQV´ 
118. See id.
119. Id.
120. Jepsen Press Release, supra note 108.
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To interpret this convoluted area of law, the FCC and the judiciary
have relied primarily on statutory language and legislative intent, with little
case law to guide them.121 7RGD\¶V outdated statutes create confusion and
unpredictability in regulation, ultimately allowing an unsuspecting
FRQVXPHU¶V SULYDF\ WR EH YLRODWHG OHJDOO\122 On the one hand, the In re
Google court suggested that Wi-Fi communications are not readily
accessible to the general public, even if they are sent unencrypted. 123
Similarly, the FCC discussion of the Wiretap Act and current lack of
evidence from Google in its investigation of the Street View Project
implies that if the agency had information showing that Google intended to
intercept the contents of Wi-Fi networks, the agency could construe the
Wiretap Act as applying to such interceptions.124 On the other hand, the In
re Innovatio court ruled the opposite, holding that the technology needed to
LQWHUFHSWWKHFRPPXQLFDWLRQVZDVQRW³VRSKLVWLFDWHG´HQRXJKWRPDNHWKH
communications non-public.125
Legal scholars have taken to the blogs to speak out against all three
of these decisions. For example, legal scholar Orin Kerr disagrees with
Judge Holderman's reasoning in the In re Innovatio case, noting,
No one suggests that unsecured wireless networks are set up
with the goal that everyone on the network would be free to
read the private communications of others. In my view, that
HQGV WKH PDWWHU WKH H[FHSWLRQ GRHVQ¶W DSSO\ DQG WKH
interception of the contents of wireless communications is
covered by the Wiretap Act.126
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121. See e.g., In re *RRJOH,QF6W9LHZ(OHF&RPPF¶QV/LWLJ., 794 F. Supp. 2d 1067,
1074 (N.D. Cal. 2011) (examining novel question of statutory interpretation and relying
instead on legislative intent as a result of ambiguous statutory language as applied to new
technology).
122. But see supra note 116.
123. Id.
124. See generally Notice of Apparent Liability, supra note 16.
125. In re Innovatio, 886 F. Supp. 2d at 893.
126. Kerr, supra note 56 DUJXLQJ WKDW ³µFRQILJXUHG VR WKDW VXFK HOHFWURQLF
FRPPXQLFDWLRQ LV UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF¶ IRFXVHV RQ WKH LQWHQW RI WKH
designer²the person who does the configuring of the network so that it works a particular
way²to design the network so that the general public was supposed to be able to access
WKHP´ .
127. Id. (discussing In re Innovatio, 886 F. Supp. 2d at 888); but see Brief for Elec.
Privacy Info. Ctr. as Amicus Curiae Supporting Plaintiffs at 3, In re Google, 794 F. Supp.
2d 1067 (No. 5:10-md-02184--:  ³7KH WHUP µFRQILJXUHG¶ LQ WKH HYDOXDWLRQ RI WKRVH
FRPPXQLFDWLRQV WKDW DUH µSXEOLFO\ DFFHVVLEOH¶ UHIOHFWV DQ LQWHQW E\ &RQJUHVV WR FUHDWH D
presumption in favor of confidentiality except in those circumstances where the user has
NQRZLQJO\FKRVHQWREURDGFDVWFRPPXQLFDWLRQVWRWKHJHQHUDOSXEOLF´ (emphasis added)).
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.HUUDUJXHVWKDWWKHLVVXHXQGHU*³LVZKDWWKHGHVLJQHUV>RIWKHQHWZRUN@
intended users to be able to do, not what someone can do contrary to the
GHVLJQHU¶V LQWHQWLRQV´ 127 Others point to the fact that the necessity of
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specialized or sophisticated equipment to decode the intercept should not
be a factor in its legality.
0DQ\ OHJDO VFKRODUV KDYH IUDPHG *RRJOH¶V FRQGXFW DV D SULPH
example of a failing statute in need of congressional attention. In an
LQWHUYLHZ ZLWK 3%6 OHJDO VFKRODU -HIIUH\ 5RVHQ GLVFXVVHG -XGJH :DUH¶V
holding in In re Google, noting,
[T]KHUH¶V D VWURQJ FDVH WKDW WKLV LV LOOHJDO XQGHU H[LVWLQJ ODZ
&HUWDLQO\ LI LW¶V QRW LW VKRXOG EH $QG WKH IDFW WKDW the FCC
FKRVH QRW WRLQYHVWLJDWH VKRXOGQ¶W >EH@VHHQ DV D FOHDQ ELOO RI
health for Google, because every other European regulator that
has looked into this question has found unequivocal
violations.128
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128. Interview by Ray Suarez with James Rosen, Professor of Law, The George
Washington Univ. Law Sch., and David Bennahum, Founder & CEO, Punch! Media (Apr.
16, 2012), available at http://www.pbs.org/newshour/bb/law/jan-june12/google_04-16.html.
129. H.R. REP. NO. 99-647, at 19 (1986); see also J. BECKWITH BURR, WILMERHALE,
THE ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986: PRINCIPLES FOR REFORM 1 n.3
(Mar. 30, 2010), available at http://digitaldueprocess.org/files/DDP_Burr_Memo.pdf.
130. See, e.g., Electronic Communications Privacy Act, 18 U.S.C. §§ 2510±21 (1988).
131. See generally Hearing on Expanding Broadband Access, Promoting Innovation,
and Protecting Consumers in a Communications Revolution: FY 2013 Resource Needs for
the FCC Before the Subcomm. on Fin. Servs. & Gen. Gov’t of the S. Comm. on
Appropriations, 112th Cong. (2012) [hereinafter FY 2013 Appropriations Hearing] (hearing
beginning at 32:20), available at http://www.appropriations.senate.gov/webcasts.cfm?
method=webcasts.view&id=4eade537-0f2b-4280-84fa-c3a2bf8ded89.
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This call to action to update the law is long overdue. By enacting
ECPA in 1986, Congress sought to encourage the creation of new
technologies by SUHVHUYLQJ ³D IDLU EDODQFH EHWZHHQ WKH SULYDF\
H[SHFWDWLRQV RI FLWL]HQV DQG WKH OHJLWLPDWH QHHGV RI ODZ HQIRUFHPHQW´129
Now, twenty-eight years later, it is time for Congress to again pass an
amendment to the Communications Act to expressly permit the FCC to
impose liability to protect private information shared through new
technologies that have emerged in the last three decades. Historically,
Congress has done this by amending the Communications Act to
accommodate the dramatic changes in communications technology that
have taken place since the FCC¶s creation, including the introduction of
television, satellite and microwave communications, cable television, the
cellular telephone, and Personal Communications Services.130
Recently, former FCC Chairman Julius Genachowski recommended
an amendment to the Communications Act during the hearing on the fiscal
year 2013 FCC budget, and Senator Dick Durbin (D±IL) said that he would
consider changes to the law if that is the necessary course of action. 131
6HQDWRU 'XUELQ FULWLFL]HG WKH )&& IRU ³decid[ing] to impose a fine of
$25,000 on a company worth $111 billion,´ QRWLQJ WKDW WKH VPDOO ILQH LV
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132. See generally id.
133. See generally id. (adding that the ³HGXFDWLRQDOSXUSRVHVWKDWKDYHEHHQVHUYHGE\
this [FCC investigation], educating [Google] and other companies, educating Congress,
>DQG@ HGXFDWLQJ FRQVXPHUV >DUH@ FHUWDLQO\ LPSRUWDQW EHQHILWV RI >WKH@ SURFHVV´  see also
On Google Spy-Fi, Senator Durbin Calls for Update to Wiretap Law, FCC Chair Agrees
Law Should Protect Unencrypted Communications, ELEC. PRIVACY INFO. CTR. (May 11,
2012), http://epic.org/2012/05/on-google-spy-fi-senator-durbi.html.
134. 18 U.S.C. § 2510(16) (2012).
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³VRPHZKHUHVKRUWRIDWDSRQWKHZULVW´132 Genachowski explained that the
FCC Enforcement Bureau and the *HQHUDO&RXQVHO¶VRIILFHGHFLGHGWKDWDV
a legal matter, because the information was collected from unencrypted
Wi-Fi signals, it did not violate the law as written. The former Chairman
suggested that Congress look at the law and that consumers encrypt their
networks. 133 However, the FCC and the courts have reached opposite
conclusions regarding the application of the Wiretap Act to unencrypted
Wi-Fi networks. It is time that Congress clarifies the issue.
Congress should amend the Wiretap Act and Communications Act to
clarify that private communications are protected regardless of their
underlying technology so long as they are not intentionally configured to be
³UHDGLO\DFFHVVLEOHWRWKHJHQHUDOSXEOLF´This amendment must allow for
the imposition of liability for privacy violations involving new technology,
thus ensuring that privacy protections are not eroded in the near future as
technology continues to evolve. Congress should amend the Wiretap Act to
expressly exclude Wi-Fi networks and similar technologies from the
definition of radio communications, thus ensuring that these technologies
are not included in the Wiretap Act¶V G1 exception for electronic
communications readily accessible to the general public. This would make
collection of information over Wi-Fi networks a violation of the Wiretap
Act, regardless of whether the consumer acted to encrypt their network²
subject only to the exceptions in G2. Congress should also include in the
amendment a technology neutral explanation of this provision to address
the intent of the amendment and the need for the provisions to evolve in
accordance with technology.
Additionally, Congress should DOVRFKDQJHWKHGHILQLWLRQRI³UHDGLO\
DFFHVVLEOH WR WKH JHQHUDO SXEOLF´ 134 in section 1510(16) to better protect
consumer privacy. This amendment should clarify that the legality of
intercepting personal information over a Wi-Fi network does not depend on
whether the Wi-Fi network is encrypted. Congress must draw a clear line
between protected and unprotected communications so that consumers can
more effectively protect themselves. Congress, through the
Communications Act and the Wiretap Act, should protect private
communications transmitted on private networks, encrypted or
unencrypted, just as communications by telephone are protected even if
transmitted insecurely. Thus, it should be illegal for persons to intercept
data transmitted over a Wi-Fi network.
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VI.

FCC PRIVACY AUTHORITY AND DUE PROCESS

135.

But see supra note 116.
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Updating the Wiretap Act is necessary, and it will likely occur at
some point²though the precise timeline is uncertain. In the meantime,
however, the FCC faces the problem of how to administer the Wiretap Act
to best protect users¶ Wi-Fi networks and prosecute hackers who collect
and use private information. Regardless of the prospect of congressional
action, the FCC should take to its interpretative powers to address the
growing privacy concerns of the public.
Although many of the terms in the Wiretap Act are defined in the
statute, those definitions have been expanded through FCC litigation and
policy statements throughout the years. Title I of the Communications Act
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An interesting line drawing issue arises in the context of public
versus private networks when defining the term ³UHDGLO\ DFFHVVLEOH WR WKH
JHQHUDOSXEOLF´OLQH3XEOLF³:L-)L+RWVSRWV´which are hotspots in places
of public accommodation such as hotels, restaurants, and Starbucks, have
become common throughout the world and should perhaps be treated
differently than private residential networks. Users connecting to Wi-Fi
hotspots in public places may not have the same expectation of privacy as
users of residential networks; however, their communications should
arguably still be protected. The data transmitted over both public and
private networks is most often sent with an expectation that unauthorized
parties will not collect or use the data. Naiveté should not warrant an
invasion of privacy.
There are many approaches Congress could take to clarify the
regulatory framework. If Congress were to exclude ³SXEOLF-facing
networks´ from Wiretap Act liability, hackers using sniffer technology
would have the ability to legally access personal information and search
history through the Wi-Fi connection and access personal data that can then
be used for purposes contrary to the protections provided by the Wiretap
Act.135 Therefore, any exclusion regarding public-facing networks would
need to be counterbalanced by consumer education programs designed to
teach the public which types of networks are open and which provide
protection for their private information. Neither approach is obviously
more logical or fair than the other, but whether there is an exception for
public-facing Wi-Fi hotspots is not as important as drawing a clear line. It
is more important that the issue be settled than that it be settled in a
particular way because, presently, consumers have a false sense of security
on their networks²and the FCC and the judiciary have a morass of law
they must untangle before protection can be provided. To encourage
innovation, Congress must also encourage consumer confidence and trust
in new technology.
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grants the FCC the authority to make policy through case-by-case
adjudication, in addition to its rulemaking procedures. 136 This power is
limited by the Due Process Clause of the Fifth Amendment as incorporated
into administrative law, which prohibits the FCC from penalizing a person
who has not been given adequate notice that their conduct violates a
particular policy. 137 Nonetheless, the FCC is authorized to make policy
decisions through adjudicatory proceedings even when applying statutory
language to a new technology as a matter of first impression so long as the
FCC complies with the due process notice requirement.138

A. Statutory Authority to Act
The FCC has the power under the Administrative Procedures Act
³$3$´ WRHQJDJHLQVWDWXWRU\LQWHUSUHWDWLRQWKURXJKERWKDGMXGLFDWLRQDQG
rulemaking. 139 Since the Communications Act authorizes the FCC to
engage in adjudicatory procHHGLQJV EXW GRHV QRW UHTXLUH WKDW WKH\ EH ³RQ
WKHUHFRUG´WKH )&&LV IUHH WR HQJDJH LQDGMXGLFDWLRQ VXEMHFW RQO\ WR WKH
modest procedural restraints in APA section 555. 140 When an agency¶V
adjudication relies on its interpretation of ambiguous terms in its enabling
statute, the reviewing court ZLOO GHIHU WR WKH DJHQF\¶V UHDVRQDEOH
interpretation of the statute.141 The FCC may also act through notice and
comment rulemaking, by issuing interpretative rules, and by issuing policy
statements.142
The FCC is also constrained by constitutional limitations.
Specifically, the FCC does not have the power to impose legal
consequences without adequate notice at the time of the violation.143 This
presents an obstacle to case-by-case expansion of the Wiretap Act to
include new technologies as they arise.

The FCC has the power to address the meaning of the Wiretap Act to
protect consumer privacy in the absence of congressional action. Pursuant
WRWKH$3$DQGWKH)&&¶VHQDEOLQJVWDWXWHWKH&RPPXQLFDWLRQV$FWWKH
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136. See 47 U.S.C. § 151 (2006).
137. See Satellite Broadcasting Co., Inc. v. FCC, 824 F.2d 1, 3 (D.C. Cir 1987).
138. See SEC v. Chenery Corp., 332 U.S. 194, 203 (1947).
139. See 47 U.S.C. § 154(i) (2006); see also Aaron K. Brauer-Rieke, Note, The FCC
Tackles Net Neutrality: Agency Jurisdiction and the Comcast Order, 24 BERKELEY TECH. L.
J. 593, 599±601 (2009).
140. See 47 U.S.C. § 154(i) (2006).
141. Chevron, U.S.A., Inc. v. Natural Res. Def. Council, Inc., 467 U.S. 837, 842±44
(1984).
142. Rulemaking Process at the FCC, FCC ENCYCLOPEDIA, http://www.fcc.gov/
encyclopedia/rulemaking-process-fcc (last visited Mar. 2, 2014).
143. See FCC v. Fox Television Stations, Inc., 132 S. Ct. 2307, 2317 (2012).
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FCC has the power to issue its own rules and regulations in order to further
the provisions of the Act. The FCC may do this in one of three ways: (1)
legislative rulemaking; (2) interpretive rulemaking and policy statements;
or (3) case-by-case adjudication.

1.

Legislative Rulemaking

The )&&¶Vfirst option is to issue a Notice of Proposed Rulemaking
and begin the process of issuing a legislative rule. The Communications
Act grants the FCC the power to issue legislative rules through its broad
grant of rulemaking power necessary to carry out the provisions of the
Act.144 Through ³notice and comment´ rulemaking, the FCC can propose a
new interpretation of the Wiretap Act in order to correct a problem the
agency has identified, such as ³industry behavior that adversely affects
FRQVXPHUV´145 As in the case of Wi-)LQHWZRUNUHJXODWLRQWKH)&&³PD\
have difficulties enforcing existing rules and this may provide evidence of
a need to modify the rules . . . [o]r, changes in technology may suggest that
LWLVWLPHWRXSGDWHDUXOH´146
The FCC could issue a rule clarifying that unencrypted Wi-Fi
networks do not fall under the ³UHDGLO\ DFFHVVLEOH WR WKH JHQHUDO SXEOLF´
exception of 18 U.S.C. § 2511(g)(i). 147 7KH :LUHWDS $FW¶V JRDO RI
protecting consumers and their private information provides a justification
for an FCC interpretation of the statute to include a prohibition on the
interception of data not that was not intended to be public.148 A legislative
rule would have the force of law and would allow the FCC, the expert
agency most familiar with the issues at stake, to determine exactly where
WKH³UHDGLO\DFFHVVLEOHWRWKHJHQHUDOSXEOLF´OLQHVKRXOGEHGUDZQ149

Interpretive Rulemaking and Policy
Statements

Additionally, the FCC could issue an interpretive rule or policy
statement. Although this option would not create any binding legal effect, it
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144. See 47 U.S.C. § 154 (2006).
145. Rulemaking Process at the FCC, supra note 142.
146. Id.
147. See 18 U.S.C. § 2511(g)(i) (2012).
148. See 18 U.S.C. § 2510 (2012); see Konop, 302 F.3d at 875 ³7KHOHJLVODWLYHKLVWRU\
of the [Wiretap Act] suggests that Congress wanted to protect electronic communications
that are configured to be private, such as email´ also In re Pharmatrak, Inc. Privacy Litig.,
329 F.3d 9, 18 (1st Cir. 2003) ³7KHSDUDPRXQWREMHFWLYHRIWKH:LUHWDS$FWLVWRSURWHFW
effectively the privacy of communications.´ 
149. See Rulemaking Process at the FCC, supra note 142. However, a legislative rule
passed through the notice and comment rulemaking procedure would not assist the FCC in
addressing the issue at hand in the immediate future because the notice and comment
procedure can take years to complete.
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provides an instrument to interpret the binding statute and clarify the scope
of pre-existing rights and duties.150
Pursuant to APA section 553(b), ³LQWHUSUHWLYH UXOHV JHQHUDO
statements of policy, or rules of agency organization, procedure, or
SUDFWLFH´ DUH DOO FDWHJRULHV RI UXOHV WKDW DUH H[HPSW IURP SURFHGXUDO
requirements, meaning the FCC can avoid the extensive notice and
comment rulemaking procedures mandated by the APA for formal
rulemaking and still succeed in putting the public on notice that they plan
to exercise their jurisdiction under the statutes. 151 By declaring that the
provisions of the Wiretap Act regarding unlawful interception of data
seriously pre-date the current wireless Internet technologies available
today, the FCC could interpret the plain language of the statute to give
protection to data transmitted over Wi-Fi networks, thereby enabling the
)&&WRFDUU\RXWWKHOHJLVODWXUH¶VLntent to protect the public interest.152

3.

Case-by-Case Adjudication
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150. Id.
151. See 5 U.S.C. § 553(b) (1966).
152. See infra Part III.A; see also In re *RRJOH,QF6W9LHZ(OHF&RPPF¶QV /LWLJ.,
794 F. Supp. 2d 1067, 1076 (N.D. Cal. 2011) (citing 18 U.S.C. § 2511(5)(a)(i)(B) (2006))
QRWLQJ ³WKH ODFN RI DQ\ H[SOLFLW UHIHUHQFH WR ZLUHOHVV LQWHUQHW WHFKQRORJLHV GRHV QRW LWVHOI
SUHFOXGH DQ LQWHUSUHWDWLRQ RI µUDGLR FRPPXQLFDWLRQV¶ WKDW ZRXOG LQFOXGH WKHVH ODWHUGHYHORSHGWHFKQRORJLHV´ 
153. See, e.g., Trinity Bd. of Fla., Inc. v. FCC, 211 F.3d 618, 619 (D.C. Cir. 2000).
154. See generally Notice of Apparent Liability, supra note 16.
155. See id. at para. 52.
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Another means by which the FCC has the power to regulate
interceptions of electronic and radio communications is on a case-by-case
adjudicatory basis. Through adjudications, the FCC can exercise its
enforcement jurisdiction as a Title I regulatory regime and place the public
on notice of its interpretation of the Communications Act and its provisions
as amended.
As discussed above, before the FCC can expand existing policies and
regulations, it must first provide adequate notice as to what actions
constitute violations of existing policies. An agency may not impose civil
RU FULPLQDO SHQDOWLHV ZKHQ QHLWKHU WKH UHJXODWLRQ QRU WKH &RPPLVVLRQ¶V
related statements gave fair notice of that requirement.153 The FCC order in
Google Street View can be read as a warning to those that intercept data on
Wi-Fi networks, and could thus have major implications for Internet users
and companies gathering data both actively and passively.154 Although the
FCC declined to enforce the Wiretap Act against Google, the FCC
extended the Wiretap Act to include data interception from unencrypted
Wi-Fi networks.155 The FCC explained in its Notice of Apparent Liability
for Forfeiture that it declined to enforce section 705(a) of the Wiretap Act
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against Google because it lacked both information 156 and Commission
precedent addressing the application of section 705(a) to Wi-Fi
communications.157 This rationale implies that, in the future, if the FCC has
evidence that information was collected from unencrypted Wi-Fi networks,
it could choose to take enforcement action.
At this point, the state of the law includes inconsistent decisions by
courts and the FCC interpreting the same statutory provisions. Congress
has the power to amend the Communications Act to either override or
adopt any of these interpretations. The FCC, as the expert agency tasked
with regulation of communications technology, is perhaps in the best
position to issue rules that adapt to new and emerging technologies.158 The
conflicting holdings between the FCC and the judiciary are confirmation
that it is time that Congress step in and update the statutes to fit the times.

VII.

IMPLICATIONS FOR THE FCC, CORPORATIONS, AND
CONSUMERS
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156. See id. DW SDUD  ³7KH %XUHDX¶V LQDELOLW\ WR FRPSHO DQ LQWHUYLHZ RI (QJLQHHU
Doe made it impossible to determine in the course of our investigation whether Google did
make any use of any encrypted communications that it FROOHFWHG´ 
157. Id.
158. See 1DW¶O &DEOH  7HOHFRPPV $VV¶Q Y %UDQG; ,QWHUQHW 6HUYV  86 
980 (2005) (holding the Commission is free within the limits of reasoned interpretation to
change course if it adequately justifies the change).
159. See Drive-by Prying, supra note 114.
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The full implications of the FCC decision to fine Google and the
subsequent class action decisions concerning Google Street View remain to
be determined. The Wiretap Act was enacted in 1968 and amended by
ECPA in 1986. As technology has since changed, so too should WKH)&&¶V
interpretation of its jurisdiction under the Act. When faced with a violation
of the Wiretap Act in the future, the FCC may hold an extensive
adjudication in which it declares that the agency has authority to pursue the
interception of data over unencrypted Wi-Fi networks as announced in
Google Street View and may at that point define the scope of that power in
an enforcement proceeding. Alternatively, as discussed above, the FCC
may issue an interpretive rule in the meantime, expanding its interpretation
of the Wiretap Act to include interceptions over unencrypted Wi-Fi
networks as violations of the Act, in order to protect users who are
concerned about the security of their Wi-Fi enabled communications.
The approaches taken by the FCC and Congress will soon be relevant
not only as Google revamps its Street View project, but in other mapping
projects as well. The new privacy programs Google has agreed to
implement over the next ten years and WKH FRPSDQ\¶V recent admission it
invaded consumer privacy will affect many of the products Google sends
out to the market, including its most recent product, Google Glass.159 As
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companies such as Apple and Google update their maps applications in the
future, they will have to be especially careful to collect only authorized
data, leaving the personal payload data behind. These companies should
interpret the Google Street View litigation at the FCC and in the courts to
as a warning that any interceptions of unencrypted Wi-Fi networks may
violate the Wiretap Act. In addition, educating consumers so that they have
a realistic idea of how easy it is to become a victim of Wi-Fi sniffers should
be a priority for both Congress and the FCC moving forward.

VIII. CONCLUSION
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160. See generally FY 2013 Appropriations Hearing, supra note 131 (statement of Sen.
Moran, Member, S. Comm. on Appropriations).
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In the last decade, the world has seen incredible advancements in
communications technology and witnessed how entrepreneurship and
innovation can spur economic growth.160 Unfortunately, the laws governing
communications interception in the United States are seriously outdated.
The FCC, the judiciary, legal scholars, and the public have all called upon
Congress to update the Wiretap Act in order to accommodate innovation in
communications technology. To further the public interest, the FCC should
encourage technological innovation while ensuring the safety and privacy
of consumers. For the FCC to effectively carry out this mission, Congress
should amend the Wiretap Act to clarify the definition of radio
communications so that Wi-Fi networks and other new technologies carry
the privacy protections of the Wiretap Act, whether or not their
transmissions are encrypted. In the meantime, the FCC should interpret the
Wiretap Act to include this unencrypted Wi-Fi communication by
exercising the broad rulemaking powers granted to it by the
&RPPXQLFDWLRQV $FW ,Q DGGLWLRQ WKH )&&¶V GHFLVLRQ LQ Google Street
View constitutes notice that the FCC can take enforcement action against
interceptions of data over Wi-Fi networks²including unencrypted
networks²to protect the public and its privacy in future adjudications.
Unfortunately, the FCC can only stretch the Communications Act so far;
the rest is up to Congress.
When a crisis emerges in the United States, Congress should look to
the underlying causes of that crisis and seek a solution that benefits the
country as a whole. The current privacy crisis in the United States is a
result of outdated statutes and new technology. Unfortunately, only one of
these two phenomena can survive²either Congress updates the
Communications Act to keep up with technology, or consumers will lose
faith and trust in technology, causing innovation in the United States to
experience a decline. The time to act is now.
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INTRODUCTION

In October 2012, Former Secretary of Defense Leon Panetta warned
WKH QDWLRQ RI WKH SRWHQWLDO IRU D ³F\EHU 3HDUO +DUERU´ WKDW ZRXOG FDXVH
physical destruction and the loss of life.1 ³In fact, it would paralyze and
shock the nation and create a new, profound sense of vulnerability,´ he
stated gravely.2 The DWWDFNFRXOG³EHDVGHVWUXFWLYHDVWKHWHUURULVWDWWDFNRQ
´ 3 :KLOH WKH 6HFUHWDU\¶V VWDWHPHQWV ZHUH DUJXDEO\ K\SHUEROLF 4
ineffective cybersecurity in the United States is a pressing problem,
jeopardizing both national security and individual online safety. 5 Recent
events clearly illustrate that cyber-attacks have become almost a daily part
of life. Skilled attackers can use computer and network vulnerabilities to do
everything from commit bank fraud to disrupt uranium enrichment.6
Part of the reason for this vulnerability to cyber-attacks is the lack of
uniform implementation of existing, authoritative network security
standaUGV IRU ,QWHUQHW VHUYLFH SURYLGHUV ³,63V´ ,7 a problem that persists

10/21/2014 10:02:02
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1. /HRQ ( 3DQHWWD 6HF¶\ RI 'HI 'HS¶W RI 'HI 6SHHFK EHIRUH WKH %XVLQHVV
Executives for National Security: Defending the Nation from Cyber Attack (Oct. 11, 2012),
available at http://www.defense.gov/speeches/speech.aspx?speechid=1728.
2. Id.
3. Id.
4. While hyperbolic, recent disclosures by Edward Snowden show the extent of
United States cyber capabilities. These disclosures reveal wide-ranging abilities to infiltrate
communications networks and platforms once thought secure. See Claudia Diaz, Omer Tene
& Seda Gürses, Hero or Villain: The Data Controller in Privacy Law and Technologies, 74
OHIO ST. L.J. 923, 933±34 (2013); see generally Edward Snowden, THE GUARDIAN,
http://www.theguardian.com/world/edward-snowden (last visited Dec. 25, 2013) (compiling
articles on the NSA disclosures).
5. See, e.g., Michael Riley, Exxon, Shell, BP Said to Have Been Hacked Through
Chinese Internet Servers, BLOOMBERG (Feb. 24, 2011), http://www.bloomberg.com/
news/2011-02-24/exxon-shell-bp-said-to-have-been-hacked-through-chinese-Internet
servers.html (detailing recent cyber-attacks).
6 See generally RYAN SHERSTOBITOFF, ANALYZING PROJECT BLITZKRIEG, A
CREDIBLE THREAT, MCAFEE (Dec. 2012), available at http://www.mcafee.com/us/
resources/white-papers/wp-analyzing-project-blitzkrieg.pdf; NICOLAS FALLIERE, LIAM
MURCHU & ERIC CHIEN, W32.STUXNET DOSSIER, SYMANTEC (Feb. 2011), available at
http://www.symantec.com/content/en/us/enterprise/media/security_
response/whitepapers/w32_stuxnet_dossier.pdf; Jim Finkle & Dhanya Skariachan, Target
Cyber Breach Hits 40 Million Payment Cards at Holiday Peak, REUTERS (Dec. 19, 2013),
http://www.reuters.com/article/2013/12/19/us-target-breach-idUSBRE9BH1GX20131219.
7. See, e.g., DNS-based Authentication of Named Entities, IETF (2012),
KWWSVGDWDWUDFNHULHWIRUJZJGDQH 7KH ,QWHUQHW (QJLQHHULQJ 7DVN )RUFH ³,(7)´  LV DQ
international community of network designers, operators, vendors, and researchers with the
goal of creating specifications of high technical quality while considering the interests of all
of the affected parties and while establishing widespread community consensus. See IETF
Standards Process, IETF (2012), http://www.ietf.org/about/standards-process.html.
7KURXJKRXWWKLV1RWHWKHWHUPV³PLQLPXPF\EHUVHFXULW\VWDQGDUGV´³PLQLPXPVWDQGDUGV´
DQG³LQGXVWU\EHVWSUDFWLFHV´DUHXVHGLQWHUFKDQJHDEO\See 911 Reliability Order, infra note
192 DW SDUD  QRWLQJ WKDW ³EHVW SUDFWLFHV DUH GHYHORSHG LQ D µFRQVHQVXV-based
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because ISPs are under no obligation to implement these standards. 8
Together, these factors have created a market that often fails to provide
adequate cybersecurity.9
When a market fails to provide a necessary service, such as the
guaranteed integrity of the communications network, the government can
step in to fill the gap. This Note argues that the Federal Communications
&RPPLVVLRQ ³)&&´  KDV WKH DXWKRULW\ WR UHTXLUH ISPs to implement
network level cybersecurity measures to maintain the integrity and security
of the networks. The FCC derives this power from its ancillary authority in
Title I of the Communications Act of 1934 and its statutory mandates to
ensure a reliable communications network and implement 9-1-1 service
over VoIP.10
7R HVWDEOLVK WKH )&&¶V DXWKRULW\ LQ WKLV DUHD Whis Note examines
some of the causes of and partial solutions to cyber-attacks in relation to
FCC authority. Part II gives background on network security and cyberattacks, and GHWDLOVWKH)&&¶VDQFLOODU\DXWKRULW\ZKLFKDOORZVWKH)&&WR
promulgate regulations concerning technology over which it does not have
a direct statutory mandate. Part III DQDO\]HV WKH )&&¶V DELOLW\ WR XVH LWV
ancillary authority to require ISPs to implement cybersecurity standards,
concluding that the FCC has jurisdiction to implement minimum standards
because insufficient cybersecurity could catastrophically impact services
the FCC oversees. Part IV considers whether the FCC should exercise its
ancillary authority, determining that the market failure in cybersecurity
vulnerability information and network reliability, together with the
compelling need for a reliable communications system, justifies

10/21/2014 10:02:02
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HQYLURQPHQW¶ UHIOHFWLQJ WKH FROOHFWLYH MXGJment of industry, government, and other
VWDNHKROGHUV´ 
8. See Austin Schlick, FCC General Counsel, FCC, A Third-Way Legal Framework
for Addressing the Comcast Dilemma (May 6, 2010), available at
http://fjallfoss.fcc.gov/edocs_public/attachmatch/DOC-2979$SGI
QRWLQJ
³WKH
Commission's settled, deregulatory policy framework for broadband communications
VHUYLFHV´ 
9. See, e.g., ATLANTIC COUNCIL, A FIERCE DOMAIN: CONFLICT IN CYBERSPACE 13
(Jason Healey ed., IRUWKFRPLQJ  RQILOHZLWKHGLWRU  ³:H¶ve had market failure when
LW FRPHV WR F\EHUVHFXULW\ 6HFXULW\ GRHVQ¶W FRPH RXW RI YROXQWDU\ DFWLRQV DQG PDUNHW
IRUFHV´  TXRWLQJ 'HSXW\ 6HFUHWDU\ RI 'HIHQVH $VKWRQ &DUWHU DW WKH 56$ &RQIHUHQFH LQ
2012); see also id. ³7KH PDUNHW GRHV QRW ZRUN ZHOO HQRXJK to raise the security of
FRPSXWHUV\VWHPVDWDUDWHIDVWHQRXJKWRPDWFKWKHDSSDUHQWJURZWKLQWKUHDWVWRV\VWHPV´ 
(quoting National Academy of Science report, Computers at Risk in 1991); Christian F.
Binnig, The Legal and Policy Challenges of a Rapidly Changing Telecommunications
Industry, in RECENT DEVELOPMENTS IN TELECOMMUNICATIONS LAW 9 (Oct. 2013), available
at 2013 WL 6117748; cf. 3URSRVHG ([WHQVLRQ RI 3DUW  RI WKH &RPPLVVLRQ¶V 5XOHV
Regarding Outage Reporting, Notice of Proposed Rulemaking, FCC 11-74, para. 20 (2011)
>KHUHLQDIWHU 9R,3 2XWDJH 5HSRUWLQJ 1350@ ³7KH HFRQRPLF MXVWLILFDWLRQ WR HQVXUH
[Internet] service appears to be limited, and does not consider network externalities.
Moreover, even if incentives did motivate individual market participants to optimize their
RZQUHOLDELOLW\WKH\GRQRWQHFHVVDULO\RSWLPL]HV\VWHPLFUHOLDELOLW\´  FLWDWLRQVRPLWWHG 
10. See 47 U.S.C. § 615a-1 (2006); Communications Act of 1934, ch. 652, 48 Stat.
1064 (codified as amended at scattered sections 47 U.S.C.).
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government regulation. The Note concludes with a brief discussion of the
costs and benefits of potential regulation.

II. BACKGROUND
The near consensus is that the current state of cybersecurity is
abysmal.11 For example, the computer security firm McAfee has over 100
million samples of malware in its database.12 The National Vulnerability
Database contains over 50,000 software vulnerabilities that malicious
actors can exploit;13 myriad industries experience cyber-attacks daily.14 The
magnitude of the problem is staggering.
With threats coming from all over the world this is both a national
and international problem. 15 In 2005, American corporations lost an
estimated $867 million due to cyber-attacks, cyber theft, and other
computer security incidents. 16 Recent high-profile events include attacks
against the security firm RSA, 17 Google, 18 the financial sector, 19 oil
companies,20 and several others.21 Moreover, it is more than just corporate
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11. Jason Ryan, NSA Director on Cyberattacks: ‘Everybody’s Getting Hit’, ABC
NEWS (Nov. 7, 2012), http://abcnews.go.com/blogs/politics/2012/11/nsa-director-oncyberattacks-everybodys-getting-hit (cataloging a myriad range of companies hit by cyberattacks in 2011). But see Jerry Brito & Tate Watkins, Loving the Cyber Bomb? The Dangers
of Threat Inflation in Cybersecurity Policy, 3 HARV. NAT. SEC. J. 39 (2011) (desiring a more
thorough justification to buttress calls for increased resources to be devoted to cyberthreats),
available
at
http://harvardnsj.org/wp-content/uploads/2012/01/Vol.3_Brito_Watkins.pdf.
12. MCAFEE LABS, McAfee Threats Report: Third Quarter 2012, at 9,
http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q3-2012.pdf (last visited
Nov. 15, 2012).
13. NATIONAL VULNERABILITY DATABASE, http://nvd.nist.gov (last visited Nov. 17,
2012). As of November 17, 2012, the database contained 53,914 common vulnerabilities
and exposures. Id.
14. MCAFEE LABS, supra note 12, at 23±24.
15. See, e.g., APT1: EXPOSING ONE OF CHINA¶S CYBER ESPIONAGE UNITS, MANDIANT
REPORT],
available
at
MANDIANT
22
(2013)
[hereinafter
http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf (noting attacks originating
from China against 15 different countries).
16. RAMONA R. RANTALA, DEP¶T OF JUSTICE, Cybercrime Against Businesses, at 1
(Sept. 2008), available at http://bjs.ojp.usdoj.gov/content/pub/pdf/cb05.pdf. Other computer
security incidents include attacks using spyware, ad-ware, hacking, phishing, spoofing,
pinging, port scanning regardless of whether the attack was successful. Id. at 2.
17. See generally Zeljka Zorz, RSA Hacked, SecurID Users Possibly Affected, HELP
NET SEC. (Mar. 18, 2011), http://www.net-security.org/secworld.php?id=10763.
18. Kevin P. Newmeyer, Cyber Espionage: A Threat to National Security, 10 SEC. &
DEF. STUD. REV., Spring-Summer 2010, at 116.
19. See MCAFEE LABS, supra note 12, at 7.
20. See, e.g., Michael Riley, Exxon, Shell, BP Said to Have Been Hacked Through
(Feb.
24,
2011),
Chinese
Internet
Servers,
BLOOMBERG
http://www.bloomberg.com/news/2011-02-24/exxon-shell-bp-said-to-have-been-hackedthrough-chinese-Internet -servers.html.
21. See Ryan, supra note 11.
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networks that are under attack; cyber-attacks also compromise the basic
computer infrastructure of the Internet.

A. Network Security Standards and Cyber-attacks
Uniform implementation of industry-developed network security
standards by ISPs could significantly reduce overall vulnerability to cyberattacks. For example, one of the foundational elements of the Internet, the
'RPDLQ1DPH6\VWHP ³'16´ KDVZHOO-known flaws.22 The DNS is a set
of computers that translates user-friendly text, such as website addresses,
into the string of numbers (Internet Protocol, or IP, addresses) 23 that
computers use to communicate on the Internet.24 In WKH ,QWHUQHW¶V nascent
days, the engineers who created the Internet chose a standard that did not
emphasize security, instead focusing on ease of integration and
interoperability. 25 As a result, the DNS is vulnerable to attacks By
malicious actors who can hijack and reroute Internet traffic from the
intended website to their own server.26 In a case involving bank fraud, for
example, when a person tries to access an online banking website, her
computer connects to a DNS server on the Internet and receives the IP
address of the bank website.27 However, if a cyber-attacker provides the
DNS server with the wrong IP address, the server would direct her browser
to a malicious website that can capture bank login information.28
In the mid-1990s, as the vulnerabilities of DNS became apparent, the
development of a more secure system²known as Domain Name System
6HFXULW\ ([WHQVLRQV ³'166(&´ ²began in earnest. DNSSEC was
finalized in 2005, and by 2010, major Internet authorities, such as the
,QWHUQHW &RUSRUDWLRQ IRU $VVLJQHG 1DPHV DQG 1XPEHUV ³,&$11´  DQG
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22. See JOHN KRISTOFF & RODNEY JOFFEE, NEUSTAR ULTRA SERVICES, Botnets and
Packet Flooding DDoS Attacks on the Domain Name System 1 (2007), available at
http://layer9.com/~jtk/papers/dnsddos.pdf; see generally DNS Threats & Weaknesses of the
Domain Name System, DNSSEC: DNS SECURITY EXTENSIONS, http://www.dnssec.net/dnsthreats.php (last visited Nov. 15, 2012).
23. This Note uses the term IP or Internet Protocol as shorthand for the TCP/IP Suite
and related technologies that mediate the packet-switched communications. For an in-depth
discussion of the technology that powers the internet and modern communications networks,
see Douglas C. Sicker & Lisa Blumensaadt, Misunderstanding the Layered Model(s), 4 J.
TELECOMM. & HIGH TECH. L. 299 (2006) and Christopher S. Yoo, Protocol Layering and
Internet Policy, 161 U. PA. L. REV. 1707 (2013).
24. CSRIC III WORKING GROUP 5, DNSSEC Implementation Practices for ISPs, at 10
(2012), available at http://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC-III-WG5Final-Report.pdf.
25. See PAUL MOCKAPETRIS, INFORMATION SCIENCES INSTITUTE, Domain Names Concepts and Facilities, at 2±3 (1987), available at http://tools.ietf.org/html/rfc1034
(discussing purposes of the Domain Name System).
26. DNSSEC Implementation Practices for ISPs, supra note 24, at 17.
27. See id. at 10.
28. See id. at 17.
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VeriSign, had upgraded to DNSSEC.29 In domain name resolution, distinct
roles are performed by root servers, ISP DNS servers, and Internet
domains. A critical mass of all three types of operators is necessary for
DNSSEC to function as intended. So far, only the root servers, some ISPs,
and government servers have implemented DNSSEC, as there is no
requirement to adopt it.30 As of 2013, only Comcast has deployed DNSSEC
in its subsidiary DNS servers, 31 and a paltry two percent of nongovernment domains run DNSSEC in the United States, reflecting the lack
of incentive to do so.32
Another security standard that, if uniformly implemented, would
strengthen the resiliency of the Internet is the Secure Border Gate Protocol
³%*3´  33 The insecure nature of the current BGP standard creates
opportunities for malicious action by misconfiguring one BGP router to
send out false information so as to capture or reroute private traffic as it
travels over the Internet to a targeted server or group of IP addresses.34
Other BGP routers will utilize that information to send traffic to the
erroneous address.35 The world saw this firsthand when Pakistan famously
³WRRN GRZQ <RX7XEH´ E\ FRQILJXULQJ LWV %*3 URXWHU WR EURDGFDVW WKDW LW
had the YouTube IP addresses within its network. 36 That information
spread to other BGP routers, who started sending traffic intended for
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29. 3UHVV 5HOHDVH 'HS¶W RI &RPPHUFH ,&$11 DQG 9HUL6LJQ 'HSOR\ 1HZ
Technology to Enhance the Security and Stability of the Internet (Jul. 16, 2010), available
at http://www.commerce.gov/news/press-releases/2010/07/16/commerce-department-icannand-verisign-deploy-new-technology-enhance-.
30. DNSSEC Implementation Practices for ISPs, supra note 24, at 17.
31. Jason Livingood, Comcast Completes DNSSEC Deployment, COMCAST VOICES
(Jan.
10,
2012),
http://blog.comcast.com/2012/01/comcast-completes-dnssecdeployment.html.
32. Estimating IPv6 & DNSSEC Deployment Status, NAT¶L INST. OF STANDS. & TECH.,
http://usgv6-deploymon.antd.nist.gov/snap-all.html (last visited Nov. 17, 2012) (showing
2% of domains have DNSSEC operational, 1% are in progress, and 98% have no progress).
33. BGP is one way that servers route Internet packets through the network. CSRIC III
WORKING GROUP 6, Secure BGP Deployment, 12 (2012), available at
http://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC-III-WG6-Final-Report.pdf. By
way of background, the Internet is a set of interconnected networks. Each major service
provider has its own self-contained network, called an Autonomous System, which is a
collection of IP addresses that all connect to the rest of the Internet through the service
SURYLGHU¶V³JDWHV´Id. The ISP uses the Border Gate Protocol to control how traffic moves
into and out of its network. Id. Each ISP chooses how its BGP routes traffic to its internal
network according to a multitude of considerations, such as business relationships and the
other Autonomous Networks to which the ISP connects. Id. Because of the great power
these servers have in controlling Internet traffic, each ISP relies on and trusts each other ISP
to implement their BGP routing policy in a truthful way, i.e. in a way that reasonably passes
along traffic that does not terminate within its network. Id. This trust manifests in the fact
that BGP routers blindly accept information from other BGP routers about what is on their
networks. Id.
34. Id.
35. Id. at 12.
36. Martin A. Brown, Pakistan Hijacks YouTube, RENESYS (Feb. 24, 2008),
http://www.renesys.com/blog/2008/02/pakistan-hijacks-youtube-1.
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<RX7XEH WR 3DNLVWDQ¶V VHUYHUV 37 Internet operators can remedy this
misinformation relatively quickly; for example, in this case, network
operators isolated Pakistan and fixed the routing tables within two hours.38
A standard that cryptographically secures the designated path so malicious
routers cannot alter the path of specific traffic within the packet could
prevent this from happening again in the future.39
The examples above are just two of the innumerable security
vulnerabilities that exist. To stem the abuse of these vulnerabilities, the
National Institute of Standards and Technology recently developed a
Cybersecurity Framework to help organizations secure critical
infrastructure. 40 Implementing some of these suggestions could fix a
portion of the security problems facing ISPs.41
These and other vulnerabilities have never been more important
given the impending transition of our communications networks from the
circuit-based Public Switched Telephone Network (³PSTN´) to a flexible,
all-IP network over which voice, video, and Internet traffic flow.42 After
this transition, communications that were once transmitted through separate
networks, such as telephone and cable networks, will be transmitted
through the Internet or using Internet Protocol, both of which are far more
susceptible to cyber-attacks than the PSTN.43 In contrast to the separate
communications networks of the twentieth century, when there were only a
small number of notable broadcast signal intrusion events and
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37. Id.
38. Id.
39. Id.
40. See FRAMEWORK FOR IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY,
infra note 66.
41. Id.
42. See AT&T, Petition to Launch a Proceeding Concerning the TDM-to-IP
Transition at 2, FCC GN Docket No. 12-353 (rel. Dec. 18, 2012) [hereinafter AT&T IP
Transition
Petition],
available
at
http://apps.fcc.gov/ecfs/
document/view?id=7022086087 (quoting Connect America Fund, Report and Order and
Further Notice of Proposed Rulemaking, FCC 11-161, 26 FCC Rcd. 17663, 17926 (2011))
DVNLQJ WKH )&& WR ³WDNH WKH QH[W VWHSV WR µIDFLOLWDWH WKH WUDQVLWLRQ¶ DZD\ IURP WKH OHJDF\
TDM-EDVHGQHWZRUNWRDQµDOO-,3QHWZRUN¶WKDWLVFDSDEOHRIVXpporting broadband Internet
access, higher-OD\HU 9R,3 DQG RWKHU DGYDQFHG FRPPXQLFDWLRQV VHUYLFHV´  see also FCC,
CONNECTING AMERICA: THE NATIONAL BROADBAND PLAN § 4.5 (2010), available at
http://download.broadband.gov/plan/national-broadband-plan.pdf.
43. See Initial Comments of the National Association of State Utility Consumer
Advocates at 18, AT&T Petition to Launch a Proceeding Concerning the TDM-to-IP
Transition, FCC GN Docket No. 12-353 (rel. Jan. 28, 2013), available at
http://apps.fcc.gov/ecfs/document/view?id=7022113102
(stating
concerns
about
cybersecurity as a result of the transition); Reply Comments of the Computer &
Communications Industry Association (CCIA) at 13, AT&T Petition to Launch a
Proceeding Concerning the TDM-to-IP Transition, FCC GN Docket No. 12-353 (rel. Feb.
25,
2013),
available
at
http://www.ccianet.org/wp-content/uploads/library/FCC
%20Comments%20on%20Transition_to_IP_Networks.pdf (requesting that the FCC
consider cybersecurity when proposing regulations on the transition).
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communication disruptions, 44 the Internet has made it possible to
communicate²RU LQ VRPH FDVHV DOWHU RWKHUV¶ communications²
throughout the world. This is a double-edged sword, as interconnection is
essential in a networked world. 45 Governments recognize this and hack
administrators of telecommunications networks to intercept the
communications on those networks; while this has been used for
surveillance, it could be also be used to disrupt communications.46
The Internet is built on the idea that packets may take many different
paths to get from their source to their destination. 47 But this
interconnectedness is also what makes the network vulnerable to cyberattacks, as a failure or error in one system can propagate through the
network.48 Today, websites are routinely defaced, denial of service attacks
prevent people from accessing the Internet,49 and, significantly, it is easy to
commandeer the Emergency Alert System.50 Even though the distributed
nature of the network provides some internal resilience, that resilience can
be strained. If many networks or connections between networks are brought
down in a cyber-attack, the remaining nodes on the Internet will have fewer
routing options, which could cause a bottleneck that slows communications
down or stops them completely.51 Finally, if the routers and servers use the
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44. See, e.g., Alan Bellows, Remember, Remember the 22nd of November, DAMN
INTERESTING (Jan. 9, 2007), http://www.damninteresting.com/?p=776 (detailing the Max
Headroom broadcast signal intrusion event in Chicago on November 22, 1987 where an
unknown person hijacked the signal of WGN-TV and WTTW to broadcast an impersonation
of the character Max Headroom). The Max Headroom broadcast signal intrusion event is
available on YouTube at http://www.youtube.com/watch?v=h5mzkt4N77s.
45. 47 U.S.C. § 251(a)(1); Kevin Werbach, Off the Hook, 95 CORNELL L. REV. 535,
588 (2010).
46. Cf. Ryan Gallagher & Peter Maass, Inside the NSA’s Secret Efforts to Hunt and
INTERCEPT
(Mar.
20,
2014),
Hack
System
Administrators,
THE
https://firstlook.org/theintercept/article/2014/03/20/inside-nsa-secret-efforts-hunt-hacksystem-administrators/ (detailing NSA efforts to hack system administrators to gain access
to the networks they administer). Indeed, the NSA disclosures show that the U.S.
government has the ability to prevent a user from reaching websites. See THERE IS MORE
THAN ONE WAY TO QUANTUM, NAT¶L SEC. ADMIN.,
available
at
https://firstlook.org/theintercept/document/2014/03/12/one-way-quantum/
(describing
QUANTUMSKY, an NSA technique that denies access to a webpage through RST packet
spoofing).
47. Id.
48. See Brown, supra note 36 GHVFULELQJ WKH SURSDJDWLRQ RI 3DNLVWDQ¶V %*3
problem); Randy Picker, Cybersecurity: Of Heterogeneity and Autarky, in THE LAW &
ECONOMICS OF CYBERSECURITY 115, 124 (Mark F. Grady & Francesco Parisi eds., 2005).
49. Jeffrey L. Goldings, Hackers Leave Their Mark on Websites, 2 No. 8 QUINLAN,
COMPUTER CRIME & TECH. IN LAW ENFORCEMENT art. 13, Aug. 2006.
50. See
Zombies?
Emergency
Broadcast
System
Hacked,
WLUC
TV6
(Feb.
12,
2013),
UPPERMICHIGANSSOURCE.COM,
http://www.uppermichiganssource.com/news/story.aspx?id=859352#.
51. See, e.g., Michael Lee, The Largest DDoS Attack Didn't Break the Internet, but It
Did Try, ZDNET (Mar. 28, 2013), http://www.zdnet.com/the-largest-ddos-attack-didntbreak-the-internet-but-it-did-try-7000013225/ (discussing slow Internet speeds in Europe as
a result of a recent cyber-attack).
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same insecure standards, attacks can propagate through the whole network.
This is the lens through which one must view FCC authority.

B. The FCC’s Historical Role in Cybersecurity
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52. See VoIP Outage Reporting NPRM, supra note 9, at para. 20.
53. Cyber Sec. Certification Program, Notice of Inquiry, FCC 10-63, para. 5, (2010)
[hereinafter
Cyber
Sec.
Certification
Program
NOI],
available
at
HOUSE,
http://fjallfoss.fcc.gov/edocs_public/attachmatch/FCC-10-63A1.pdf;
WHITE
CYBERSPACE POLICY REVIEW, at 4 (2009) [hereinafter CYBERSPACE POLICY REVIEW],
available at http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_
final.pdf (discussing U.S. Government cybersecurity initiatives).
54. See National Broadband Plan, supra note 42, § 16.2.
55. A federal agency can convene advisory committees that consist of private sector
experts for the purpose of advising the agency. See 5 U.S.C. app. 2 § 2 (2006).
56. See id. at § 2(b). This is the case for the FCC advisory committees discussed here.
57. See Cyber Sec. Certification Program NOI, supra note 53, at paras. 6-7.
58. See Charter of Network Reliability and Interoperability Council at 1, available at
http://transition.fcc.gov/hspc/NRIC_recharter.pdf (last accessed on Nov. 15, 2012); Charter
of the FCC’s Communications Security, Reliability, and Interoperability Council, at 1
[hereinafter CSRIC Charter], available at http://transition.fcc.gov/bureaus/pshs/advisory/
csric3/CSRIC%20Charter%20Renewal%202011%20FINAL.pdf (last accessed on Nov. 15,
2012).
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The FCC has previously attempted to improve cybersecurity and the
security of the communications grid. In these attempts, the FCC has
expressed skepticism about whether market forces adequately incentivize
,63V WR LPSOHPHQW ³PHDVXUHV WR PDLQWDLQ WKH KLJK-quality security,
UHOLDELOLW\ DQG UHVLOLHQF\ RI WKHLU UHVSHFWLYH VHUYLFHV´52 Because the FCC
has expertise in communications issues, other federal agencies expect it to
FRPPHQW RQ F\EHUVHFXULW\ SROLF\ WKLV LV HYLGHQFHG E\ WKH )&&¶V
substantial contribution to the White House 60-Day Cyberspace Policy
Review.53
In the National Broadband Plan, the FCC discussed the need for
improved cybersecurity in the telecommunications sector and potential
methods of implementation. 54 Perhaps the most comprehensive and
important work that the FCC has produced on cybersecurity has been
through federal advisory committees. 55 In most circumstances, a federal
advisory committee has solely an advisory role, with its recommendations
not carrying the force of law. 56 One such committee was the Network
5HOLDELOLW\DQG,QIUDVWUXFWXUH&RXQFLO ³15,&´ ,WGHYHORSHGDQXPEHURI
cybersecurity best practices and made a recommendation that private
industry voluntarily implement these best practices.57
The successor to NRIC, is the Communications Security, Reliability
DQG ,QWHURSHUDELOLW\ &RXQFLO ³&65,&´  ,W IRFXVes on strengthening
cybersecurity, ensuring availability of communications networks during an
emergency or disaster, and developing procedures that communications
providers can take to improve cybersecurity.58 CSRIC has made significant
recommendations on ways to improve cybersecurity at the network level.

35573-fcl_66-3 Sheet No. 88 Side A

Issue 3

10/21/2014 10:02:02

THE LIKELY REGULATORS

577

Like NRIC, however, the Council is purely advisory, so it lacks the
authority to require the FCC or private industry to follow its
recommendations.59
CSRIC III 60 issued recommendations for voluntary industry
guidelines to combat three major cybersecurity threats, including botnets,
attacks on the Domain Name System, and Internet route hijacking through
the use of the insecure Border Gate Protocol. 61 These security
vulnerabilities are particularly important, as attacks on these systems could
cause widespread access problems for certain parts of the Internet.62
+RZHYHU &65,&¶V JXLGHOLQHV DUH YROXQWDU\ so the major ISPs
pledging to implement them serve only fifty percent of residential
broadband users. 63 There are currently no mandatory cybersecurity
VWDQGDUGVIRURXUQDWLRQ¶VSULYDWHWHOHFRPPXQLFDWLRQVQHWZRUNV
One promising recent development is an Executive Order entitled
Improving Critical Infrastructure Cybersecurity. 64 It mandated that the
National Institute of Standards and Technology and the Department of
+RPHODQG6HFXULW\ ³DHS´ create a set of standards and procedures that
align policy, business, and technological approaches to address cyberthreats WR DOO VHFWRUV RI WKH QDWLRQ¶V FULWLFDO LQIUDVWUXFWXUH LQFOXGLQJ WKH
nation-wide communications infrastructure.65 NIST released Cybersecurity
Framework Version 1.0 on February 12, 2014. 66 As a methodology, the
Framework does not require organizations to implement specific standards
to improve cybersecurity.67 Instead, NIST suggests that organizations use
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59. See 5 U.S.C. app. 2 § 2; CSRIC Charter, supra note 58, at 1.
60. CSRIC III is the third authorization of the federal advisory committee.
61. Press Release, FCC, FCC Advisory Committee Adopts Recommendations to
Minimize Three Major Cyber Threats, 2012 WL 983082, at *2 (Mar. 22, 2012), available at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-313158A1.
pdf.
62. I do not discuss the Anti-Botnet Code of Conduct. Botnets can perform distributed
denial of service attacks on a website or computer connected to the Internet. However, the
solutions proposed by CSRIC III to combat botnets are not technical, but instead rely on
user education and notification, and as such do not lend themselves to standardization. See
CSRIC III WORKING GROUP 7, Final Report: U.S. Anti-Bot Code of Conduct (ABCs) for
Internet
Service
Providers
(ISPs),
at
3
(Mar.
2012),
available
at
http://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC-III-WG7-Final-Report.pdf; see
also T. Luis de Guzman, Comment, Unleashing a Cure for the Botnet Zombie Plague:
Cybertorts, Counterstrikes, and Privileges, 59 CATH. U. L. REV. 527, 528±29 (2010).
63. CSRIC Press Release, supra note 61, at *2.
64. Improving Critical Infrastructure Cybersecurity, Exec. Order No. 13,636, 78 Fed.
Reg. 11,739 (Feb. 19, 2013) [hereinafter Cybersecurity Executive Order].
65. Id. at 11,741.
66. FRAMEWORK FOR IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY,
VERSION 1.0, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, February 12, 2014,
available
at
http://www.nist.gov/cyberframework/upload/cybersecurity-framework021214.pdf.
67. 7KH )UDPHZRUN GRHV FRQWDLQ ³,QIRUPDWLYH 5HIHUHQFHV´ ZKLFK DUH ³VSHFLILF
sections of standards, guidelines, and practices common among critical infrastructure sectors
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the Framework to identify opportunities to strengthen and communicate
their management of cybersecurity risk while aligning with industry
practices.68
The most recent incarnation of the Communications Security,
Reliability, and Interoperability Council, CSRIC IV, is currently working
WRHYDOXDWH&65,&¶VPRVWFULWLFDOH[LVWLQJF\EHUVHFXULW\EHVWSUDFWLFHVDQG
determine how best to improve them to account for changes in
cybersecurity practice and the threat landscape. 69 It will then harmonize
and update these best practices with the NIST Cybersecurity Framework.70
However, as noted above and discussed in detail in Part VI below, firms
currently have no incentive other than market pressure to upgrade the
cybersecurity of the Internet. Even with the NIST Cybersecurity
)UDPHZRUN DQG &65,&¶V EHVW SUDFWLFHV DV JXLGHV mandating that ISPs
implement them would bring the FCC into new territory, as the Internet is
RXWVLGHRIWKH)&&¶VWUDGLWLRQDOUHJXODWRU\UROH

C. The FCC’s Jurisdiction over the Internet
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that illustrate a method to achieve´ FHUWDLQ VHFXULW\ RXWFRPHV  +RZHYHU WKHVH DUH
illustrative and not exhaustive. See id. at 8.
68. Id. at 4.
69. CSRIC IV - Working Group 4: Cybersecurity Best Practices Status Update, March
20, 2014 at 5, available at http://transition.fcc.gov/bureaus/pshs/advisory/csric4/CSRIC_
IV_WG4_STATUS_03202014.pdf.
70. Id.
71. Communications Act of 1934, ch. 652, § 2, 48 Stat. 1064 (codified as amended at
47 U.S.C. § 152(a) (2006)).
72. Id. § 201 (codified as amended at 47 U.S.C. § 201 (2006)).
73. Id. § 301 (codified as amended at 47 U.S.C. § 301 (2006)).
74. Cable Communications Policy Act of 1984, Pub. L. No. 98±549, 98 Stat. 2779
(1984) (codified at scattered sections 47 U.S.C.). This statute was enacted after the FCC
successfully asserted its jurisdiction over cable services in the 1960s. See United States v.
Southwestern Cable Co., 392 U.S. 157 (1968), infra note 99 and accompanying text.
75. See 47 U.S.C. §§ 201-231 (2006).
76. See 47 U.S.C. § 251 (2006).
77. 47 U.S.C. § 615a-1 (2006).
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7KH )&&¶V SRZHU to regulate communications activities is quite
broad. For example, Title I of the Communications Act of 1934 gives the
)&&MXULVGLFWLRQRYHU³DOOLQWHUVWDWHDQGIRUHLJQFRPPXQLFDWLRQE\ZLUHRU
UDGLRDQGDOOLQWHUVWDWHDQGIRUHLJQWUDQVPLVVLRQRIHQHUJ\E\UDGLR´71 The
1934 Act enumerates specific responsibilities and powers with respect to
common carriers and wire communication (Title II) 72 and radio wave
transmissions (Title III);73 Congress gave the FCC jurisdiction over cable
service in 1984 (Title VI).74
These statutes mandate FCC oversight and promotion of specific
communications services. For example, the FCC oversees common
carriers,75 ensures interconnection between telecommunications carriers, 76
promulgates rules to ensure 9-1-1 service, 77 and promotes diversity of
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information sources and services provided in cable communications. 78
)XUWKHUPRUH WKH )&&¶V JHQHUDO SXUSRVH LV WR UHJXODWH ³LQWHUVWDWH DQG
foreign commerce in communication by wire and radio so as to make
available . . . a rapid, efficient, Nation-wide, and world-wide wire and radio
communication service with adequate facilities at reasonable charges, for
the purpose of the national defense [and] promoting safety of life and
SURSHUW\´79 +RZHYHU WKH )&&¶V HQDEOLQJ VWDWXWHV GR QRW FRQIHU upon it
direct authority over the Internet.80
The character of the regulation the FCC can promulgate depends
heavily on the type of service regulated, as evidenced by the demarcation
EHWZHHQ WKH GLIIHUHQW WLWOHV RI WKH )&&¶V HQDEOLQJ VWDWXWHV 2QH RI WKH
)&&¶VSULPDU\DUHDVRIDXWKRULW\WKURXJKRXWWKHWZHQWLHWKFHQWXU\ZDVWKH
regulation of the Public Switched Telephone 1HWZRUN ³PSTN´  ZKLFK
AT&T provided as a common carrier.81 ,QWKHV³HQKDQFHG´VHUYLFHV
such as data transmission became available.82 The FCC did not have direct
authority over enhanced services, as they differed from basic telephone
service.83 7KH VWDWXWRU\ GLVWLQFWLRQ EHWZHHQ ³WHOHFRPPXQLFDWLRQV VHUYLFH´
DQG ³LQIRUPDWLRQ VHUYLFH´ UHIOHFWs the historical distinction between basic
and enhanced services, and maintains the practice restricting FCC direct
authority to telecommunications services.84
The Telecommunications Act of 1996 defines a telecommunications
VHUYLFH DV WKH ³RIIHULQJ RI WHOHFRPPXQLFDWLRQV IRU D IHH GLUHFWO\ WR WKH
public . . . UHJDUGOHVV RI WKH IDFLOLWLHV XVHG´ 85 The FCC must treat
WHOHFRPPXQLFDWLRQV FDUULHUV DV FRPPRQ FDUULHUV ³Rnly to the extent that
[they] . . . HQJDJH>@ LQ SURYLGLQJ WHOHFRPPXQLFDWLRQV VHUYLFHV´ 86 In
FRQWUDVW DQ LQIRUPDWLRQ VHUYLFH LV RQH WKDW RIIHUV WKH ³FDSDELOLW\ IRU
generating, acquiring, storing, transforming, processing, retrieving,
utilizing, or making available information via telecommunications, and
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78. See 47 U.S.C. § 521 (2006) (FCC mandated to assure that cable communications
provide and are encouraged to provide the widest possible diversity of information sources
and services to the public).
79. 47 U.S.C. § 151 (2006).
80. But see 47 U.S.C. § 230(b) (stating broad policy statements about the Internet and
immunizing ISPs from liability for content they did not create); 47 U.S.C. § 1302(b)
(requiring the FCC to promote broadband deployment under certain circumstances).
81. See United States v. AT&T, 552 F. Supp. 131, 178 (D.D.C. 1982), aff’d sub nom.,
0DU\ODQGY8QLWHG6WDWHV86   GLVFXVVLQJ$7 7¶VEXVLQHVVLQWKHODVW
half of the twentieth century).
82. See &RPSXWHU  &RPPF¶QV ,QGXV $VV¶Q Y )&&  )G  ±06 (D.C.
Cir. 1982) (CCIA v. FCC).
83. Id. at 207.
84. See 1DW¶O &DEOH  7HOHFRPPV $VV¶Q Y %UDQG; ,QWHUQHW 6HUYV  86 
996 (2005).
85. Telecommunications Act of 1996, Pub. L. No. 104-104, § 101(a), 110 Stat. 56
(1996) (codified at 47 U.S.C. § 153(53) (2006)).
86. Id. § 3 (codified at 47 U.S.C. § 153(51) (2006)). The FCC wields substantial
authority over the practices of telecommunications carriers because they are regulated as
common carriers. See generally 47 U.S.C. §§ 201-231.
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includes electronic publishing, but does not include any use of any such
capability for the management, control, or operation of a
telecommunications system or the management of a telecommunications
service.´ 87 There are no corresponding common carriage or regulatory
requirements for information services.88
In a series of rulemakings conducted in the early 2000s, the FCC
classified broadband services as information services, thereby precluding
the agency from regulating broadband service as a common carrier.89 The
information service classification includes cable broadband service, 90
wireless broadband service,91 wireline broadband service,92 and broadband
service over power lines.93 The FCC makes a delicate distinction between
the services that an ISP provides, ultimately concluding that ISPs provide a
FRQQHFWLRQ WR WKH ,QWHUQHW ³YLD WHOHFRPPXQLFDWLRQV´ 94 This formulation
indicates that the FCC cannot use its traditional Title II regulatory tools to
regulate broadband.95

D. The FCC’s Ancillary Authority
%HFDXVH EURDGEDQG ,63V SURYLGH LQIRUPDWLRQ VHUYLFHV WKH )&&¶V
ability to place regulatory obligations on ISPs is limited. The FCC can
regulate an information service, however, if the information service
impacts another service the FCC is empowered to regulate by statute. This
LV NQRZQ DV WKH )&&¶V Dncillary authority.96 The Communications Act of
DXWKRUL]HGWKH)&&WR³SHUIRUPDQ\DQGDOODFWVPDNHVXFKUXOHVDQG
regulations, and issue such orders, not inconsistent with this chapter, as
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87. Communications Act of 1934, ch. 652, § 153(20), 48 Stat. 1064 (codified as
amended at 47 U.S.C. § 153(24) (2006)).
88. See Verizon v. FCC, 740 F.3d 623, 649±51 (D.C. Cir. 2014).
89. Id.
90. 1DW¶O&DEOH 7HOHFRPPV$VV¶QY%UDQG;,QWHUQHW6HUYV86±
87 (2005); see generally High-Speed Access to the Internet Over Cable and Other Facilities,
Declaratory Ruling and Notice of Proposed Rulemaking, FCC 02-77 (2002) [hereinafter
Cable Broadband Ruling].
91. Appropriate Regulatory Treatment for Broadband Access to the Internet over
Wireless Networks, Declaratory Ruling, FCC 07-30, paras. 22, 29 (2007) [hereinafter
Wireless Broadband Ruling].
92. Appropriate Framework for Broadband Access to the Internet over Wireline
Facilities, Report and Order and Notice of Proposed Rulemaking, FCC 05-150, paras. 15,
103±04 (2005) [hereinafter Wireline Broadband Report and Order], aff’d sub nom., Time
Warner Telecom, Inc. v. FCC, 507 F.3d 205 (3d Cir. 2007).
93. Classification of Broadband over Power Line Internet Access Service as an
Information Service, Memorandum Opinion and Order, FCC 06-165, paras. 9, 12 (2006).
94. Cable Broadband Ruling, supra note 90, at para. 41. This distinction contrasts
with another possible interpretation, that broadband service itself is actually providing
telecommunications.
95. See 47 U.S.C. §153(20); Verizon v. FCC, 740 F.3d 623, 649±51 (D.C. Cir. 2014).
96. See Comcast Corp. v. FCC, 600 F.3d 642, 646±47 (D.C. Cir. 2010); see generally
id. (giving a summary of the early Supreme Court ancillary authority rulings).
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97. Communications Act of 1934, ch. 652, § 4(i), 48 Stat. 1066 (codified at 47 U.S.C.
§ 154(i) (2006)).
98. United States v. Midwest Video Corp. (Midwest I) 406 U.S. 649, 669-70 (1972)
(plurality opinion).
99. See United States v. Southwestern Cable Co., 392 U.S. 157, 172 (1968) (quoting
FCC v. Pottsville Broad. Co., 309 U.S. 134, 138 (1940)).
100. See id. at 172.
101. Id.
102. See Midwest I, 406 U.S. at 659-60; see also Werbach, supra note 45, at 580.
103. See Southwestern Cable, 392 U.S. at 174±78.
104. See id. at 178-79; see also Werbach, supra note 102, at 580.
105. $P/LEUDU\$VV¶QY)&&)G-92 (D.C. Cir. 2005).
106. Id.
107. Id.
108. Id. 6WDWHGDQRWKHUZD\WKHUHJXODWLRQDWLVVXHVKRXOGEH³LPSHUDWLYHLI>WKH)&&@
is to perform with appropriate effectiveness . . . LWV RWKHU UHVSRQVLELOLWLHV´ Southwestern
Cable, 392 U.S. at 173.
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PD\EHQHFHVVDU\LQWKHH[HFXWLRQRILWVIXQFWLRQV´97 The Supreme Court
has interpreted this authority to allow the FCC to take actions that further
its statutory mandate, even if not expressly contemplated by a statute.98 The
purpose of this SHQXPEUD RI DXWKRULW\ VXUURXQGLQJ WKH )&&¶V VWDWXWRULO\
conferred power is to allow the FCC to adapt government
telecommunications policy to new technology in a more efficient and
flexible way than Congress could.99
Ancillary authority has been used most prominently to regulate
communications services over which the FCC does not have an explicit
grant of authority, but that nevertheless affect services that the FCC
UHJXODWHV 7KH &RXUW¶V WUHDWPHQW RI FDEOH television in United States v.
Southwestern Cable Co. 100 provides DQ H[DPSOH RI WKH )&&¶V ODZIXO
regulation of a technology that did not exist when the Communications Act
of 1934 was enacted, but that had the potential to disrupt the broadcast
television market²over which the FCC has a mandate.101 The Court stated
that the characteristics of the new service are relevant only to determine
ZKHWKHU LW VDWLVILHVWKH )&&¶V JHQHUDOMXULVGLFWLRQDOJUDQW ZKLFK Lncludes
interstate communication by radio or wire, as a prerequisite to
jurisdiction.102 After this threshold is satisfied, a reviewing court then looks
to the impact the new service has on existing regulated services.103 If the
new service could prevent the FCC from achieving statutory goals
associated with the established service, then a court looks to how the
proposed regulation fits into the Commission¶s current rules.104
The D.C. Circuit, in American Library Association v. FCC,105 issued
the pronouncement on FCC ancillary authority that governs to this day.106
To use its ancillary authority as a basis for a regulation, the FCC must
VDWLVI\ WZR UHTXLUHPHQWV )LUVW WKH )&&¶V ³JHQHUDO MXULVGLFWLRQDO JUDQW´
under Title I must cover the regulated subject.107 Second, the regulations
must be reasonably ancillary to the )&&¶V HIIHFWLYH SHUIRUPDQFH RI LWV
statutorily mandated responsibilities.108
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Regarding the first requirement WKH )&&¶V JHQHUDO MXULVGLFWLRQDO
JUDQW LV EURDG HQFRPSDVVLQJ DXWKRULW\ RYHU ³DOO LQWHUVWDWH DQG IRUHLJQ
FRPPXQLFDWLRQ E\ ZLUH RU UDGLR´ 109 Even where a communication
emanates from and is received within the same state, it falls within the
reach of Title I insofar as it is part of a broader national network. 110
$FFRUGLQJO\ WKH )&&¶V 7LWOH , JHQHUDO MXULVGLFWLRQ OLNHO\ LQFOXGHV WKH
provision of communications services over the Internet such as broadband
Internet access.111
The second requirement, that the regulations must be reasonably
DQFLOODU\ WR WKH )&&¶V HIIHFWLYH SHUIRUPDQFH RI LWV VWDWXWRULO\ PDQGDWHG
responsibilities, is more difficult to satisfy. A court evaluates the
permissibility of each new exercise of ancillary authority on its own
terms.112 That is, the FCC cannot justify a new use of ancillary authority by
reference to previous incarnations of this authority.113
For example, in the seminal ancillary authority case, Southwestern
Cable, the Supreme Court analyzed the FCC regulations over community
DQWHQQDWHOHYLVLRQ ³&$79´ Dservice known today as cable television.114
When the Court heard the case in 1968, Congress had not afforded the FCC
express authority over CATV, but Congress had mandated that the
Commission HQVXUH³DZLGHO\GLVSHUVHGUDGLRDQGWHOHYLVLRQVHUYLFHZLWKD
fair, efficient, and equitable distribution of service among the several States
and communities.´ 115 The FCC reasonably concluded that CATV could
³µGHVWUR\ RU VHULRXVO\ GHJUDGH WKH VHUYLFH RIIHUHG E\ D WHOHYLVLRQ
broadcaster, and thus ultimately deprive the public of the various benefits
RIDV\VWHPRIORFDOEURDGFDVWLQJVWDWLRQV´116 Accordingly, because CATV
posed a threat to a service that Congress required the FCC to keep
operational, the FCC¶V exercise of its ancillary authority to promulgate
CATV regulations was upheld as valid.
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109. See 47 U.S.C. § 152 (2006).
110. See Southwestern Cable, 392 U.S. at 168±69 (stating that intrastate broadcasting
DQG FDEOHFDVWLQJ VWLOO IDOO ZLWKLQ WKH )&&¶V 7LWOH , DXWKRULW\ EHFDXVH WKH\ FRQVLVW RI
programming devised for and distributed to a national audience).
111. That neither the FCC nor Comcast disputed the validity of broadband falling with
WKH &RPPLVVLRQ¶V 7LWOH , JUDQW WLOWV KHDYLO\ WRZDUG WKLV FRQFOXVLRQ +RZHYHU EHFDXVH WKH
court reversed the FCC on other grounds, this issue has not been conclusively decided. See
Comcast, 600 F.3d at 646±47 (stating tKDW³&RPFDVWFRQFHGHVWKDWWKH&RPPLVVLRQ VDFWLRQ
here [regulating broadband Internet] satisfies the first requirement because the company's
,QWHUQHW VHUYLFH TXDOLILHV DV µLQWHUVWDWH DQG IRUHLJQ FRPPXQLFDWLRQ E\ ZLUH¶ ZLWKLQ WKH
meaning of Title I of the &RPPXQLFDWLRQV$FW´  FLWDWLRQRPLWWHG 
112. Id. at 650; see Midwest Video I, 406 U.S. at 669±70 (plurality opinion).
113. Comcast Corp. v. FCC, 600 F.3d 642, 650 (D.C. Cir. 2010).
ENCYCLOPEDIA
(2012),
114. Evolution
of
Cable
Television,
FCC
http://www.fcc.gov/encyclopedia/evolution-cable-television.
115. Southwestern Cable, 392 U.S. at 174±76 (internal quotation marks and citations
omitted); see 47 U.S.C. § 307(b).
116. Southwestern Cable, 395 U.S. at 175±76 (quoting Grant of Authorizations in the
Bus. Radio Serv. for Microwave Stations to Relay Television Signals to Cmty. Antenna
Sys., First Report and Order, Dkt. No. 14895, 38 F.C.C. 683, 699±700 (1965)).
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Conversely, in Echostar Satellite, LLC v. FCC,117 the D.C. Circuit
held that the FCC could not exercise ancillary authority over satellite
television encoding, as the Commission could not show that satellite
television encoding was preventing the Commission from fulfilling its
statutory responsibilities. 118 At issue was a congressional mandate to
promote the commercial availability of cable set-top boxes. 119 The
Echostar FRXUW UHMHFWHG WKH )&&¶V DVVHUWLRQ WKDW WKH UHTXLUHPHQWV IRU
satellite providers promoted the statutory mandate to make cable set-top
boxes commercially available.120 Unlike Southwestern Cable, wherein the
FCC found that CATV directly threatened its statutory mandate over
broadcast television, the FCC showed no such connection in Echostar. The
court noted that the only link between the satellite providers and the statute
was a memorandum of understanding between the FCC and cable providers
VHWWLQJRXWWKHFDEOHLQGXVWU\¶VFRPPLWPHQWWRIXWXUHDGRSWLRQRIVWDQGDUGV
to promote competitive set-top boxes, and conditioned on the FCC
requiring satellite MVPDs to adopt the same standard.121
Further adding to the body of ancillary authority jurisprudence, the
D.C. Circuit clarified in Comcast v. FCC122 that the FCC cannot rely on
congressional statements of policy alone to support exercises of ancillary
authority. 123 The FCC must instead rely on express congressional
delegations of authority in the text of Titles II, III, and VI of the Act.124
7KLVFRQILQHVWKH)&&¶VSRZHUWRH[SOLFLWstatutory authorities, as opposed
to broad assertions of policy that would potentially give the FCC
unrestrained power in furtherance of those policy goals. 125 While this
restraint on ancillary authority makes sense, on its face it prevents the FCC
from regulating in ways that further the goals of Congress when changes in
technology move faster than legislation.
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117. Echostar Satellite, LLC v. FCC, 704 F.3d 992, 999 (D.C. Cir. 2013).
118. Id. at 998±1000.
119. Id. at 997±98; see 47 U.S.C. § 549(a) (Cable set-WRSER[HVDUHWHUPHG³QDYLJDWLRQ
GHYLFHV´ 
120. Echostar Satellite, 704 F.3d at 997±98.
121. Id. This memorandum of understanding was not agreed to by satellite MVPDs but
imposed conditions on them through FCC rules.
122 . Comcast Corp. v. FCC, 600 F.3d 642 (D.C. Cir. 2010).
123. See id. at 653±1DW¶O$VV¶QRI5HJXODWRU\8WLO&RPP¶UVY)&& NARUC I),
533 F.2d 601, 612 (D.C. Cir. 1976). For an exhaustive discussion of pre-Comcast ancillary
authority jurisprudence, see Werbach, supra note 102, at 571-77.
124. Comcast, 600 F.3d at 654 (internal quotation marks omitted).
125. Id. at 655±56.
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E. The FCC’s Authority in the Context of Rapid Technological
Change
7KH )&&¶V DQFLOODU\ authority is set against the backdrop of
technological change. 126 Increasingly, our communications are conducted
through the Internet, with the eventual goal of having an all-IP
communications system.127 One of the consequences of this transition to a
new communications architecture is that it incentivizes telecommunications
companies to shut down the old copper telephone network to avoid
duplicative costs.128 If a current telephone service provider shuts down its
copper PSTN network and transfers all of the telephone traffic over IP
links, the FCC could lose its authority to regulate the network via its Title
II jurisdiction. 129 As the communications network transitions to Internet
Protocol, the network consequently becomes more vulnerable to cyberattacks and potentially more isolated from FCC authority.130
Because of the intertwining of an all-IP network and cybersecurity,
securing Internet infrastructure poses questions about the scope of the
)&&¶V authority over it. Recent D.C. Circuit decisions and FCC orders
make it clear that if the FCC has authority to require that cybersecurity best
practices be followed, that regulation must be grounded in some positive
grant of statutory authority.
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126. See United States v. Southwestern Cable Co., 392 U.S. 157, 174±76 (1968)
(approving of ancillary authority over a potentially disruptive new technology).
127. See Part II.A supra notes 42 and 43 and accompanying text (discussing the
transition away from the copper PSTN to platform agnostic internetworking to transport
voice, video, and data communications); see also PRESIDENT'S NATIONAL SECURITY
TELECOMMUNICATIONS ADVISORY COMMITTEE, NETWORK SECURITY VULNERABILITY
ASSESSMENTS TASK FORCE REPORT (Mar. 2002) [hereinafter NSVASTF REPORT], available
at https://www.hsdl.org/?view&did=1540; Werbach, supra note 102, at 588.
128. Sean Buckley, PSTN-to-IP Migration Must Be Done with Care, Say Verizon,
(May
15,
2012),
http://www.fiercetelecom.com/
AT&T,
FIERCETELECOM
story/pstn-ip-migration-must-be-done-care-say-verizon-att/2012-05-15; see also AT&T
Petition to Launch Proceeding Concerning The TDM-to-IP Transition, WC Docket No. 12353 (2012).
129. See Part II, supra notes 22-24; see generally Kevin Werbach, No Dialtone: The
End of the Public Switched Telephone Network, 66 FED. COMM. L.J. 203, 234±61 (2014)
(noting that many regulatory requirements for the PSTN do not hold after the IP transition,
and making recommendations for which aspects of the PSTN should carry over to the new
IP network, including universal service and reliability in this recommendation).
130. NSVASTF REPORT, supra note 127; Werbach, supra note 102, at 588. This
becomes more clear as people increasingly use Internet services as their primary method of
communication. See Outage Reporting to Interconnected Voice over Internet Protocol Serv.
Providers, Report and Order, FCC 12-22, para. 2 (2012) [hereinafter VoIP Outage Order]
(noting that about 27 million people had VoIP residential telephone subscriptions as of
December 31, 2010); Cablevision Sys. Corp. v. FCC, 597 F.3d 1306, 1323 (D.C. Cir. 2010);
Buckley, supra note 128.
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THE )&&¶S ANCILLARY AUTHORITY TO PROMULGATE
CYBERSECURITY STANDARDS

There has been little discussion of the FCC¶V authority to create
cybersecurity standards. In the realm of cybersecurity, authors have
acknowledged that WRGD\¶V hodgepodge method of trying to ensure network
infrastructure security is not working. 131 Members of Congress have
introduced numerous bills to promote cybersecurity.132 As evidenced by the
introduction of these bills and the history of cybersecurity regulatory
attempts, it is currently unclear which agency should be taking the lead.
Furthermore, fear of regulation has foreclosed discussions of private
industry regulation.133 This Note shows a possible solution to this problem
of insufficient cybersecurity by detailing a basis of FCC authority to
require ISP implementation of cybersecurity best practices that result in
increased reliability.
Evidence that poor cybersecurity impedes the actualization of
statutory obligations would support the FCC¶V authority to create
cybersecurity standards for ISPs. Because of the impact that cyber-attacks
can have on the national communication infrastructure, the FCC could take
regulatory action to prevent the disruption of those networks. As a federal
agency, the FCC would first have to consider avenues of direct authority;
however, the Communications Act does not directly authorize the FCC to
implement cybersecurity regulations.134 The Commission would therefore
have to rely on its ancillary authority to implement any such regulations.
The ability of the FCC to exercise its ancillary authority depends on
whether  WKHVHUYLFHWREHUHJXODWHGIDOOVZLWKLQWKH)&&¶VTitle I grant;
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131. Karson K. Thompson, Note, Not Like an Egyptian: Cybersecurity and the Internet
Kill Switch Debate, 90 TEX. L. REV. 465, 491 (2011) (stating that cybersecurity policy must
be uniform and come from the top down because this structure eliminates the problems
inherent in asking individual agencies to develop their own security strategies, such as a
lack of uniformity and consistency). Other commenters assert that problems with
cybersecurity manifest primarily in stolen data and not in problems with communications
reliability. See Peter M. Shane, Cybersecurity: Toward a Meaningful Policy Framework, 90
TEX. L. REV. 87, 87 (2012). While many cyber-attacks result in a loss of data, the same
methods that are used to compromise the network to steal the information can be used to
disrupt the network. Id.
132. See, e.g., Cybersecurity Enhancement Act of 2013, H.R. 756, 113th Cong. (2013);
Cybersecurity and Internet Safety Standards Act, S. 372, 112th Cong. (2011); Homeland
Security Cyber and Physical Infrastructure Protection Act of 2011, H.R. 174, 112th Cong.
(2011); see also Thompson, supra note 131, at 482-88 (discussing seven cybersecurity
proposals in the 112th Congress).
133. See Shane, supra note 131, at 91.
134. See generally 47 U.S.C. §§ 151-1473; see also supra text accompanying notes 9093 (discussing FCC authority over broadband Internet).
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and (2) the regulations are reasonably ancillary to the effective
performance of a statutory mandate.135

A. Broadband Internet Service as Within the FCC’s General
Jurisdictional Grant
7KH )&&¶V JHQHUDO MXULVGLFWLRQDO JUDQW XQGHU 7LWOH , OLNHO\ FRYHUV
cyber-attacks and corresponding regulation of broadband Internet if these
attacks are transmitted over an interstate all-IP communications network.136
Title I gives the Commission jurisdictioQ RYHU ³LQWHUVWDWH
. . . FRPPXQLFDWLRQE\ZLUHRUUDGLR´137 Cybersecurity, or the lack thereof,
affects both interstate communications by radio or wire and the Internet as
a national network. The Supreme Court in Southwestern Cable set a low
threshold for a service to fall within the Commission¶V Title I authority.138
There, the Court found that cable systems carry programming made for a
national audience, and so constituted interstate communications.139 Today,
Internet traffic has a worldwide reach; even if it is within an autonomous
network, Internet traffic likely travels across state lines.140 Furthermore, the
general content of the traffic could be intended for a national audience.
Cyber-attacks, in particular, have interstate and international character.141
In a recent cyber-threat analysis, Mandiant, an information technology
security company, found 115 instances of attacks originating from China
from 2006 to 2012. 142 Because of the interstate and international
characteristics of Internet traffic and disruptions, cybersecurity regulations
IDOOZLWKLQWKH)&&¶V7LWOH,MXULVGLFWLRQ

B. Mandatory Cybersecurity Standards for ISPs as Reasonably
Ancillary to the FCC’s Statutory Responsibilities
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135. $P/LEUDU\$VV¶QY)&&)G±92 (D.C. Cir. 2005).
136. See 47 U.S.C. § 152 (2006); see also VoIP Outage Order, supra note 130, at paras.
60-61.
137. 47 U.S.C. § 152 (2006).
138. United States v. Southwestern Cable Co., 392 U.S. 157, 175±76 (1968).
139. Id.
140. See CSRIC III WORKING GROUP 6, SECURE BGP DEPLOYMENT 12 (Mar. 2012),
available at http://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC-III-WG6-FinalReport.pdf.
141. See, e.g., MANDIANT REPORT, supra note 15, at 22.
142. Id. These intercontinental attacks necessitate the utilization of interstate
communication. See id. at 21.
143. See Am. Library. Assoc. v. FCC, 406 F.3d 689, 691±92 (D.C. Cir. 2005).
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The creation of cybersecurity standards is reasonably related to the
)&&¶VHIIective performance of its statutorily mandated responsibilities.143
In the past, courts have upheld FCC assertions of ancillary authority when
the regulated technology affected communications networks such as
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144. See United States v. Southwestern Cable Co., 392 U.S. 157, 174±76 (1968); CCIA
v. FCC, 693 F.2d 192, 210 (D.C. Cir. 1982).
145. See Southwestern Cable, 392 U.S. at 175.
146. See Part II.D, supra notes 75-79.
147. 47 U.S.C. § 151 (2006).
148. NSVASTF REPORT, supra note 127, at 65±66; see, e.g., See Zombies? Emergency
Broadcast System Hacked, supra note 50; Lee, supra note 51.
149. An MVPD is a cable, satellite, or IP-based service provider that distributes video
programming. See 47 U.S.C. § 522(13).
150. See supra Part II.B.
151. See United States v. Southwestern Cable Co., 392 U.S. 157, 174±76 (1968).
152. See id.
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broadcast television and the telephone network. 144 For example, in
Southwestern Cable, the order at issue was designed to remedy aspects of
CATV, a new technology that had the potential to frustrate FCC
obligations to ensure the continued viability of the broadcast television
medium.145
Title 47 of the United States Code obligates the FCC to perform
myriad other functions, including the creation of regulations for common
carriers, rules for interconnection between telecommunications carriers,
rules to ensure 9-1-1 services, and regulations to promote diversity of
information sources and services provided in cable communications. 146
)XUWKHUPRUHWKH)&&KDVDJHQHUDOREOLJDWLRQWRPDNHDYDLODEOH³DUDSLG
efficient, Nation-wide, and world-wide wire and radio communication
service with adequate facilities at reasonable charges, for the purpose of the
QDWLRQDOGHIHQVH>DQG@SURPRWLQJVDIHW\RIOLIHDQGSURSHUW\´147 These are
some of the core functions of the FCC. But a transition from a Title II to a
7LWOH , FODVVLILFDWLRQ RI WKH QDWLRQ¶V FRPPXQLFDWLRQV V\VWHP Meopardizes
core FCC regulatory powers that exist only in Title II. If the FCC cannot
exercise its Title II authority over the U.S. communications network, it
must turn to ancillary authority, relying on the fact that an all-IP network
without adequate cybersecurity safeguards could have disastrous effects on
critical telecommunications and emergency services.148
These attacks have the potential to impair vital communications that
the FCC oversees, such as telephony, Multichannel Video Programming
Distributor ³MVPD´ services,149 and 9-1-1 functionality. FCC regulations
requiring uniform implementation of cybersecurity best practices and
updated network standards, such as those proposed by IETF and CSRIC,
could mitigate the negative effects of these attacks on communications.150
Regulations aimed at ensuring the continuity of a communications
service were examined in one of the seminal ancillary authority cases.151 In
Southwestern Cable, the Supreme Court upheld the )&&¶V H[HUFLVH RI
ancillary authority because of &$79¶V SRWHQWLDO WR GLVUXSW WKH EURDGFDVW
television market. 152 Similarly, because of the possibility of
communications disruption through the Internet, FCC mandatory
cybersecurity standards are also UHDVRQDEO\DQFLOODU\WRWKH)&&¶VHIIHFWLYH
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153. 47 U.S.C. § 151 (2006).
154. 47 U.S.C. § 615a-1 (2006).
155. Id. This phrase represents an acknowledgement by Congress of the special
security considerations that are necessary when transitioning to an all-IP communications
infrastructure.
156. See Echostar Satellite, LLC v. FCC, 704 F.3d 992, 997-99 (D.C. Cir. 2013).
157. See Part II.D infra.
158. See 47 U.S.C. § 151 (2006).
159. See, e.g., United States v. Southwestern Cable, 392 U.S. 157, 175±77 (1968)
QRWLQJ WKDW ³&RQJUHVV FRXOG QRW LQ  KDYH IRUHVHHQ WKH GHYHORSPHQW RI FRPPXQLW\
antenna television systems, but it seems to us that it was precisely because Congress wished
µWR PDLQWDLQ WKURXJK DSSURSULDWH DGPLQLVWUDWLYH FRQWURl, a grip on the dynamic aspects of
UDGLR WUDQVPLVVLRQ¶ WKDW LW FRQIHUUHG XSRQ WKH &RPPLVVLRQ D µXQLILHG MXULVGLFWLRQ¶ DQG
µEURDGDXWKRULW\¶7KXVµ X QGHUO\LQJWKHZKROH &RPPXQLFDWLRQV$FW LVUHFRJQLWLRQRIWKH
rapidly fluctuating factors characteristic of the evolution of broadcasting and of the
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performance of its statutorily mandated responsibilities of overseeing
telephony, MVPD service, and 9-1-1 service. Furthermore, these attacks
affect WKH )&&¶V JHQHUDO REOLJDWLRQ WR PDNH DYDLODEOH ³D UDSLG HIILFLHQW
Nation-wide . . . wire and radio communication service,´ 153 where
Congress has further required the FCC to make certain services available to
the public, such as 9-1-1 service and broadband Internet. This is not to say
that the FCC can regulate any communications platform at risk of a cyberattack. The FCC would only be able to regulate the security of ISPs insofar
as that insecurity poses a threat to the viability of functions the FCC is
required to maintain.
Beyond interconnection and general network reliability, the FCC has
a duty to promulgate regulations that ensure that Voice over Internet
3URWRFRO ³VoIP´ providers give their users access to 9-1-1 service on
parity with PSTN providers.154 ,QGRLQJVRWKH)&&FDQ³WDNHLQWRDFFRXQW
any technical, network security, or information privacy requirements that
are specific to IP-HQDEOHG YRLFH VHUYLFHV´155 Because cyber-attacks could
disrupt 9-1-1 service on VoIP connections, requiring cybersecurity
improvements LV UHDVRQDEO\ DQFLOODU\ WR WKH )&&¶V SHUIRUPDQFH RI LWV
statutory obligations.
This situation does not suffer from the lack of a connection between
the regulation and the service to be regulated seen in Echostar, where the
FCC artificially conflated satellite service regulations with cable industry
dealings.156 The cyber-threats to the telecommunications networks are real;
they were not created through jurisdictional bootstrapping. 157 Here, the
FCC has ample evidence to support a finding that cyber-attacks could
create a real obstacle to enforcement of its statutory obligation to ensure an
efficient and reliable telecommunications network.
6LQFH WKH )&&¶V LQFHSWLRQ LW KDV been obligated to ensure the
efficienF\ RI WKH QDWLRQ¶V communications network. 158 Courts have
consistently acknowledged that, as new technologies appear, the FCC must
adapt.159 And never before has the ability to disrupt our communications
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networks been so widely available. 160 Therefore, mandating standards is
OLNHO\ DQFLOODU\ WR WKH )&&¶V VWDWXWRU\ UHVSRQVLELOLWLHV DQG WKH )&& PD\
use its ancillary authority to promulgate rules accordingly.

IV.

THE DECISION TO REGULATE CYBERSECURITY OF
INTERNET SERVICE PROVIDERS
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corresponding requirement that the administrative process possess sufficient flexibility to
DGMXVWLWVHOIWRWKHVHIDFWRUV´ FLWDWLRQVRPLWWHG 
160. See NSVASTF REPORT, supra note 148, at 4, and accompanying text.
161. Southwestern Cable, 392 U.S. at 168.
162. Id. at 172-73.
163. Presidential Policy Directive/PPD-21, Critical Infrastructure Security and
Resilience,
Feb.
12,
2013,
http://www.whitehouse.gov/the-press-office/2013/
02/12/presidential-policy-directive-critical-infrastructure-security-and-resil (directing the
)&& WR ³H[HUFLVH LWV DXWKRULW\ DQG H[SHUWLVH WR SDUWQHU ZLWK '+6 DQG WKH 'HSDUWPHQW RI
State, as well as other Federal departments and agencies and SSAs as appropriate, on: (1)
identifying and prioritizing communications infrastructure; (2) identifying communications
sector vulnerabilities and working with industry and other stakeholders to address those
vulnerabilities; and (3) working with stakeholders, including industry, and engaging foreign
governments and international organizations to increase the security and resilience of
critical infrastructure within the communications sector and facilitating the development and
implementation of best practices promoting the security and resilience of critical
communications infrastructure on which WKH1DWLRQGHSHQGV´ 
164. See CSRIC Press Release, supra note 61, at *2; Bush, supra note 38.
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Having concluded that the FCC likely has authority to regulate the
cybersecurity practices of ISPs under its Title I ancillary authority, the
question remains whether the FCC should exercise this authority. The FCC
is the unifying authority for telecommunications regulation,161 a status that
reflects the belief that an administrative agency can adapt its regulations to
changes in technology more quickly than Congress.162 7KH)&&¶VUHODWLYH
nimbleness suggests that the FCC should play a role in cybersecurity. This
has already been recognized to an extent in the the Presidential Policy
Directive accompanying the Cybersecurity Executive Order, where the
FCC is charged with coordinating with the communications sector in
developing and implementing the Cybersecurity Framework. 163 It has
superior institutional competence regarding communications networks in
addition to its longstanding relationship with companies in the
telecommunications industry. As more people and communications
technologies use the Internet as their sole communications network, the
)&&¶V REOLJDWLRQV to ensure a reliable communications network will
increasingly intrude on the Internet domain.
The FCC already has a good model for what cybersecurity standards
should look like. CSRIC recommendations and finalized IETF security
standards provide a trusted way of determining the standard with
expertise.164 Furthermore, the Cybersecurity Executive Order tasks NIST
and DHS, with input from the FCC, with creating a Cybersecurity
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Framework for the private sector to implement.165 The implementation of
the Framework could improve cybersecurity as well. With these resources
in mind, this section of the Note addresses whether the FCC should
regulate the cybersecurity of ISPs.
Deciding whether and how to regulate can be a hard choice for
agencies to make, especially given the wide discretion they are afforded.
The calculus involves two separate inquiries. Initially, the agency must
decide whether to regulate, which involves an evaluation of agency goals
and the problem the agency seeks to address, along with a determination of
whether the problem lends itself to a regulatory fix.166 After determining
that regulatory action is appropriate, the agency must analyze the costs and
benefits of different regulatory alternatives and choose the best one.167
This Part¶V analysis first focuses on resolving the dilemma of
whether the FCC should regulate ,63V¶F\EHUVHFXULW\SUDFWLFHV in the first
place. The contrasting options are relatively straightforward: impose
regulation that will result in basic infrastructure cybersecurity protections
or choose not to regulate and instead let the market provide the level of
protection its participants deem necessary. This Part then briefly considers
the basic cost-benefit analysis and offers recommendations on how to apply
that analysis to the problem of protecting network infrastructure from
cyber-attacks.

A. Deciding When to Regulate
1.

Appropriate Considerations for Deciding
When to Regulate

C M
Y K
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165. Cybersecurity Executive Order, supra note 64, at 11,739-41.
166. See OFFICE OF MGMT. & BUDGET, CIRCULAR A-4: A REGULATORY ANALYSIS, at 3±
5 (2003) [hereinafter Circular A-4], available at www.whitehouse.gov/sites/
default/files/omb/assets/omb/circulars/a004/a-4.pdf.
167. See id. at 2.
168. See generally id. These principles have been reaffirmed by the Obama
Administration in recent Executive Orders. See Exec. Order No. 13,563, 76 Fed. Reg. 3821
(Jan. 21, 2011) (President Obama) (stating that the benefits of proposed and final rules must
³MXVWLI\´ WKH FRVWV  ([HF 2UGHU 1R   )HG 5HJ  -XO    VWDWLQJ
WKDWLQGHSHQGHQWUHJXODWRU\DJHQFLHV³VKRXOGSURPRWH´WKHJRDOVH[SUHVVHGLQ(2 
see also BENEFIT-COST ANALYSIS AT INDEPENDENT REGULATORY AGENCIES COMMITTEE ON
REGULATION, ADMINISTRATIVE CONFERENCE OF THE UNITED STATES (Apr. 23, 2013) (draft
recommendation),
available
at
http://www.acus.gov/sites/default/files/documents/
IRC%20BCA%20Recommendation%20for%204-29-13%20Mtg%20FINAL.pdf.
169. See id. at 2.
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In 2003, the Office of Management and Budget issued a circular to
help guide agency decisions of whether and how to regulate. 168 It
recognized that good regulatory analysis requires justifications of the need
for the proposed action. 169 This Part¶V description of the initial
determination of whether to regulate borrows heavily from the circular.
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The determination of the need for the regulatory action incorporates
the statutory or judicially recognized basis for the action and considers the
specific conditions that generate the need for action.170 When not explicitly
mandated by law, regulatory action is warranted when there is a compelling
need for action. 171 Examples of compelling needs include remedying
material failures of private markets to protect or improve public health,
safety, and well-being, and meeting other compelling public needs such as
³SURPRWLQJLQWDQJLEOHYDOXHVVXFKDVGLVWULEXWLRQDOIDLUQHVVRUSULYDF\´ 172
Finally, this assessment involves a tentative determination of the
effectiveness of government action, including whether any proposed
government regulation would do more good than harm.173 To satisfy this
last factor, the agency must overcome a presumption against economic
regulation.174 The legal authority for any potential cybersecurity regulation
was discussed in the preceding sections.175 Accordingly, this section will
focus on the other aspects of agency decision-making.
Market Failures and Other Compelling Needs
Market failures occur for three primary reasons: externalities, abuse
of market power, and inadequate or asymmetric information. 176
Externalities allow one party to ³LPSRVH XQFRPpensated benefits or costs
RQDQRWKHUSDUW\´177 A firm with a dominant position in a market abuses its
market power when it increases the price or reduces the output of its
products so as to earn profits in excess of what would be attainable in a
competitive market. 178 Inadequate information creates a market failure
when it inhibits producer or consumers from making informed decisions
about their participation in the market.179 This allows actors with superior
information to use it to their benefit or to the detriment of those without

10/21/2014 10:02:02
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170. See id. at 3± FLWLQJ([HFXWLYH2UGHUZKLFKVWDWHVWKDW³)HGHUDODJHQFLHV
should promulgate only such regulations as are required by law, are necessary to interpret
the law, or are made necessary by compelling need, such as material failures of private
markets to protect or improve the health and safety of the public, the environment, or the
ZHOO EHLQJ RI WKH $PHULFDQ SHRSOH´  7KH SUHYLRXV VHFWLRQV RI WKLV 1RWHGLVFXVV WKH OHJDO
EDVLV IRU UHJXODWRU\ DFWLRQ UHO\LQJ RQ WKH &RPPLVVLRQ¶V DQFLOODU\ DXWKRULW\ See Part III
supra.
171. Executive Order 12866 §1(a).
172. See Circular A-4, at 4.
173. Id.
174. Id. at 6.
175. See Part III supra.
176. See Circular A-4, at 4.
177. See id.
178. See id. at 4±5.
179. See generally Aidan R. Vining & David L. Weimer, Information Asymmetry
Favoring Sellers: A Policy Framework, 21 POLICY SCIENCES 281 (1988).
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information.180 For example, a food producer is in a much better position to
know the quality and ingredients of its food than the would-be buyer. The
producer could use this information to induce the consumer to pay a higher
price for food than she would otherwise if she had known the true quality
and ingredients of the food.181 However, when the information available to
participants in a market is incomplete, market failure does not necessarily
result. The primary generator or holder of relevant information need not
always serve as the supplier of that information; it may also be provided by
third parties. 182 This does not, however, mean that when information is
available, it will be adequate to remedy a market failure, because of the
inability of the public or other market participants to process the
LQIRUPDWLRQ LQ D UHOHYDQW ZD\ 7KLV PRVW RIWHQ ³RFFXUV LQ FDVHV RI ORZ
probability, high-FRQVHTXHQFH HYHQWV´183 Furthermore ³>Z@KHQ LW LV Wimeconsuming or costly for consumers to evaluate complex information about
products or services . . . , they may expect government to ensure that
PLQLPXPTXDOLW\VWDQGDUGVDUHPHW´184
Circular A-4 recognizes that situations other than market failures can
provide compelling justifications for regulations. 185 Examples include
congressionally created programs to redistribute resources or ensure
efficient, non-discriminatory distribution of resources. 186 Other examples
include regulation to protect privacy, permit more personal freedom, or
promote other democratic considerations.187
Federal Regulation as the Best Method to
Solve the Problem
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180. See id. at 291±98 (detailing situations where information asymmetries create
market failures and giving suggestions for government interventions in appropriate
circumstances).
181. Circular A-4, supra note 166,at 5.
182. Id.
183. Id.
184. Id.
185. See id.
186. See id.
187. Id.
188. Id. at 6.
189. Id. at 7.
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Even when the above concerns exist and create the problem, an
agency should consider alternatives to regulation, including antitrust
enforcement, consumer-initiated product liability lawsuits, administrative
compensation systems, and state regulation or enforcement. 188 When
considering regulation, agencies must be cognizant of the presumption
against economic regulation. 189 A high burden of proof must be met to
GHPRQVWUDWHWKHQHHGIRU³PDQGDWRU\XQLIRUPTXDOLW\VWDQGDUGVIRUJRRGV
or services if the potential problem can be adequately dealt with through
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voluntary standards or by disclosing information of the hazard to buyers or
XVHUV´190

2.

The Decision to Regulate Cybersecurity to
Ensure Network Reliability

Both a market failure and a compelling need for a reliable
communications network justify regulating insufficient ISP cybersecurity
and network reliability. While such regulation can engender concerns of
government overreach through economic regulation, well-thought-out
federal regulation is the best way to solve the problem. The Commission
should regulate broadband Internet Service Providers¶ cybersecurity
measures to increase network reliability. This subsection addresses each
justification in turn.
Market
Failure
Information

Through

Inadequate

C M
Y K

10/21/2014 10:02:02

190. Id.
191. See Dan Assaf, Government Intervention in Information Infrastructure Protection,
in IFIP International Federation for Information Processing, Vol. 253, (E. Goetz & S.
Shenoi eds.) 35±38 (2008) (noting a lack of cybersecurity information sharing between
actors in the private sector). Further, many cyber-DWWDFNVUHO\RQ³]HUR-GD\YXOQHUDELOLWLHV´
which are previously unknown computer flaws. See McKay Cunningham, Privacy in the
Age of the Hacker: Balancing Global Privacy and Data Security Law, 44 GEO. WASH. INT¶L
L. REV. 643, 686 (2012); Jeremy Richmond, Evolving Battlefields: Does Stuxnet
Demonstrate a Need for Modifications to the Law of Armed Conflict? 35 FORDHAM INT¶L
L.J. 842, 853-54 (2012).
192. Many telecommunications companies strongly disapprove of releasing network
outage reporting data already collected by the FCC through the NORS and 9-1-1 reliability
program to the public. See, e.g., Improving 911 Reliability, Report and Order, FCC 13-158,
28 FCC Rcd. 17476, para. 153. (2013) [hereinafter 911 Reliability Order]. While not the
focus of this Note, many web services do publish service availability information, including
historical
data.
See,
for
example,
http://status.aws.amazon.com/
and
http://www.google.com/appsstatus#hl=en&
v=status&ts=1395719999000.
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Network reliability and cybersecurity are susceptible to problems
resulting from inadequate information, both for consumers and
governments. Part II of this Note documented the failings of only some of
the standard protocols through which the Internet operates; the reality of
computer vulnerabilities is that they are numerous and hard to discern.191
Further, most network operators do not make their downtime statistics
available to the public or the FCC.192 It is therefore hard to measure how
often the network is unavailable to consumers. If consumers and the
government had data on vulnerabilities and network downtime, they could
demand a more reliable network that is hardened against future attacks.
This lack of information creates a market failure, inasmuch as consumers
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cannot accurately assess the risks of network vulnerabilities and cannot
appraise the value of the service accordingly.
Further, it is unclear if a traditional market model applies in the case
of the Internet, given the differences between last mile connections and
general network infrastructure. While network infrastructure is shared and
used by everyone who traverses the network, the market for last mile
connectivity is in many places a monopoly for consumers. 193 Further,
because of common utilization, the origins and destinations of the traffic on
this segment of the network are most likely connected by numerous
different paths.194 This characteristic makes the network infrastructure as a
whole less vulnerable to failure, assuming no vulnerability is shared by the
operators of multiple paths. However, given that a single manufacturer
dominates the market for network switches and that the aforementioned
vulnerabilities afflict many protocols that virtually all network operators
use, it is likely that vulnerabilities do exist.195
Network packets can take multiple different paths, so ISPs do not
have incentives to upgrade the security on their networks or make them
more reliable because increased information is less likely to impact
conVXPHUV¶ FKRLFHV LQ ISPs. However, individual ISPs do have limited
control over the network infrastructure and over which path data takes to
get to its destination. While ISPs can and do route their traffic to different
networks with differing priorities, 196 it is unclear if they have the
knowledge or the incentive to route traffic to more secure networks.
Because of the lack of information accessible to the public about cyber
vulnerabilities, the FCC should conclude that a market failure justifies a
decision to regulate. There is, however, a stronger rationale that justifies
UHJXODWLRQ RI ,63V¶ F\EHUVHFXULW\ SUDFWLFHVthe compelling need for a
reliable communications network.
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193. See generally SUSAN CRAWFORD, CAPTIVE AUDIENCE: THE TELECOM INDUSTRY
MONOPOLY POWER IN THE NEW GILDED AGE (2013) (arguing that residentially
broadband users have essentially one choice for high speed Internet).
194. See Inquiry Concerning the Deployment of Advanced Telecomms. Capability to
All Americans in A Reasonable & Timely Fashion, Second Report, FCC 00-290, CC Docket
No. 98-146, 15 FCC RCD. 20913, 20922-23, paras. 17-18 (2000).
195. See Part II supra (discussing BGP and DNS); Ahsan Aslam Khan, Cisco's Clear
Dominance in Data Networking, THE MOTLEY FOOL (June 25, 2013)
http://www.seattlepi.com/business/fool/article/Cisco-s-Clear-Dominance-in-DataNetworking-4486272.php (noting that Cisco Systems has over 60% of the market share for
routers and switches); Snowden, supra note 4.
196. That is, Comcast might have a more favorable traffic payment arrangement or
peering with certain backbones, and would preferentially divert traffic to those networks if
possible, at the expense of using other potential paths to get its traffic to the same
destination. See generally Daniel Golding, The Real Story Behind the Comcast-Level 3
Battle, GIGAOM (Dec. 1, 2010), http://gigaom.com/2010/12/01/comcast-level-3-battle/.
AND
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Compelling Need for a Reliable Nationwide
Communications Network
As early as 1934, with the passage of the Communications Act,
Congress recognized the importance of a reliable, nationwide
communications network.197 7KHSXUSRVHRIWKH)&&LVWRHQVXUH³DUDSLG
efficient, Nation-wide, and world-wide wire and radio communication
service with adequate facilities . . . for the purpose of the national defense
>DQG@ SURPRWLQJ VDIHW\ RI OLIH DQG SURSHUW\´198 The FCC has realized its
purpose with the telephone network, and to a lesser extent with the Internet.
Both have immensely increased the productivity and prosperity of the
United States.199
Although WKH ZRUG ³UHOLDEOH´ LV QRW LQ section 151, it is implied by
our dependence on the interstate and international communications
network. Much of our daily communications traverse the Internet, from
phone conversations converted to VoIP and back to the PSTN to
entertainment and banking. The Internet has provided significant benefits
to society and countless new ways to communicate. 200 With regard to
public disasters, the FCC has recently shown a desire to improve network
reliability, indicating that this is an essential aspect of the communications
network. 201 The promotion of a reliable communications network serves
intangible values such as public safety and national security. The FCC
recently expounded upon this idea in an order requiring increased
reliability and certification oversight for service providers to 9-1-1 publicsafety answering points. 202 This compelling need would likely justify
government regulation of the cybersecurity practices of ISPs even if there
were not a market failure caused by a lack of information.

Even if remedying vulnerabilities in the communications network is
justified by a market failure or a compelling need, the FCC must consider
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197. 47 U.S.C. § 151 (2006).
198. 47 U.S.C. § 151 (2006).
199. See REED HUNDT & BLAIR LEVIN, THE POLITICS OF ABUNDANCE ch. 2 (2012).
200. See HUNDT & LEVIN, supra note 199, ch. 2 (noting the benefits of the Internet and
making recommendations to improve society through future technologies that take
advantage of this interconnectedness).
201. See generally Improving the Resiliency of Mobile Wireless Commc'ns Networks,
Notice of Proposed Rulemaking, Release No. FCC 13-125, (2013), available at
http://fjallfoss.fcc.gov/edocs_public/attachmatch/FCC-13-125A1.pdf (introducing measures
to increase transparency to consumers regarding the ability of different wireless service
providers to maintain their networks operational during emergencies); 911 Reliability
Order, supra note 192 (adopting rules to ensure that 911 communications networks
nationwide are dependable and resilient).
202. See 911 Reliability Order, supra note 192, paras. 1-6.
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203. See RESTATEMENT (THIRD) OF TORTS: PROD. LIAB. § 19 (1998) (stating that
VHUYLFHV³HYHQZKHQSURYLGHGFRPPHUFLDOO\DUHQRWSURGXFWV´DQGVRDUHQRWVXEMHFWWRWKH
rules of products liability).
204. Indeed, the CommunicatioQV $FW ³PXVW EH FRQVWUXHG LQ OLJKW RI WKH QHHGV IRU
comprehensive regulation and the practical difficulties inhering in state by state regulation
RISDUWVRIDQRUJDQLFZKROH´*HQ7HO&RRI&DOY)&&)G '&&LU
1969). The whole point of the Federal Communications Commission is to regulate the
communications industry. ON/TV of Chicago v. Julien, 763 F.2d 839, 842 (7th Cir. 1985).
205. Circular A-4, supra note 166, at 6.
206. Id. at 7.
207. The NSA disclosures provide a wealth of data on the state-of-the-art intrusion
techniques used by the U.S. Government. Some of these techniques targeted ISPs with
previously unknown cybersecurity vulnerabilities.
208. Cyber Sec. Certification Program NOI, supra note 53.
209. See FCC Advisory Committee Adopts Recommendations to Minimize Three
Major Cyber Threats, supra note 61, at 1. However, as noted in Part II.C, these
commitments cover only fifty percent of residential broadband users. Id.
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other options before making a decision to regulate. Many of the alternative
options suggested by the Office of Management and Budget in the A-4
Circular cannot remedy the problem of network reliability. This is not an
antitrust issue, nor is it a products liability issue. 203 The Internet and
nationwide communications network are archetypical interstate systems
and are not amenable to regulation by the states.204 These considerations all
weigh heavily in favor of federal regulation.
However, the FCC should be mindful of the presumption against
economic regulation.205 It is possible that FCC regulation would take the
form of mandatory, uniform quality standards for goods or services. This
type of regulation requires a hard look at its necessity. Specifically, the
)&&PXVWFRQVLGHUZKHWKHU³WKHSRWHQWLDOSUREOHPFDQEHDGHTXDWHO\GHDOW
with through voluntary standards or by disclosing information of the hazard
WR EX\HUV RU XVHUV´ 206 This is the most significant criticism of FCC
regulation.
If ISPs start to disclose their security practices, consumers may
choose the best security among service providers, providing an incentive
for ISPs to compete for customers over the issue of cybersecurity. While
recent disclosures of network vulnerabilities provide some information
about the state of cybersecurity to consumers,207 there is no indication that
ISPs are planning to compete in this arena. The )&&¶V Cyber Security
Certification Program Notice of Inquiry might have also provided
information to consumers, however, that docket has not been revisited
since 2011. 208 Voluntary cybersecurity and network reliability
commitments may be an adequate solution to this problem, and the FCC
has moved in this direction. The Communications Security, Reliability and
Interoperability Council already convened by the FCC is one avenue to
encourage network operators to make voluntary commitments. Indeed, the
FCC has secured voluntary commitments from many of the largest Internet
service providers to address vulnerabilities with DNS and BGP, 209 and
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CSRIC IV will be making recommendations for voluntary adoption of
other cybersecurity best practices in conjunction with the NIST
Cybersecurity Framework.210
However, not all cybersecurity problems that threaten network
reliability can be solved in such a manner; a recent proceeding addressing
9-1-1 reliability shows why. Over the last ten years, the Commission had
relied on assurances by 9-1-1 service providers that they would voluntarily
implement industry best practices such as backup power and connection
diversity for public-safety answering points. 211 When considering the
causes of 9-1-1 service failures, the FCC determined that the adoption of
these industry best practices could have prevented the 9-1-1 outages
experienced during and after the 2012 derecho; unfortunately, that
implementation did not happen.212 This is a clear example that reliance on
voluntary commitments to adopt these best practices did not produce the
reliability needed for this service. 213 With cybersecurity, voluntary
commitments by ISPs may also result in lack of implementation, especially
given the lackadaisical adoption of DNSSEC noted above. 214 The FCC
must also consider the feasibility of obtaining commitments from all
service providers. Furthermore, will these commitments encompass new
vulnerabilities and changing technology? Will these commitments actually
ensure reliability? These are difficult questions, and the gravity of ensuring
the safety of our economy militates toward obtaining more certain
assurances that reliability is paramount.
Ensuring high reliability and protection from cyber-attacks on the
communications infrastructure may be possible only with regulation.
Having concluded that the FCC should regulate, this Note now turns to a
brief GLVFXVVLRQRIWKH)&&¶VFRQVLGHUDWLRQVIRUhow it should regulate.

Once an agency has decided to regulate, it must choose the best
method of regulation to achieve its goal. Cost-benefit analysis and costeffectiveness analysis are prominent methodologies to help agencies make
this choice. 215 As the influential scholar and Supreme Court Associate
Justice Stephen Breyer wrote, cost-EHQHILW DQDO\VLV HPERGLHV ³D VLPSOH
axiom for creating and implementing any program: determine the
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210. CSRIC IV, supra note 69, at 5.
211. See 911 Reliability Order, supra note 192, paras. 11-14.
212. See id. at para. 21.
213. Id. at paras. 24- QRWLQJWKDW³VHUYLFHSURYLGHUVPD\FKRRVH±and have chosen±to
disregard these voluntary recommendations, even when they concern FULWLFDOVHUYLFHV´ 
214. See Part II.A supra.
215. Circular A-4, supra note 166, at 9; see generally Cass R. Sunstein, Cost-Benefit
Default Principles, 99 MICH. L. REV. 1651, 1662 (2001). The initial description here applies
to both cost-benefit analysis and cost-effectiveness analysis, even if cost-benefit analysis is
the methodology mentioned by name.
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objectives, examine the alternative methods of obtaining these objectives,
DQGFKRRVHWKHEHVWPHWKRGIRUGRLQJVR´216 Cost-benefit analysis is a way
of producing a full appraisal of a proposal that reflects the shortcomings
inherent in the human decision-making process.217 In addition, cost-benefit
analysis forces agencies to explicitly state their rationale for regulating. By
articulating the basis for the decision, agencies allow the public an
opportunity to provide input in a way not necessarily required by the
minimum notice and comment procedures.218
In 1993, President Bill Clinton issued an Executive Order setting out
general principles of regulation.219 These have been lauded as a codification
of the principles of cost-benefit analysis,220 and subsequent guidance from
the Office of Management and Budget has expanded upon the principles in
the Executive Order.221 While the FCC, as an independent agency, is not
obligated to take these considerations into account or to obtain Office of
,QIRUPDWLRQ DQG 5HJXODWRU\ $IIDLUV ³OIRA´ approval before it
promulgates regulations,222 these principles provide an excellent foundation
to guide the decision of whether or not to mandate cybersecurity
standards. 223 Summarizing the principles produces several overarching
considerations:
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216. STEPHEN G. BREYER, REGULATION AND ITS REFORM 5 (1982).
217. See Sunstein, supra note 215 DW  REVHUYLQJ WKDW SHRSOH ³KDYH GLIILFXOW\ LQ
calculating probabilities, and they tend to rely on rules of thumb, or heuristics, that can lead
WKHPWRPDNHV\VWHPDWLFHUURUVLQWKLQNLQJDERXWWKHVHULRXVQHVVRIFHUWDLQULVNV´ 
218. Id.; see also Michael A. Livermore & Richard L. Revesz, Regulatory Review,
Capture, and Agency Inaction, 101 Geo. L.J. 1337, 1370 (noting that the cost-benefit
DQDO\VLVPHWKRGRORJ\UHGXFHVDJHQF\FDSWXUHWKURXJK³UHTXLULQJWKHH[DPLQDWLRQRIDZLGH
range of regulatory effects; . . . [being] standardized and supported by a set of professional
norms; and . . . improv[ing] transparency, by publishing for public scrutiny agency estimates
RIUHJXODWRU\HIIHFWV´ 
219. Exec. Order 12,866, 58 Fed. Reg. 51,735 (Sept. 30, 1993).
220. See Sunstein, supra note 215, at 11655-656. More recently, Commissioner
Maureen Ohlhausen drew upon the principles and adapted them to form principles for when
the Federal Trade Commission should use its unfair methods of competition authority to
regulate. See Section 5: Principles of Navigation, Remarks of Maureen K. Ohlhausen,
Commissioner, Federal Trade Commission at the U.S. Chamber of Commerce (Washington,
D.C., July 25, 2013).
221. See Circular A-4, supra note 156, at 1.
222. See Exec. Order 12,866, 58 Fed. Reg. §6(a)(3). To reduce the paperwork burden
businesses, people, and small governments, the FCC does have to submit proposed
regulations to OMB when obtaining information from ten or more persons. See 5 C.F.R. §§
1320.3, 1320.4.
223.
Exec. Order 12,866, 58 Fed. Reg. §1(b). Not every principle applies in this
analysis. For reference the twelve principles are:
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(1) Each agency shall identify the problem that it intends to address
(including, where applicable, the failures of private markets or public
institutions that warrant new agency action) as well as assess the
significance of that problem.
(2) Each agency shall examine whether existing regulations (or other
law) have created, or contributed to, the problem that a new regulation is
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Identify the problem that the regulation seeks to address.

35573-fcl_66-3 Sheet No. 99 Side A
10/21/2014 10:02:02

intended to correct and whether those regulations (or other law) should
be modified to achieve the intended goal of regulation more effectively.
(3) Each agency shall identify and assess available alternatives to direct
regulation, including providing economic incentives to encourage the
desired behavior, such as user fees or marketable permits, or providing
information upon which choices can be made by the public.
(4) In setting regulatory priorities, each agency shall consider, to the
extent reasonable, the degree and nature of the risks posed by various
substances or activities within its jurisdiction.
(5) When an agency determines that a regulation is the best available
method of achieving the regulatory objective, it shall design its
regulations in the most cost-effective manner to achieve the regulatory
objective. In doing so, each agency shall consider incentives for
innovation, consistency, predictability, the costs of enforcement and
compliance (to the government, regulated entities, and the public),
flexibility, distributive impacts, and equity.
(6) Each agency shall assess both the costs and the benefits of the
intended regulation and, recognizing that some costs and benefits are
difficult to quantify, propose or adopt a regulation only upon a reasoned
determination that the benefits of the intended regulation justify its
costs.
(7) Each agency shall base its decisions on the best reasonably
obtainable scientific, technical, economic, and other information
concerning the need for, and consequences of, the intended regulation.
(8) Each agency shall identify and assess alternative forms of regulation
and shall, to the extent feasible, specify performance objectives, rather
than specifying the behavior or manner of compliance that regulated
entities must adopt.
(9) Wherever feasible, agencies shall seek views of appropriate State,
local, and tribal officials before imposing regulatory requirements that
might significantly or uniquely affect those governmental entities. Each
agency shall assess the effects of Federal regulations on State, local, and
tribal governments, including specifically the availability of resources to
carry out those mandates, and seek to minimize those burdens that
uniquely or significantly affect such governmental entities, consistent
with achieving regulatory objectives. In addition, as appropriate,
agencies shall seek to harmonize Federal regulatory actions with related
State, local, and tribal regulatory and other governmental functions.
(10) Each agency shall avoid regulations that are inconsistent,
incompatible, or duplicative with its other regulations or those of other
Federal agencies.
(11) Each agency shall tailor its regulations to impose the least burden
on society, including individuals, businesses of differing sizes, and other
entities (including small communities and governmental entities),
consistent with obtaining the regulatory objectives, taking into account,
among other things, and to the extent practicable, the costs of
cumulative regulations.
(12) Each agency shall draft its regulations to be simple and easy to
understand, with the goal of minimizing the potential for uncertainty
and litigation arising from such uncertainty.
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2.

Analyze the costs, benefits, and impacts on incentives for
each alternative regulatory option, recognizing that some
costs and benefits are difficult to quantify.
3.
Choose the option in which the benefits best justify the
costs, avoiding inconsistent or duplicative regulation.
4.
Provide clear guidance for stakeholders and those affected
by the proposed regulation.224
The FCC has shown implicit acceptance of these considerations when
deciding whether to regulate.225
Cost-benefit analysis is not at odds with regulation, nor is it a purely
economic approach to regulation.226 ,QVWHDGLWLVDQ³LQVWUXPHQWGHVLJQHG
to ensure that the consequences of regulation are placed before relevant
officials and the public as a whole, and intended to spur attention to
neglected problems while at the same time ensuring that limited resources
ZLOO EH GHYRWHG WR DUHDV ZKHUH WKH\ ZLOO GR WKH PRVW JRRG´ 227 It is
important that agencies do not engage in cost-benefit analysis to the
detriment of society by failing to come to a conclusion using cost-benefit
tools.228 7KLV³SDUDO\VLVE\DQDO\VLV´can prevent desirable regulations from
going forward.229

1.

Principles of Cost-Benefit Analysis and CostEffectiveness Analysis
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224. See id.; Livermore, supra note 218, at 1370-71.
225. See Preserving the Open Internet, Notice of Proposed Rulemaking, FCC 09-93, 24
FCC Rcd. 13064, paras. 48-80 (2009) (discussing the need for Commission action by
considering the goals of the Commission, the current state of broadband and the Internet
marketplace, and the debate regarding traffic management pricing and practices).
226. See Sunstein, supra note 215, at 1663.
227. Id.
228. Id.
229. Id.
230. Circular A-4, supra note 166, at 10.
231. Id. at 9.
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The considerations of cost-benefit analysis and cost-effectiveness
analysis fall along different axes. Cost-benefit analysis is used to compare
regulatory options that have outcomes that can be measured in dollar
values, while cost-effectiveness analysis looks to the efficacy of each
potential regulatory measure.230 If possible, agencies should perform both
analyses when choosing among regulatory alternatives.231 The background
section of this Note identified the problem that the FCC must address.
Having dispensed with the first step, the following discussion will focus on
steps two through four.
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Determining the Costs and Benefits of the
Alternatives

C M
Y K

10/21/2014 10:02:02

232. Id. at 18.
233. Id. at 10.
234. Id. at 18.
235. Id. at 10.
236. Id. at 20.
237. Id. at 20±21. One caveat for the revealed preference measure is that it requires a
well-informed market participant to obtain accurate measures. Id. This may pose difficulties
when measuring reveal preference for cybersecurity and network reliability. Id.
238. Id. at 22±23.
239. Id. at 15±16.
240. Id. at 15.
241. Id. at 16.
242. While this may seem intuitive and will certainly be brought up by the regulated
entities, it is important to see its rationale, as it focuses agency efforts. Sunstein, supra note
215 (explaining the rationale for considering both costs and benefits in addressing agency
efforts).
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The agency must show how the proposed action will bring about the
anticipated costs and benefits. 232 Cost-benefit analysis reduces both the
costs and the benefits of proposed regulation to monetary units, thereby
facilitating the evaluation of the proposal through a common metric. 233
Accordingly, the agency should show the monetized values of the benefits
and costs to society. 234 When benefits are not amenable to measurement
using monetary units, agencies must still try to measure the outcomes in
terms of physical units.235 When direct measurements of costs and benefits
are not possible, either because the market does not exist or because the
costs and benefits are intangible, an agency can use implicit price
estimates, 236 revealed preference measures, 237 and stated preference
measures238 to determine a monetized value for goods and services. Costs
and benefits are measured against a baseline of outcomes expected to occur
if the regulation is not implemented.239 This baseline must consider how the
market will likely evolve and external factors affecting expected costs and
benefits.240 Agencies should generally DQDO\]H DW OHDVW WKUHH RSWLRQV ³WKH
preferred option; a more stringent option that achieves additional benefits
(and presumably costs more) beyond those realized by the preferred option;
and a less stringent option that costs less (and presumably generates fewer
EHQHILWV WKDQWKHSUHIHUUHGRSWLRQ´241
Agencies must consider the costs of a regulation in addition to its
benefits.242 A regulatory approach that is blind to its costs reduces societal
benefits in the aggregate, even if the regulatory goal has a higher positive
effect in remediating the problem. Professor Cass Sunstein, former
Administrator of the Office of Information and Regulatory Affairs,
describes this principle in the context of environmental regulation:
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7KHEDVLFLGHDLVWKDWD³EHQHILWVRQO\´DSSURDFKDOVRUHIOHFWVD
kind of tunnel vision, a myopic focus on only one of the
variety of things that matter. Suppose, for example, that one
approach to regulation would produce a certain level of air
quality benefits, but at a cost of $800 million, and that a
competing approach would produce a trivially lower level of
air quality benefits, but at a cost of $150 million. If costs can
be made relevant, the agency is permitted to do what seems
quite sensible: save the $650 million, because the benefits
would not be high enough to justify the expenditure.243
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243. Id. at 1691.
244. See id. DW QRWLQJWKDW³-XVWLFH%UH\HUH[SUHVVO\HQGRUVHVWKHGHIDXOWUXOHRI
Michigan v. EPA, saying that in the face of statutory ambiguity, agencies should be allowed
to consider costs, if only because that approach would increase the likelihood of rational
regulation.´ 
245. See Exec. Order 12,866, 58 Fed. Reg. 51,735 § 6(a)(3)(C) (Sept 30, 1993).
246. See Sunstein, supra note 215, at 1661.
247. Circular A-4, supra note 166, at 18.
248. Sunstein, supra note 215, at 1661.
249. See id.
250. See id. at 1701.
251. Id. (citing Am. Textile Mfrs. Inst. v. Donovan, 452 U.S. 490 (1981)).
252. See Sunstein, supra note 215, at 1701.
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This approach leads to more rational regulation.244
When determining costs and benefits, there are a number of
considerations suggested by Executive Order 12866. 245 One common
PHDVXUH RI FRVW LV WKH HFRQRPLF FULWHULRQ RI WKH ³SULYDWH ZLOOLQJQHVV WR
SD\´246 This is a measure of how much individuals would be willing to
forgo to enjoy a particular benefit.247 However, this measure suffers from a
number of deficiencies. Willingness to pay depends on having information
about the problem and its consequences and the means to pay once the
consequences of maintaining the status quo are known.248 Further, private
willingness to pay does not necessarily take into account intangible costs
and benefits that society as a whole would receive from a regulation.249
Accordingly, this should be one factor among many considered, including
the measures mentioned above such as implicit price estimates, revealed
preference measures, and stated preference measures.
$QRWKHUFRQVLGHUDWLRQLVD³IHDVLELOLW\UHTXLUHPHQW´which considers
whether it is feasible for the regulated industry to implement the
regulation.250 However, at its heart, a feasibility requirement involves no
balancing of costs and benefits.251 7KLVLVEHFDXVHDQ\³VLJQLILFDQWLQFUHDVH
LQ FRVWV LV OLNHO\ WR SURYH µQRW IHDVLEOH¶ IRU DW OHDVW VRPH FRPSDQLHV´ 252
Using WKH ³IHDVLELOLW\ UHTXLUHPHQW´ LV appropriate in extreme cases, i.e. a
regulation is infeasible if it significantly harms the industry resulting in
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³ODUJH QXPEHUV RI EXVLQHVV IDLOXUHV VXEVWDQWLDO ORVVHV RI MREV RU WKH
HTXLYDOHQW´253
When possible, agencies should use market data about the actual
prices for the goods or services affected by regulation. 254 Market prices
provide good data for estimating costs and benefits if the services affected
E\WKHUHJXODWLRQDUHWUDGHGLQD³ZHOO-IXQFWLRQLQJFRPSHWLWLYHPDUNHW´255
For many costs, it may be difficult to quantify the consequences of either
regulating or not regulating.256 Regardless of whether they are quantifiable,
though, these costs and benefits must be considered. 257 Qualitative
measures for assessing the consequences of inaction or regulation include
³GLVWULEXWLYHLPSDFWV´DQG³HTXLW\´DQDO\VHV258
When analyzing non-quantified costs and benefits, the agency must
carefully describe these intangibles qualitatively. 259 The agency must
³SUHVHQW DQ\ UHOHYDQW TXDQWLWDWLYH LQIRUPDWLRQ DORQJZLWKD GHVFULSWLRQ RI
the unquantifiable effects, such as . . . improvements in quality of life . . .
[with] a discussion of the strengths and limitations of the qualitative
LQIRUPDWLRQ´ 260 This description should also include reasons why the
information cannot be quantified.261
Cost-Effectiveness Analysis
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253. Id. at 1702±03 (citing United Steelworkers of Am. v. Marshall, 647 F.2d 1189
'&&LU %OGJ &RQVWU7UDGHV'HS¶Wv. OSHA, 838 F.2d 1258 (D.C. Cir. 1988);
Nat'l Cottonseed Prods. Ass'n v. Brock, 825 F.2d 482 (D.C. Cir. 1987)).
254. See Circular A-4 supra note 166, at 21-22.
255. Id. at 19.
256. See Exec. Order 12,866, 58 Fed. Reg. 51,735 §1(b)(6) (Sept. 30, 1993).
257. See id.
258. See id. § 1(a), (b)(5).
259. See Circular A-4, supra note 166, at 27.
260. Id.
261. Id. +HUH 20% VSHFLILFDOO\ LGHQWLILHV VLWXDWLRQV ZKHUH WKH ³H[LVWHQFH RI D ULVN
may be based on highly speculative assumptions, and the magnitude of the risk may be
XQNQRZQ´DVFLUFXPVWDQFHVZKHUHTXDQWL]DWLRQPD\EHGLIILFXOWDQGTXDOLWDWLYHGHVFULSWLRQ
may be needed).
262. Id. at 11
263. Id.
264. Id.
265. Id.

35573-fcl_66-3 Sheet No. 101 Side A

Cost-effectiveness analysis is used to identify the most effective uses
of resources, comparing different regulatory actions with the same primary
outcome.262 The most cost-effective regulatory alternative is the one that
achieves the best outcome at a reasonable or threshold cost; it is not
necessarily the alternative with the highest cost-to-effectiveness ratio.263 To
perform the analysis, an agency must carefully construct the cost and
performance measures (effectiveness) for the regulatory alternatives. 264
Cost is the net cost of the regulation, subtracting cost savings (though not
primary outcomes) from the costs of the regulation. 265 Effectiveness
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measures are the final outcomes of the regulation. 266 Effectiveness
measures should examine how a regulation reduces the severity and the
duration of the problem it seeks to remedy.267
FCC analysis will likely require the use of both cost-benefit analysis
and cost-effectiveness analysis. Cybersecurity and network reliability seem
particularly amenable to cost-effectiveness analysis because different
regulatory measures would have the same outcome of increased network
reliability.

2.

Application to Cybersecurity Standards

Id.
Id. at 14.
See Circular A-4, supra note 166, at 27.
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266.
267.
268.
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It may be difficult to quantify and account for all of the costs and
benefits associated with increased reliability and decreased vulnerability to
cyber-attacks that threaten network infrastructure. The FCC will need to
devote time and resources to considering the various factors involved and
providing appropriate opportunities for public comment. This subsection
provides some initial considerations for this analysis.
Direct costs of cybersecurity regulation will likely include upgrade
costs for service providers, wages for more security and network analysts
who can determine vulnerabilities, and funds spent to ensure administrative
compliance with regulations. Insofar as providers spend money to comply
with cybersecurity regulation, those funds might have otherwise enabled
other infrastructure upgrades, such as increased bandwidth and connection
speeds. These costs could be passed down to consumers, so the analysis
should account for ancillary costs such as decreased access to the network
by lower income groups.
Tangible benefits of increased cybersecurity and network reliability
include improved economic activity through decreased downtime and
improved national security. Intangible benefits include increased trust in
the communications system. Qualitative descriptions can sometimes
replace exact cost-benefit monetization, especially for intangible aspects
and for events that are low-probability but high-consequence occurrences.
Here, a network failure due to cybersecurity vulnerabilities is an example
of a low-probability, high-consequence event. As such, the FCC should
ensure it addresses all of the considerations of qualitative description, such
as the strengths and limitations of the qualitative information, and the
reasons why the information cannot be quantified.268
Cost-benefit analysis suggests looking at market prices to determine
the monetized values of the costs and benefits of cybersecurity and network
reliability. However, utilizing consumer pricing may not reflect actual costs
and benefits. Using market data to inform monetization of the value of
reliability and cybersecurity may be inaccurate because of the lack of
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269. Id. at 18.
270. See 911 Reliability Order, supra note 192, at paras. 66-67.
271. See generally Greenhouse Gas Emissions Standards and Fuel Efficiency Standards
for Medium- and Heavy-Duty Engines and Vehicles, EPA & NHTSA, 76 Fed. Reg. 57106
(2011).
272. This method of regulation was recently considered and rejected by the
Commission in the 911 Reliability Order. See 911 Reliability Order, supra note 192, at
paras. 71-72.
273. See 911 Reliability Order, supra note 192, at paras. 44-65.
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information in the market, both to consumers and to the government. This
lack of information about reliability and cybersecurity arguably means that
the market for secure access is not a competitive marketplace.
Market prices are difficult to ascertain in the areas of cybersecurity
and network reliability because of the interconnectedness of the network.
One provider upgrading its network to increase its reliability does not affect
another provider who may not be reliable, and so traffic generated by the
more reliable network may nevertheless be degraded by the lack of security
of other service providers. Thus, the amount of money a provider earns
owing to its superior reliability might not translate into greater overall
reliability. On the other hand, in the last mile market, and within each
provider¶V network, there might be a more workable measure of reliability.
The FCC must account for these factors in its analysis.
The FCC will need to evaluate the cost-effectiveness of its various
regulatory options against each alternative²and against the status quo, i.e.,
no regulatory action. The agency must show how the proposed action will
provide the anticipated costs and benefits. 269 There are a number of
different options available, with varying levels of regulatory burden and
reliability benefits. The least costly regulatory option is requiring reporting
of network disruption events and cybersecurity problems. Because there
would be no mandatory network standards or performance requirements,
service providers would only bear the burden of reporting their network
conditions, a matter about which they presumably already keep records.
However, this option would likely have limited effectiveness and was
recently considered and rejected by the FCC in the 9-1-1 Reliability
Order.270
While performance standards have proven successful in other
regulatory contexts, such as improving fuel efficiency for vehicles,271 their
efficacy regarding network vulnerabilities is questionable. If cyber-attacks
are low-probability events, it may be trivial to meet performance standards
for a given year if measured in network availability uptime. In this
scenario, a provider could report high performance but still not adopt the
network security that is desired.272
An intermediate option may be certification. Regulation to require
certification of the use of industry best practices or reasonable alternative
measures is the approach the FCC took in the 9-1-1 Reliability Order.273
The order requires 9-1-1 service providers to certify their implementation
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V. CONCLUSION
As more communications services become Internet-dependent, and
ultimately transition to an all-IP communications system, our
communications system is increasingly vulnerable to cyber-attacks. The
FCC has the legal authority to implement certain measures designed to
LQFUHDVH WKH F\EHUVHFXULW\ RI EURDGEDQG DQG RXU QDWLRQ¶V
telecommunications infrastructure. Because of the unique threat cyber-
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274. Id.
275. Id. at para. 30.
276. The FCC recognized this, and rejected tying regulations to specific technological
standards in the 911 Reliability Order. See 911 Reliability Order, supra note 192, para. 68;
see also T. Randolph Beard, George S. Ford, Lawrence J. Spiwak & Michael Stern,
Wobbling Back to the Fire: Economic Efficiency and the Creation of a Retail Market for
Set-Top Boxes, 21 COMMLAW CONSPECTUS 1, 14 (2012).
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of industry best practices for reliability.274 The FCC noted that this form of
UHJXODWLRQ³LVQRWµKHDY\-KDQGHG¶RURYHUO\SUHVFULSWLYHEXWUDWKHUIOH[LEOH
DQG GHVLJQHG WR HQFRXUDJH LQQRYDWLRQ´275 A similar tack could be taken
with cybersecurity for ISPs to ensure general network reliability through
consensus-based industry best practices. NIST has already laid the
groundwork for this option in the Cybersecurity Framework.
The most stringent regulatory option would be to mandate specific
network protocols and practices that have improved cybersecurity and
reliability outcomes as compared with current practices. This is the most
costly option, and its effectiveness is unclear. This may be effective for
universal network protocols utilized by all service providers, such as
DNSSEC and BGP discussed in Part II.A above. However, technology
changes quickly, and it would probably be less cost-effective to require
specific hardware and software upgrades in lieu of more flexible industry
best practices than other regulatory options.276 The Office of Management
and Budget would likely oppose this method of regulation as a type of
command-and-control economic regulation.
Because of inadequate information in the market, the FCC should use
implicit price estimates and revealed preference measures to conduct
studies to determine the value of these costs and benefits. The FCC should
address industry concerns about the feasibility of a proposed regulation, but
only to the extent that regulation would significantly harm the industry²
i.e., by causing a large number of businesses to fail or eliminate jobs.
Because of the importance of network reliability and the transition away
from the PSTN to IP-based communications, the FCC should not fall into
paralysis by analysis. It should act. Given the above factors and
considerations, as well as the recent 911 Reliability Order, the FCC should
adopt a requirement for service providers to certify implementation of
industry best practices and require providers to certify compliance.
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attacks pose to our telecommunications infrastructure, including
jeopardizing network reliability, interconnection, and E-9-1-1 service,
potential cybersecurity regulations would be reasonably ancillary to these
congressionally mandated responsibilities, and thus amenable to regulation
through WKH)&&¶Vancillary authority.
The FCC should exercise this authority because the market failure in
information about vulnerabilities to cyber-attacks, together with the
compelling need for a reliable communications system, both justifies
government regulation. The specific type of regulation adopted must
carefully balance costs and benefits, and should take the form of
certification of industry best practices.
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