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I. INTRODUCTION 

Since its advent, technology has been developing faster than regulations 

can keep up. Big technology companies like Facebook, Twitter, and Google 

thus developed in an environment virtually left up to their own creation. 

While only 5% of adults used social media in 2005, usership jumped to 50% 

by 2011.1 In 2019, that number had jumped to 72%.2 Despite the massive 

number of Americans engaging on social media and its prevalence in modern 

society, the legislature has failed to significantly address the regulatory 

concerns that have emerged from this digital environment. What has emerged 

is an ecosystem rooted by user data, fueled through user engagement, and sold 

out to advertisers for economic gain.  

Where there were voters to influence, candidates for political office 

were not far behind. In the 2008 Presidential election contest between Barack 

Obama and John McCain, the candidates’ respective campaigns first waded 

into online forums to reach voters through email and text message.3 In the 

2012 Presidential election, online campaign efforts became even more 

sophisticated, with President Obama going to Tumblr to remind young voters 

of an upcoming Presidential debate.4 Social media in the 2016 Presidential 

election, however, became much more advanced when Russian entities 

capitalized on social media advertising to sow division among members of 

the American public.5  

The idea of foreign interference in American elections shot Congress 

into action in the wake of the 2016 election. Less than a year later, Senators 

John McCain and Amy Klobuchar introduced the Honest Ads Act aimed at 

increasing transparency in online advertising and preventing foreign 

interference in United States (US) elections.6 The bill died in committee.7 

Recently, the Honest Ads Act and its provisions have been wrapped into 

Democrats’ comprehensive, anti-corruption bill known as the For The People 

 
1. Social Media Fact Sheet, PEW RSCH. CTR. (Apr. 7, 2021), 

https://www.pewresearch.org/internet/fact-sheet/social-media/ [https://perma.cc/W2LM-

MKNS].  

2. Id. 

3. Aaron Smith, The Internet’s Role in Campaign 2008, PEW RSCH. CTR. (Apr. 15, 

2009), https://www.pewresearch.org/internet/2009/04/15/the-internets-role-in-campaign-

2008/ [https://perma.cc/XGF2-SADJ]. 

4. Jenna Wortham, Campaigns Use Social Media to Lure Young Voters, N.Y. TIMES 

(Oct. 7, 2012), https://www.nytimes.com/2012/10/08/technology/campaigns-use-social-

media-to-lure-younger-voters.html [https://perma.cc/RG4U-965K]. 

5. Scott Shane, These Are the Ads Russia Bought on Facebook in 2016, N.Y. TIMES 

(Nov. 1, 2017), https://www.nytimes.com/2017/11/01/us/politics/russia-2016-election-

facebook.html [https://perma.cc/M7EL-JFN3]. 

6. Honest Ads Act, S. 1989, 115th Cong. (2017).  

7. S. 1989 Honest Ads Act: Actions, CONGRESS.GOV, 

https://www.congress.gov/bill/115th-congress/senate-bill/1989/all-actions (last visited Apr. 6, 

2021). Senator Klobuchar reintroduced the Honest Ads Act in 2019 with Senators Lindsay 

Graham and Mark Warner, to no avail. See Honest Ads Act, S. 1356, 116th Cong. (2019). 
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Act.8 While the bill passed the House of Representatives in both 2019 and 

2021, it has yet to receive Senate approval or a Presidential signature.9 Today, 

it has been 12 years since politics met social media, and there are still no laws 

regulating it.  

Over the last few years, social media platforms have continued to 

blunder along with no regulations or guidance at the cost of the American 

people’s confidence in our democracy. In 2018, news of Facebook’s 

mishandling of millions of users’ data in the Cambridge Analytica scandal 

broke.10 Though it seemed like new privacy laws to protect user data were just 

around the corner, Facebook escaped with a Congressional hearing11 and a $5 

billion FTC fine12 — a drop in the bucket for the company, which was worth 

$629.6 billion at the time the fine was levied.13 In the aftermath of the 2020 

election, unregulated social media companies have been the root of political 

misinformation distributed to voting consumers.14  

Although tech companies have little incentive to curb the use of their 

platforms for political advertising—data shows that that groups like 

Facebook, Google, and others raked in $1.3 billion from digital advertising in 

the 2020 election cycle alone15— some have taken steps toward transparency. 

As of 2021, a small handful of platforms are offering political “Ad Libraries” 

for the public.16 These efforts to stave off government regulation are 

 
8. For The People Act of 2021, H.R. 1, 117th Cong. §4201 (as passed by House, Mar. 

3, 2021); see also Peter Overby, House Democrats Introduce Anti-Corruption Bill as Symbolic 

1st Act, NAT. PUB. RADIO (Jan. 5, 2019 7:01 AM), 

https://www.npr.org/2019/01/05/682286587/house-democrats-introduce-anti-corruption-bill-

as-symbolic-first-act [https://perma.cc/V886-6N6U]. 

9. See For The People Act, S. 949, 116th Cong. (2019); see also For The People Act of 

2021, H.R.1, 117th Cong. (2021). 

10. Nicholas Confessore, Cambridge Analytica and Facebook: The Scandal and the 

Fallout So Far, N.Y. TIMES (Apr. 4, 2018), 

https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html 

[https://perma.cc/386W-D4UR]. 

11. Facebook CEO Mark Zuckerberg Hearing on Data Privacy and Protection, C-SPAN 

(Apr. 10, 2018), https://www.c-span.org/video/?443543-1/facebook-ceo-mark-zuckerberg-

testifies-data-protection [https://perma.cc/EZK9-WRF2]. 

12. Press Release, Fed. Trade Comm’n, FTC Imposes $5 Billion Penalty and Sweeping 

New Privacy Restrictions on Facebook (July 24, 2019) (online with FTC at 

https://www.ftc.gov/news-events/press-releases/2019/07/ftc-imposes-5-billion-penalty-

sweeping-new-privacy-restrictions) [https://perma.cc/GG5Y-M9JY].  

13. Romain Dillet, Facebook Officially Loses $123 Billion in Value, TECHCRUNCH (July 

26, 2018, 9:32 AM), https://techcrunch.com/2018/07/26/facebook-officially-loses-123-billion-

in-value/ [https://perma.cc/8AJ4-3NDN]. 

14. Kevin Roose, Tracking Viral Misinformation, N.Y. TIMES (Mar. 4, 2021, 4:38 PM), 

https://www.nytimes.com/live/2020/2020-election-misinformation-distortions. 

15. Kate Gibson, Spending on U.S. Digital Political Ads to Top $1 Billion for the First 

Time, CBS NEWS (Feb. 12, 2020), https://www.cbsnews.com/news/spending-on-us-digital-

political-ads-to-cross-1-billion-for-first-time/ [https://perma.cc/76GR-SH9R]. 

16. See Snap Political and Advocacy Ads Library, SNAPCHAT, 

https://businesshelp.snapchat.com/s/article/political-ads-library?language=en_US (last visited 

Apr. 3, 2021); see also Ad Library, FACEBOOK, 

https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads

&country=US (last visited Apr. 3, 2021); see also Political Advertising in the United States, 

GOOGLE: TRANSPARENCY REP., https://transparencyreport.google.com/political-ads/region/US 

(last visited Apr. 3, 2021) [https://perma.cc/A5P7-J8K9].  



Issue 1 HONEST ADS ACT 
 

 

85 

insufficient to satisfy the American public’s need for regulation of social 

media giants in its electoral process. While the Honest Ads Act may become 

law as part of the For the People Act of 2021, its provisions are only part of 

the solution to the problem created by 12 years of Congressional inaction.17  

This note will first provide background on the regulation of cable and 

broadcast advertising and how it is currently regulated today. Second, it will 

provide the legal grounding for requiring disclosure of political spending in 

campaigns. Third, it will outline the important role that disclosure plays in 

public information. Fourth, it will outline the harmful effects of unregulated 

political advertising on online tech platforms, namely microtargeting. Fifth, it 

will discuss the way tech platforms have attempted to self-regulate political 

advertising on media platforms. Sixth, it will discuss the loophole in 

legislation that allows social media platforms to circumvent disclosure 

requirements. Finally, it will discuss the legal foundation for regulating social 

media platforms’ political digital advertising and why the Honest Ads Act 

falls short of addressing the issues presented by the lack of regulation in 

digital political advertising.  

II. BACKGROUND 

A. The Origins of Political Advertising Regulations for Cable 

and Broadcast Mediums 

Radio and cable have been regulated by Congress since 192718 and 

1965,19 respectively, laying the groundwork for the current regulatory scheme 

for political advertising seen with the Federal Communications Commission 

(FCC). This section will first give a brief history of the legislative responses 

to broadcast mediums and the origination of regulations for political 

advertising. This section will then discuss the FCC’s current regulatory 

scheme for political advertising on broadcast networks and the disclosure 

requirements imposed on those broadcasters. 

When radio became a popular form of communication in America in 

the early 1920s,20 Congress responded by passing the Radio Act of 1927.21 

This Act created the Federal Radio Commission (FRC),22 which was tasked 

with licensing radio stations, reducing interference, and regulating content 

“related to the broadcasting stations by legally qualified candidates and 

censorship over material for broadcast.”23 This power, given to the FRC in 

 
17. Honest Ads Act, S. 1356, 116th Cong. (2019). 

18. Radio Act of 1927, 47 U.S.C.A. § 119 (repealed 1934). 

19. Cable Television, FCC, https://www.fcc.gov/media/engineering/cable-television 

(last accessed Apr. 4, 2021) [https://perma.cc/S7KW-JP5W].  

20. Marina Koestler Ruben, Radio Activity: The 100th Anniversary of Public 

Broadcasting, SMITHSONIAN MAG. (Jan. 26, 2020), 

https://www.smithsonianmag.com/history/radio-activity-the-100th-anniversary-of-public-

broadcasting-6555594/ [https://perma.cc/D9R2-M8GP]. 

21. Radio Act of 1927, 47 U.S.C.A. § 119 (repealed 1934). 

22. Radio Act of 1927, 47 U.S.C.A. § 83 (repealed 1934). 

23. Id.  
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section 18 of the Radio Act, was seen as the precursor24 to the modern “equal 

opportunities” rule which requires broadcasters who open the door to political 

advertising to give all registered candidates equal access to their facilities.25  

Congress replaced the Radio Act of 1927 upon its expiration with the 

Communications Act of 1934, which created the modern FCC. 26 Notably, § 

315 of the Communications Act of 1934 codified the equal opportunities 

requirement and laid out the “political record” requirement that broadcasters 

disclose a “complete record of a request to purchase broadcast time” for 

political advertisements run on their networks.27 Recently, the Bipartisan 

Campaign Reform Act of 2002 (BCRA) updated § 315 and broadened its 

disclosure requirements to include advertisements that discuss any “political 

matter of national importance.” 28 

Today, the FCC requires broadcasters—which the FCC defines as 

“radio, television, wire, satellite and cable”—to comply with an extensive list 

of disclosure requirements for political advertisements purchased on their 

networks. 29 Broadcasters are required to keep and compile an online, publicly 

available “political file”30 for any advertisement that: 

(A) is made by or on behalf of a legally qualified candidate for 

public office; or (B) communicates a message relating to any 

political matter of national importance, including— 

(i) a legally qualified candidate;  

(ii) any election to Federal office; or  

(iii) a national legislative issue of public importance.31 

The FCC was forced to clarify the parameters of § 315, as modified by 

BCRA, in October 2019 in response to legal action taken against broadcasters 

who failed to comply with the disclosure requirements for political 

advertisements.32 In the FCC’s opinion, referred to as the Political File 

Order,33 the commissioners clarified that broadcasters were required to 

provide detailed disclosures for “each request to purchase political advertising 

 
24. Sharon L. Morrison, Radio Act of 1927 (1927), FREE SPEECH CTR.: FIRST AMEND. 

ENCYCLOPEDIA (2009), https://www.mtsu.edu/first-amendment/article/1091/radio-act-of-

1927#:~:text=Radio%20Act%20of%201927%20created%20Federal%20Radio%20Commissi

on&text=Transmission%20facilities%2C%20reception%2C%20and%20service,%2C%20con

venience%2C%20and%20necessity%3B%20 [https://perma.cc/2KDX-QPRN]. 

25. Communications Act of 1934, 47 C.F.R. § 73.1941 (2021). 

26. 47 U.S.C. § 151. 

27. 47 U.S.C. § 315(a), (e). 

28. Bipartisan Campaign Reform Act of 2002, Pub. L. No. 107-155, 116 Stat. 81.  

29. What We Do, FCC, https://www.fcc.gov/about-fcc/what-we-do (last visited Apr. 4, 

2021). 

30. Public Inspection Files, FCC, https://publicfiles.fcc.gov/ (last visited Apr. 4, 2021). 

31. Bipartisan Campaign Reform Act of 2002, Pub. L. No. 107-155, 116 Stat. 81 . 

32. Complaints Involving the Political Files of WCNC-TV, Inc., Licensee of Station 

WCNC-TV, Charlotte, NC, et al., Memorandum Opinion and Order, 19 FCC Rcd 100, para. 1 

(2019) [hereinafter WCNC-TV Opinion]. 
33. Complaints Involving the Political Files of WCNC-TV, Inc., Licensee of Station 

WCNC-TV, Charlotte, NC, et al., Order on Reconsideration, 20 FCC Rcd 49, para. 1 (2020) 

[hereinafter WCNC-TV Order]. 
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time.”34 The FCC mandated that those disclosures include information on “all 
political matters of national importance, including the names of all legally 

qualified candidates for federal office (and the offices to which they are 

seeking election), all elections to federal office, and all national legislative 

issues of public importance, to which the communication refers.”35 

Furthermore, the disclosures would have to include “all of the chief executive 

officers or members of the executive committee or board of directors of any 

person seeking to purchase political advertising time.”36 Finally, the FCC’s 

opinion clarified the definitions of “legally qualified candidate,” “national 

legislative issue of public importance,” and “political matter of national 

importance”—all of which trigger the aforementioned disclosure 

requirements if referenced in the content of the advertisement.37 

The FCC revisited its Political File Order just a few months later in 

April 2020.38 In that Order on Reconsideration, the FCC clarified that the 

requirements discussed in the Political File Order applied to issue advertisers’ 

requests to purchase political advertising time, not to requests from legally 

qualified candidates.39 The FCC further stated that it would apply a “standard 

of reasonableness and good faith decision-making” to broadcasters’ efforts to 

comply with the Political File Order.40 

In the wake of these decisions, broadcasters have been locked into 

making thorough, publicly available disclosures for political advertisements 

made on their networks.41 Today, the FCC’s website instructs that 

broadcasters document each purchase request from a candidate or issue 

advertiser42 with the accompanying information:  

 
34. WCNC-TV Opinion. 
35. Id. 

36. Id. 

37. Id. FCC interpreted “‘the term ‘legally qualified candidate’ to mean legally qualified 

candidates for federal office, and the term ‘national legislative issue of public importance’ to 

include issues that are the subject of federal legislation that has been introduced and is pending 

in Congress at the time a request for air time is made. The term ‘political matter of national 

importance’ encompasses political issues that are the subject of controversy or discussion at 

the national level, regardless of whether such issues relate to a legally qualified candidate, an 

election to federal office, or a national legislative issue of public importance.” Id. 

38. Complaints Involving the Pol. Files of WCNC-TV, Inc., Licensee of Station WCNC-

TV, Charlotte, NC, et al. Complaints Involving the Pol. Files of Scripps Broad. Holdings, LLC, 

Licensee of Station WCPO-TV, Cincinnati, Oh Complaints Involving the Pol. Files of 

Meredith Corp., Licensee of Station WPCH-TV, Atlanta, Ga, & Georgia Television, LLC, 

Licensee of Station WSB-TV, Atlanta, Ga, Order on Reconsideration, 35 FCC Rcd 3846, para. 

1 (2020) [hereinafter Order on Reconsideration]. 

39. Id. 

40. Id. 

41. Id. 

42. The Public and Broadcasting: Online Political Files, FCC, 

https://www.fcc.gov/media/radio/public-and-broadcasting#ONLINEPOLITICAL 

[https://perma.cc/U7UY-6MW9] (last visited Apr. 4, 2021). 
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whether the request is accepted or rejected, the rate charged, the 

date/time the ad ran or will run, the class of time purchased, the 

name of the candidate, the office being sought, the issues that are 

referenced, the name of the person or entity purchasing the time, 

and a list of executives of the sponsoring entity.43 

Broadcasters must list all issues brought up in the advertisement, 

whether the advertisement references multiple issues,44 and must ensure that 

the advertisement properly identifies its sponsors.45 

B. Political Advertising on Broadcast and Digital Mediums 

Despite the rise of digital media, candidates and third parties have still 

spent the most money airing their political advertisements on broadcast 

mediums.46 This section will discuss the prominence of political advertising 

on both broadcast and digital media platforms.  

The 2020 Presidential election is estimated to have cost $14 billion,47 

an estimated $6.7 billion of which was spent on political advertising.48 

Approximately $4.9 billion was spent on broadcast advertising, with $1.8 

billion spent on digital advertising.49 As of October 21st, 2020, a record 4.9 

million political advertisements had been aired on television, a “volume . . . 

more than twice the volume of ad airings in the 2012 and 2016 presidential 

election cycles—and well above the previously record-setting midterm 

election ad volumes in 2018.”50 As of that same date, President Biden had 

spent $249,866,340 on broadcast television advertising, while former 

President Trump comparably spent $174,641,694 and dedicated more to 

digital advertising efforts.51 

The pandemic helped facilitate the shift to digital advertising in the 

2020 Presidential election, as events that would once have been held in person 

transformed into virtual events.52 This could partially account for why more 

than twice the amount of money was spent on digital advertising in 2020 than 

 
43. Id.  

44. WCNC-TV Opinion. 
45. The Public and Broadcasting: Online Political Files, supra note 42. 

46. Sara Fischer, Money Still Pouring into Election Ads, AXIOS (May 18, 2020), 

https://www.axios.com/money-still-pouring-into-election-ads-c3cd81f1-c856-486f-b0ee-

996d80699524.html [https://perma.cc/KKY4-UGLH]. 

47. OpenSecrets.org, 2020 Election to Cost $14 Billion, Blowing Away Spending 

Records, OPENSECRETS (Oct. 28, 2020, 1:51 PM), 

https://www.opensecrets.org/news/2020/10/cost-of-2020-election-14billion-update/ 

[https://perma.cc/D8WY-M8MM]. 

48. Fischer, supra note 46.  

49. Id. 

50. Wesleyan Media Project, Record Shattering 2020 Ad Volumes, WESLEYAN MEDIA 

PROJECT (Oct. 21, 2020), https://mediaproject.wesleyan.edu/releases-102120/ 

[https://perma.cc/B627-JVZR].  

51. Wesleyan Media Project, Presidential General Election Ad Spending Tops $1.5 

Billion, WESLEYAN MEDIA PROJECT (Oct. 29, 2020), 

https://mediaproject.wesleyan.edu/releases-102920/#table1 [https://perma.cc/9389-WU5A]. 

52. Fischer, supra note 46.  
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in 2018.53 However, digital spending has been increasing for nearly a decade, 

as the 2016 Presidential election also saw the amount of digital spending 

quadruple from the 2012 Presidential election.54  

The exponential increase in digital spending mirrors the public’s shift 

towards online news sources. In 2006, the FEC “noted that only 18 percent of 

all Americans cited the internet as their leading source of news about the 2004 

Presidential election,”55 but by 2016, the Pew Research Center “found that 65 

percent of Americans identified an internet-based source as their leading 

source of information for the 2016 election.”56 A 2020 Pew Research Center 

poll suggested that number is even higher today, with 86 percent of people 

getting their news from their smartphone or tablet, and 52 percent of people 

actually preferring to get their news from digital platforms as opposed to 

television, radio, or print.57 

The 2020 Presidential campaigns updated their strategies to capture the 

digital voter. While President Biden spent over $166 million on digital media, 

former President Trump had spent over $200 million on digital media as of 

October 2020.58 These numbers show that the Trump campaign spent a higher 

percentage of his advertising dollars on digital media than broadcast media, 

despite television media still being a reliable place for candidates to spend 

their ad dollars.59 

Facebook and Google Ads were the most popular recipients of digital 

political advertising dollars. President Biden funneled $145.6 million to 

Google and Facebook advertising, while former President Trump spent 

$145.1 million on the same expense.60 In the 2020 Senatorial elections, 

candidates Amy McGrath, Jaime Harrison, Mark Kelly, Mitch McConnell, 

and Lindsay Graham all spent record amounts on Facebook and Google 

Ads.61 

 
53. Id.  

54. Honest Ads Act, S. 1356, 116th Cong. §3(4) (2019).  

55. See id. §3(8).  

56. Id.  

57. Elisa Shearer, More Than Eight-in-Ten Americans Get News from Digital Devices, 

PEW RSCH. CTR. (Jan. 12, 2021), https://www.pewresearch.org/fact-tank/2021/01/12/more-

than-eight-in-ten-americans-get-news-from-digital-devices/ [https://perma.cc/X74S-JC57]. 

58. Presidential General Election Ad Spending Tops $1.5 Billion, supra note 51. 

59. Howard Homonoff, 2020 Political Ad Spending Exploded: Did it Work?, FORBES 

(Dec. 8, 2020, 9:28 AM), https://www.forbes.com/sites/howardhomonoff/2020/12/08/2020-

political-ad-spending-exploded-did-it-work/?sh=7a6e9b053ce0 [https://perma.cc/N9N5-

VUCX]. 

60. Simon Dumenco & Kevin Brown, Here’s What Trump and Biden Have Spent on 

Facebook and Google Ads, AD AGE (Oct. 30, 2020), https://adage.com/article/campaign-

trail/heres-what-trump-and-biden-have-spent-facebook-and-google-ads/2291531 

[https://perma.cc/KP9F-8MV5?type=image]. 

61. Ollie Gratzinger, Senate Candidates Spend Record Sums on Online Ads, 

OPENSECRETS (Sept. 16, 2020, 4:35 PM), https://www.opensecrets.org/news/2020/09/senate-

candidates-920-online-ads/ [https://perma.cc/532Q-SNHT]. 
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C. The Shift to Digital Advertising and Advent of Microtargeting 

As campaigns turned their digital media efforts to political advertising 

on platforms such as Google and Facebook, candidates gained the ability to 

use those platforms’ user data to target specific groups of voters.62 The 

increase in political advertising on these social media platforms gave way to 

candidates and advertisers implementing a strategy referred to as 

microtargeting, where “a political advertiser can craft a specific ad to a much 

narrower intended audience and only that specific audience.”63 Social media 

platforms have a host of user data at their disposal, allowing online advertisers 

to target their message to audiences based on user characteristics ranging from 

age and gender to more specific data points such as an individual’s home 

ownership status or shopping habits.64 In contrast, broadcasters rely on more 

basic demographics like the station, show, time of day, and the designated 

market area to target their political advertisements: even though they can 

extrapolate demographic data like age and ethnicity.65 This section will briefly 

outline microtargeting before addressing both criticisms and benefits of 

political advertisers’ ability to serve specific messages to a carefully tailored 

audience.  

When placing a particular advertisement with an online platform like 

Facebook or Google, advertisers have the ability to select the audience to 

which that advertisement will be served based on data offered by the 

platform.66 Companies, brands, and businesses may use these features to 

target an audience most likely to be interested in their products—and to save 

money by advertising directly to a smaller group of interested users—but 

these tools are put to a much different use in the political context.67 Candidates 

for political office, political organizations, and incumbent politicians use 

microtargeting for purposes like voter registration,68 issue mobilization, and 

voter persuasion.69 For example, microtargeting can help political advertisers 

 
62. Christopher Mims, Who Has More of Your Personal Data Than Facebook? Try 

Google, WALL ST. J. (Apr. 22, 2018, 8:00 AM), https://www.wsj.com/articles/who-has-more-

of-your-personal-data-than-facebook-try-google-1524398401. 

63. Dawn Carla Nunziato, Misinformation Mayhem: Social Media Platforms’ Efforts to 

Combat Medical and Political Misinformation 29-31 (Geo. Wash. Univ. L. Sch. Pub. L. & 

Legal Theory Paper No. 2020-48, 2020), 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3672257. 

64. Caitlin Dewey, 98 Personal Data Points that Facebook Uses to Target Ads to You, 

WASH. POST (Aug. 19, 2016), https://www.washingtonpost.com/news/the-

intersect/wp/2016/08/19/98-personal-data-points-that-facebook-uses-to-target-ads-to-you/ 

[https://perma.cc/MM7V-THWG]. 

65. Daniel Kreiss & Bridget Barrett, Democratic Tradeoffs: Platforms and Political 

Advertising, 16 OHIO STATE TECHNOLOGY L. J., 493, 507 (2020). 

66. Micro-Targeting: The Good, the Bad and the Unethical, CAMBRIDGE WIRELESS 

(Aug. 16, 2018), https://www.cambridgewireless.co.uk/news/2018/aug/16/micro-targeting-

the-good-the-bad-and-the-unethical/ [https://perma.cc/AM3C-WMPC].  

67. Id. 

68. Kyle Endres & Kristin J. Kelly, Does Microtargeting Matter? Campaign Contact 

Strategies and Young Voters, J. ELECTIONS, PUB. OP. & PARTIES, Sept. 25, 2017, at 1, 3. 

69. Tanzina Vega, Online Data Helping Campaigns Customize Ads, N.Y. TIMES (Feb. 

20, 2012), https://www.nytimes.com/2012/02/21/us/politics/campaigns-use-microtargeting-

to-attract-supporters.html [https://perma.cc/LC72-M8N2]. 
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“reach niche audiences, such as swing state voters concerned about climate 

change”70 However, the same data can be put to more sinister uses. In the 

2016 election, Cambridge Analytica used Facebook’s data to target Black 

voters in battleground states with “deterrence” advertisements encouraging 

them not to vote; Black turnout fell over 12 points in those states.71 As of the 

2020 election, the Republican National Committee boasted that it “has more 

than 3,000 data points on every voter” – a number of which are provided by 

Facebook—to use in its creation of targeted online advertisements.72 

Critics of microtargeting include former FEC Commissioner Ellen 

Weintraub. In a Washington Post op-ed, she called microtargeting “a potent 

weapon for spreading disinformation and sowing discord.”73 She explained 

that “the microtargeting of political ads may be undermining the united 

character of our United States,” since restricting the audience to which the 

advertisement is served also restricts the opportunity for counterspeech—a 

First Amendment hallmark encouraging the sharing of conflicting opinions.74 

Weintraub argued that the solution should be to eliminate microtargeting 

completely to “[e]nhance transparency and accountability . . . deter and flush 

out disinformation . . . [and] unite us.”75 

Some scholars also suggest that microtargeting “facilitates hidden, 

narrow, and potentially manipulative appeals and therefore incentivizes the 

most extremist content.”76 They point to the Russian-operated Internet 

Research Agency’s use of microtargeting as a divisive tool in the 2016 

election, when the group targeted users who had already visited webpages on 

controversial topics with advertisements that “seemed to fan division on 
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PROPUBLICA (Oct. 28, 2016, 1:00 PM), https://www.propublica.org/article/facebook-lets-

advertisers-exclude-users-by-race [https://perma.cc/K5DP-5T4H].  

71. Craig Timberg & Isaac Stanley-Becker, Cambridge Analytica Database Identified 

Black Voters as Ripe for ‘Deterrence,’ British Broadcaster Says, WASH. POST (Sept. 28, 2020), 

https://www.washingtonpost.com/technology/2020/09/28/trump-2016-cambridge-analytica-

suppression/ [https://perma.cc/RF75-EVHV]. Facebook has since limited advertisers’ targeting 

abilities based on “potentially sensitive personal attributes,” including race. See Simplifying 

Targeting Categories, FACEBOOK (Aug. 11, 2021), 

https://www.facebook.com/business/news/update-to-facebook-ads-targeting-categories 

[https://perma.cc/4GEF-Y3UY].  
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[https://perma.cc/8WEW-WT9D]. 
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Microtargeting., WASH. POST (Nov. 1, 2019), 
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polarizing issues such as gun control and race relations.”77 These scholars 

suggest that limiting advertisers’ targeting tools would force “campaigns to 

appeal to a broader, more inclusive, form of civil social solidarity.”78 Other 

scholars echo former Commissioner Weintraub’s misinformation concerns, 

arguing that microtargeting is “essentially preventing others from accessing 

and scrutinizing the content of the ad” letting “a campaign . . . make different 

– and even contradictory – appeals to voters” which “increases the possibility 

that a politician might lie with impunity.” 79  

Others point to the fact that this method may not be all bad, since when 

employed by political advertisers to mobilize voters it has proven “effective 

at raising voter turnout, especially for historically marginalized and 

disenfranchised voters.”80 Additionally, because online advertising is so 

affordable compared to traditional mailers and pamphlets,81 microtargeting 

helps smaller entities like “NGOs, non-profits, and political challengers reach 

their audiences in a cost-effective way.”82 

D. Courts Support Disclosure Requirements for Political 

Advertising 

In the FCC’s April 2020 Order on Reconsideration, FCC Commissioner 

Michael O’Rielly wrote a separate statement warning that “government 

regulators must tread very lightly when it comes to compelling or restraining 

the speech of private entities, especially when it comes to the transmission of 

political speech to the American people via broadcast or other 

telecommunications services”83 because of the First Amendment 

implications. However, the courts have repeatedly upheld disclosure 

requirements in political advertising over the course of nearly 50 years. This 

section will first discuss the treatment of disclosure requirements in landmark 

campaign finance case Buckley v. Valeo. It will then discuss twenty-first 

century cases that have since upheld the Buckley precedent, providing a strong 

legal foundation for requiring disclosure requirements in the context of 

political advertising.  

 
77. Barbara Ortutay & Amanda Seitz, Online Political Ads: Cheap, Efficient and Ripe 
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Them., WASH. POST (Dec. 9, 2019) 

https://www.washingtonpost.com/technology/2019/12/09/critics-say-facebooks-powerful-ad-
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80. Kreiss & Barrett, supra note 65, at 514. 
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JUST. (Sept. 21, 2020), https://www.brennancenter.org/our-work/analysis-opinion/lie-just-you-

2020 [https://perma.cc/9LPN-Y5SK].  

82. Viviana Padelli, Facebook’s Political Ads Ban Misses the Mark, MAPLIGHT NEWS 
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In 1976, the Supreme Court issued its landmark ruling in Buckley v. 
Valeo, which involved a challenge to the Federal Election Campaign Act of 

1971 (FECA).84 In response to the Watergate scandal, FECA had placed limits 

on how much candidates could spend, how much donors could contribute to 

campaigns, and imposed reporting requirements, requiring that campaigns 

disclose their donors.85 Here, the Supreme Court addressed the permissibility 

of such requirements under the First Amendment.86 While striking down 

spending limits, the Supreme Court upheld both contribution limits and 

disclosure requirements for advertisements that expressly advocated for or 

against a candidate.87 In its opinion, the Court identified three government 

interests that it found substantial enough to justify the burden of disclosure on 

free speech: namely, preventing corruption; providing helpful information to 

voters; and aiding in the enforcement of other campaign finance laws.88  

The Supreme Court revisited the issue in McConnell v. FEC in 2003, 

which addressed a challenge to BCRA.89 Among other things, this act 

expanded FECA’s disclosure requirements to cover electioneering 

communications90 in an attempt to close a loophole in disclosure requirements 

for issue advocacy.91 The McConnell court upheld disclosure requirements 

once more, explaining that FECA’s “disclosure requirements are 

constitutional because they ‘d[o] not prevent anyone from speaking . . . 

Moreover, the required disclosures ‘would not have to reveal the specific 

content of the advertisements, yet they would perform an important function 

in informing the public about various candidates' supporters before election 

day.’”92 Thus, the McConnell court supported BCRA’s disclosure 

requirements based on the justification set forth in Buckley—specifically, 

because of the role disclosure plays in providing helpful information to voters.  

The Supreme Court took up the issue once more in 2010, in Citizens 

United v. FEC.93 Here, Citizens United challenged BCRA’s disclosure 

requirements as applied to the on-demand Hillary Clinton film at issue.94 The 

Supreme Court again upheld BCRA’s disclosure requirements as 

Constitutional, looking at the Buckley rationale of creating an informed 

 
84. See Buckley v. Valeo, 424 U.S. 1, 6 (1976).  

85. Mark Stencel, The Reforms, WASH. POST (June 13, 1997), 

https://www.washingtonpost.com/wp-srv/national/longterm/watergate/legacy.htm 
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86. See Buckley, 424 U.S. at 14.  

87. See id. at 35, 45, 84.  
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89. See McConnell v. Fed. Election Comm’n, 540 U.S. 93, 114 (2003), overruled by 

Citizens United v. Fed. Election Comm’n, 558 U.S. 310 (2010). 
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94. See id. at 321.  
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electorate as it explained, “[w]ith the advent of the Internet, 

prompt disclosure of expenditures can provide shareholders and citizens with 

the information needed to hold corporations and elected officials accountable 

for their positions and supporters . . . This transparency enables the electorate 

to make informed decisions and give proper weight to different speakers and 

messages.”95 The Court also nodded to Buckley’s anti-corruption rationale, 

saying that BCRA’s disclosure requirements help “citizens . . . see whether 

elected officials are ‘in the pocket’ of so-called moneyed interests.”96  

Just four months after Citizens United, the Court decided 

SpeechNow.org v. FEC.97 The SpeechNow.org court upheld BCRA’s 

disclosure requirements as applied to the 527 organization98 saying that the 

“public has an interest in knowing who is speaking about a candidate and who 

is funding that speech . . . Further, requiring disclosure of such information 

deters and helps expose violations of other campaign finance restrictions, 

such as those barring contributions from foreign corporations or 

individuals.”99 Identifying the same public information and anti-corruption 

interests as Buckley, the SpeechNow.org court held that “these are sufficiently 

important governmental interests to justify requiring SpeechNow” to disclose 

its donors to the FEC.  

Overwhelmingly, the case history here demonstrates a strong precedent 

for upholding disclosure requirements in the context of political advertising, 

as long as the state can demonstrate that its interests in doing so are aligned 

with the Buckley rationales. This suggests that legislation to accomplish the 

goals of reducing corruption, providing information to the public, or aiding 

the enforcement of campaign finance laws would be upheld if it were ever 

challenged in court.  

E. Reporting Requirements are Essential to an Informed 

Electorate 

According to the Buckley court and its progeny, disclosure and 

reporting requirements serve important state interests—namely, preventing 

corruption, providing helpful information to voters, and aiding enforcement 

of other campaign finance laws. This section will address the most common 

justification for disclosure requirements seen post-Buckley cases—that 

reporting helps create an informed electorate—and how disclosure 

requirements work to achieve that state interest.  

Political advertising is a campaign strategy used by candidates, political 

organizations, and third parties to persuade the public to vote for a candidate 

or policy. Voters rely on information from advertisements to form their 

opinions—in fact, multiple studies have found that voters take note of the 

 
95. See id. at 370-71. 

96. See id. at 370. 

97. See SpeechNow.org v. Fed. Election Comm'n, 599 F.3d 686, 689 (D.C. Cir. 2010). 
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information disclosed to them in an advertisement, including the entity 

sponsoring that advertisement.100 When interpreting advertisements, voters 

consider factors like the advertising intent, the tactics and appeals used, and 

the advertisement’s bias.101 Thus, information about the source of the 

advertisement, like what BCRA requires for broadcasters, helps “viewers 

recognize the type of bias inherent in the advertisement.”102 Without 

comparable disclosure requirements for online platforms, there is a risk that 

audiences may be “overly receptive to [the advertisement’s] content.”103 

The public’s dedication to getting this information—and its actual 

consumption of this information—can be seen in both government and non-

government organizations’ efforts to provide disclosure reports to the public. 

At the government level, both the FCC and the FEC impose disclosure 

requirements on groups that engage in political advertising.104 As discussed 

earlier, the FCC requires broadcasters to make detailed reports on every 

political advertisement distributed on their networks, which must be made 

available to the public via online political files.105 The FEC comparably has 

an entire database dedicated to cataloging organizations’ filings, 

expenditures, contributions, and donor lists, which are all available for public 

access.106  

Outside the government, a number of watchdog groups have organized 

to monitor and publish the information reported by the FCC and FEC.107 For 

example, the Center for Responsive Politics hosts the website OpenSecrets, 

whose goal is to “to track the flow of money in American politics and provide 

the data and analysis to strengthen democracy. . . for Americans . . . to create 

a more vibrant, representative and accountable democracy.”108 On this site, 

the public can find extensive data on campaigns’ fundraising efforts, donors, 

and spending for political candidates and officials at both the state and local 

level. Campaign Legal Center, a Washington D.C.-based group that filed the 

FCC complaint discussed in the Political File Order, monitors these 

disclosures and is dedicated to taking action to create a “transparent, 
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Files and Failures in Sponsorship Identification Regulation, 11 INT’L J. COMMC’N 4702, 4703 

(2017) (finding that sponsorship identification can “alter how the message is perceived by the 

viewer”); see also Conor M. Dowling & Amber Wichowsky, Attacks Without Consequence? 

Candidates, Parties, Groups, and the Changing Face of Negative Advertising, AM. J. POL. SCI., 

Sept. 2015, at 19, 33 (finding voter backlash against candidate when the candidate was the 
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101. Moran, supra note 100, at 4703.  

102. Id. 

103. Id. 

104. See Public Inspection Files, supra note 30; see also Campaign Finance Data, FED. 
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accountable” democracy.109 The National Institute on Money in Politics hosts 

the website “FollowTheMoney.org” which collects reports from government 

agencies and aggregates the data into a user-friendly display to literally 

“follow the money” in the American political system.110 The list goes on, 

demonstrating support—and public demand—for the information contained 

in disclosure reporting.  

F. No Uniform Approach to Political Advertising Across Online 

Platforms 

Online platforms have taken a variety of approaches on how to regulate 

and disclose political advertising on their websites. Each social media 

platform that permits political advertising has come up with some method of 

self-regulation, but the approaches vastly differ. This section will give an 

overview of the main policies social media platforms use to govern political 

advertising. It will also detail how these sites have attempted to self-regulate 

and provide their own disclosures to users. 

Facebook, which received $264 million from political advertisers in 

2020’s third quarter,111 subjects all political advertising to its own internal 

review process.112 Political advertisements are generally permitted, so long as 

they do not contain any of Facebook’s prohibited content, such as “[a]ds with 

premature claims of election victory” or “[a]ds that are inconsistent with 

health authorities on voting safely.”113 On January 6th, 2021, Facebook 

further prohibited all advertising related to the Georgia runoff elections.114  

Instagram, owned by Facebook,115 also permits political advertising on 

its platform with similar limitations. The platform requires “increased 

authenticity and transparency” for social issue advertisements according to 

the same standards as Facebook.116 It also stopped all “social issue, electoral, 

and political ads” after polls closed on November 3rd, 2021 to prevent voter 
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confusion.117 Both Facebook and Instagram’s platforms were heavily used by 

contenders in the 2020 Presidential election, with the Biden campaign 

spending $14 million on Facebook and Instagram advertisements and the 

Trump campaign spending $6 million between the two platforms.118  

Facebook has fleshed out its political advertising policies since it first 

debuted the policies in 2018.119 Today, Facebook and Instagram both require 

that the political advertiser be authorized by the platform before running 

social issue, electoral, or political advertisements.120 The advertisements then 

go through Facebook’s internal review process and, if approved, are run with 

a disclaimer and sponsor identification.121 The advertisement is then 

catalogued in Facebook’s Ad Library, where it is saved for seven years.122 

While the public can download and search the Ad Library to find the amount 

spent on the advertisement, how it performed, and whether the advertisement 

is still active, users cannot see the precise targeting the advertiser used—

Facebook only displays the age, gender, and location in which the ad was run, 

despite providing myriads of other targeting demographics for political 

advertisers to utilize to reach their desired audience.123 As of February 2021, 

university-affiliated researchers are now able to request “Ad Targeting” 

datasets containing targeting information on 1.65 million advertisements from 

August 3 to November 3, 2020.124 However, this information is still not 

widely available to the public.125  

Google also allows for political advertising, though unlike Facebook,126 

it restricts the targeting options available to political advertisers to age, 

gender, zip code, and some targeting options using keywords and within 

apps.127 Google also saw plenty of advertising in the 2020 Presidential 
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election—in fact, just two weeks before the election, YouTube (also owned 

by Google128) reported that it was so overrun with political advertisements 

that it could not place them all.129 During this election, President Biden spent 

$9.7 million on Google Ads and former President Trump spent $7.9 

million.130  

Google initially launched transparency efforts in 2018, and has since 

developed its own approach to regulating political advertising on its 

platform.131 Google has adopted self-imposed restrictions on microtargeting, 

such as only allowing political advertisers to use geographic location, age, 

gender, and contextual targeting options like keywords, apps, pages, and 

videos.132 Google also requires that its political advertisements include a “paid 

for” disclosure whenever the advertisement is displayed to its selected 

audience.133 Similar to Facebook, Google has created the Google 

Transparency Report, wherein users can see a geographic breakdown of 

where political advertising has occurred, search advertisers, and see recent 

political advertisements.134 The Google Transparency Report also links 

directly to the FEC’s Campaign Finance Data Search Page.135 

Snapchat also permits election, advocacy, and issue advertisements, 

and rolled out its approach to self-regulation in 2019.136 Snapchat places some 

restrictions on political advertisers, stating that it encourages “political 

advertisers to be positive” rather than running “attack ads,” and prohibits 

“political ads with attacks relating to a candidate’s personal life.”137 Snapchat 

also has created a downloadable Snap Political Ads Library, which includes 

the name and address of the advertiser, the creative image, broad 

demographics targeted (e.g. “blue collar”), and geographic targeting 
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information.138 Notably, Twitter139 and Tik Tok prohibit all political 

advertising on their platforms.140  

III. ANALYSIS 

A. The Loophole in Disclosure Requirements for Political 

Advertising on Social Media 

While broadcast platforms, candidates, political parties, registered 

political organizations, or any group that makes independent expenditures are 

all required to participate in some sort of disclosure, social media platforms 

are noticeably exempt from any of these requirements.141 This is entirely 

because of Congress’s inaction, which has left a hole in disclosure 

requirements through which billions of advertisements are either 

inconsistently reported or not reported at all.142 This section will first address 

the relevant legislation and its failure to encompass social media platforms. 

This section will then address the FCC and FEC’s respective regulatory 

powers and their failure to reach social media platforms.  

BCRA was passed in 2002 as an update to its predecessor, FECA.143 

FECA was passed in 1974 in response to the Watergate scandal.144 It created 

the FEC, which was tasked with aggregating the newly required disclosure 

reporting.145 However, FECA, as interpreted in Buckley, left a loophole that 

allowed donors to circumvent those disclosure requirements as long as the 

advertisement did not contain any “express advocacy” for or against a 

candidate for office.146 Buckley defined “express advocacy” as the use of any 

one of eight specific phrases identified in the Court’s opinion, such as 

“support” and “vote for.”147 If an advertiser simply avoided this list of phrases, 

the advertisement would be considered an issue advertisement rather than 
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express advocacy, and would not be subject to FECA’s disclosure 

requirements.148 This loophole led to an increase in spending on non-disclosed 

“issue advocacy,” which was dubbed “soft money.”149  

BCRA was passed largely to address this “soft money” problem and 

bring transparency to the influx of issue advertising.150 To do so it created a 

class of political advertising referred to as electioneering communications, 

which captured issue advertisements run within 30 days of a primary or 60 

days of a general election.151 Advertisements that would normally be 

considered issue advertisements, and thus not subject to disclosure 

requirements, would be considered electioneering communications if 

distributed within the stated time period and therefore subject to the FEC’s 

relevant disclosure requirements.152 

BCRA also updated § 315 of the Communications Act, adding the 

requirement that broadcasters disclose any political matter of national 

importance, any discussion of any candidate for office, any discussion of any 

election for a federal office, and any national legislative issue of public 

importance.153 These were the updates clarified in the FCC’s 2019 Political 

File Order and its 2020 Order on Reconsideration.154 However, BCRA still 

failed to implement any regulations for social media platforms since it was 

passed in 2002, when social media was only just on the rise.155  

Because BCRA did not incorporate any social media regulations in its 

update to the Federal Communications Act, the FCC also does not regulate 

any social media or online platforms. 156 The Federal Communications Act 

describes the FCC’s scope as reaching “commerce in communication by wire 

and radio,”157 which has generally been read to preclude jurisdiction over 

“edge services” or online platforms.158  

Recent events under the Trump administration suggest that the FCC 

could extend its purview to regulate technology and internet companies. On 
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July 29, 2020 former President Trump suggested that the FCC may have 

authority over online platforms when he issued an executive order instructing 

the FCC to interpret the scope of Communications Decency Act, which 

governs online platforms.159 On October 15th, FCC Commissioner Ajit Pai 

said that the agency would move forward to clarify § 230 of the 

Communications Decency Act as it applied to social media companies.160 

However, Pai has backtracked since the Biden administration has taken over, 

indicating that there would not be enough time for the FCC to evaluate the 

Communications Decency Act before the administration transitioned.161 

These efforts were dropped in January 20, 2021 at the beginning of the Biden 

Administration, as the new administration did not support this action.162  

The FEC also fails to regulate online platforms’ political advertising, 

though it does regulate the groups that distribute advertisements on those 

platforms.163 Specifically, the FEC requires that any group making 

“independent expenditures”—a term of art that refers to any advertisement 

“that expressly advocates the election or defeat of a clearly identified 

candidate”—must make disclosures to the FEC.164 The FEC also generally 

requires that any public communication, which includes any 

“communications placed for a fee on another person's or entity's website” 

contain a disclaimer identifying who paid for the advertisement and who 

approved the message.165 While these regulations do capture some political 

advertising that occurs on social media platforms, none of them govern the 

tech companies themselves. Rather, the FEC’s requirements are limited to 

regulating the advertising entity as opposed to the actual platform.  
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The FEC also requires regular disclosure reports from the candidate, 

the campaign, the national political parties, any 527 political organization, 

and any “individuals and organizations required to file with the FEC that 

receive contributions or make expenditures, including independent 

expenditures, aggregating in excess of $50,000 in a calendar year.”166 While 

nearly every actor in the political advertising space is subject to some type of 

disclosure, social media platforms continue to exist without any comparable 

regulation for the public’s informational purposes. 

B. Online Platforms Should Be Required to Disclose Political 

Advertising 

While no agency or law currently governs social media platforms’ 

political advertising schemes, recent cases and legislative history provide 

support for Congressional action to close the existing loophole. This section 

will first examine the case and legislative history suggesting that BCRA 

should be read broadly to encompass social media regulation. Then this 

section will discuss the shortcomings of the patchwork regulation emerging 

at the state and industry level.  

In September 2004, the U.S. District Court for the District of Columbia 

suggested that BCRA should be read broadly to include social media 

regulation in Shays v. FEC.167 In this case, the District Court struck down an 

FEC interpretation of BCRA that excluded the Internet in its definition of 

public communications, which would be subject to disclosure 

requirements.168 The court explained that the FEC’s “exclusion of Internet 

communications . . . severely undermine[d] FECA's purposes. . . [t]o permit 

an entire class of political communications to be completely unregulated . . . 

would permit an evasion of campaign finance laws, thus ‘unduly 

compromis[ing] the Act[].’”169 While this case decided whether the 

advertisers using social media platforms would have to file disclosures to the 

FEC, the court looked to the legislative intent behind BCRA to prevent the 

“circumvention of the campaign finance laws” in its decision.170 The fact that 

BCRA was ultimately read to include advertising that takes place on online 

platforms, in the same way BCRA regulates advertising that takes place on 

broadcast mediums, suggests that online platforms should have a 

corresponding disclosure scheme just like broadcasters do.  

The legislative history surrounding BCRA also suggests that part of its 

intended effect was to address the very issues seen in political advertising on 

social media. For example, when BCRA was brought to the House floor, 
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Congressman Todd Tiahrt (R-KS) advocated for “full and complete reporting 

disclosure. There is no reason why it could not be on the Internet; whenever 

dollars are contributed within 24 hours, it would be reported.”171Here, 

Congressman Tiahrt envisioned integrating reporting and the Internet when it 

came to disclosure requirements. Congresswoman Lynn Nancy Rivers (D-

MI) directly acknowledged Congress’s power to “require disclosure of the 

source and size of certain kinds of spending and most contributions . . . [to] 

thwart attempts to circumvent existing election law,” which suggests that 

Congress was aware of its broad powers in this arena.172 Additionally, 

Congressman Thomas Dale DeLay (R-TX), who advocated against BCRA, 

still thought that Congress “ought to let the voters decide through instant 

disclosure to be able to tell and see while people are collecting their money 

and spending it to decide. [Congress] should be empowering voters, not 

government bureaucrats.”173  

Additionally, the lack of a national standard has already led to a 

patchwork of state regulations that have had ramifications for voters. States 

such as California, Maryland, New Jersey, New York, Washington, 

Wyoming, and Vermont have all implemented legislation governing social 

media disclosures, while California, Maryland, New Jersey, Nevada, and 

Washington have specifically mandated that social media platforms maintain 

records of political ads distributed in their borders.174 These record 

requirements have allegedly caused Facebook and Instagram to suspend state 

and local election and ballot measure advertisements in Washington, while 

Google has done the same in Washington, Maryland, Nevada, and New 

Jersey.175 Rather than produce a more informed electorate, the patchwork and 

state-level disclosure requirements actually have the opposite effect, as they 

result in platforms eliminating entire channels of communication for 

campaigns to reach and educate voters.176 This runs contrary to the public 

information rationale for disclosure in Buckley—were Congress to regulate 

social media platforms on a national level, these social media platforms would 

be forced to implement standardized disclosure procedures rather than 

picking and choosing which states they want to serve. 

The Fourth Circuit is one of the few courts that has addressed the 

constitutionality of these state-level campaign finance laws. In Washington 

Post v. McManus, various news outlets challenged a Maryland campaign 

finance law requiring the news outlets to maintain and electronically publish 

a file of the political ads hosted on their platforms.177 The law, the Online 

Electioneering Transparency and Accountability Act, was passed after the 

2016 election to “better protect against foreign meddling” and applied to 

online platforms that (1) garnered over 100,000 monthly visitors and (2) 
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received money for political ads.178 The Fourth Circuit ultimately said that as 

applied to The Washington Post and its co-plaintiffs including The Baltimore 

Sun, this requirement constituted compelled speech in violation of the First 

Amendment.179 It denied that there was a compelling state interest in 

maintaining this law because there was no evidence of foreign interference in 

elections on these online news platforms.180 However, the court 

acknowledged that the “bulk of foreign meddling took place on websites like 

Facebook, Instagram, or other social media platforms that each garner 

millions of visitors per month,”181 which may suggest that states’ disclosure 

requirements for those companies would have a compelling interest. 

The effect of this patchwork of regulations and social media’s 

subsequent retreat from political advertising in those states has also chilled 

speech, as one candidate for Maryland’s House of Delegates lamented.182 That 

candidate explained that “his campaign was hindered by Google’s policy of 

not accepting political advertising for Maryland candidates and ballot 

measures.”183 As the cheaper price tag on digital advertising on platforms like 

Google and Facebook means that “lesser-known candidates or smaller local 

and statewide campaigns . . . can now spend as little as $250 to reach hundreds 

or thousands of voters online,”184 these same candidates would be hard-

pressed to get the same reach on more expensive broadcast networks.  

The lack of uniformity across platforms’ internal approaches to political 

advertising could also provide yet another loophole to circumvent disclosure 

requirements. Platforms that have not taken steps towards disclosure could 

see an influx in advertisers, similar to the influx of soft money spending on 

issue advertising in the wake of FECA and Buckley.185 Whereas Congress had 

to step in to address this issue with BCRA, it should look for a way to 

anticipate circumvention attempts such as this one.  

Finally, although platforms have begun compiling their own data, each 

platform is in control of what information they choose to share. For example, 

Facebook’s Ad Library only discloses targeting information the advertiser 

used, such as location, age, and gender, despite allowing the advertiser to 

develop audiences using much more detailed demographics.186 Though it 

recently offered more detailed data to researchers, Facebook suggested that it 

may be unwilling to share this information with the public when it was sued 

by Washington state in April 2020 for repeatedly failing to comply with the 
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state’s campaign finance laws.187 Facebook was previously sued by 

Washington in 2018, leading the platform to announce that it would no longer 

sell political ads in the state.188 However, the tech giant violated its own policy 

and continued to sell at least $25,000 worth of political ads about Washington 

state and location elections.189 Deception such as this calls into question the 

authenticity of social media platforms’ calls for transparency in political 

advertising, and illustrates the dangers of allowing these platforms to regulate 

themselves.  

Moreover, allowing platforms to pick and choose the data they share 

with the public does not give voters the same standardized quality of 

information from platform to platform. The lack of uniformity could also 

cause unscrupulous advertisers to flock to a platform with fewer disclosure 

requirements to continue keeping the public in the dark about its funding 

sources and other agendas.  

C. The Honest Ads Act Address Many of the Issues Presented by 

Political Advertising on Social Media Platforms 

The Honest Ads Act, which has received bipartisan support, proposes 

to update and amend the FECA to address the campaign finance loopholes for 

social media platforms.190 However, neither the Honest Ads Act, nor the For 

The People Act of 2021 that encompasses it, contain any limitations on social 

media platforms’ ability to microtarget voters.191 Thus, the legislation is an 

incomplete solution to the problem. This section will first discuss the Honest 

Ads Act’s proposed amendments. This section will next address the reasons 

the Honest Ads Act should be expanded to include restrictions on political 

advertisers’ ability to microtarget specific audiences.  

The Honest Ads Act proposes amendments to FECA that would allow 

the FEC to regulate and enforce disclosure requirements for online 

platforms.192 The act was first introduced in 2017 and co-sponsored by 

Senator Amy Klobuchar (D-MN) and the late Senator John McCain (R-

AZ),193 and was recently reintroduced in May 2019 by Sen. Klobuchar and 
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co-sponsored by Senator Lindsay Graham (R-SC) and Senator Mark Warner 

(D-VA).194 Though it has not been introduced as a standalone bill in the 117th 

Congress,195 its text has been introduced in full as “Subtitle C” of Democrats’ 

comprehensive For The People Act of 2021.196 The Honest Ads Act’s main 

proposals include expanding the FEC’s definition of public communications 

and electioneering communications and adding political records requirements 

for online platforms.197  

The FEC currently defines a “public communication” as “any 

broadcast, cable, or satellite communication, newspaper, magazine, outdoor 

advertising facility, mass mailing, or telephone bank to the general public, or 

any other form of general public political advertising”198 or any 

“communication[] placed for a fee on another person's or entity's website.”199 

The Honest Ads Act would replace this language with “any public 

communication,” allowing the FEC to extend its regulatory oversight to 

online and digital advertising.200“any public communication,” allowing the 

FEC to extend its regulatory oversight to online and digital advertising.201 

The FEC’s current definition of “electioneering communication” is 

limited to “broadcast, cable, or satellite” communications.202 As this notably 

excludes communications on online platforms, the Honest Ads Act would 

amend the definition to include any “qualified internet or digital 

communication.”203 This update would allow the FEC to impose disclosure 

requirements on electioneering communications that take place on online 

platforms.  

The Honest Ads Act also proposes that a section be added to include a 

political records requirement for online platforms.204 That requirement 

provides that online platforms “maintain, and make available for online public 

inspection in machine readable format, a complete record of any request to 

purchase on such online platform a qualified political advertisement which is 

made by a person whose aggregate requests to purchase qualified political 

advertisements on such online platform during the calendar year exceeds 

$500.”205 Advertisers using these online platforms would be required to 

provide the platform with the information required for its political records.206 
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D. To Provide Comprehensive Reform, the Honest Ads Act Needs 

a Provision Addressing Microtargeting 

While a step in the right direction, the Honest Ads Act does not do 

enough to curb advertisers’ use of microtargeting. As currently written, the 

Honest Ads Act’s only attempt to address microtargeting is its requirement 

that online platforms disclose “a description of the audience targeted by the 

advertisement.”207 This section will discuss the dangers of this vague 

requirement and the need to more stringently limit advertisers’ targeting tools. 

This section will also discuss existing support for a limiting microtargeting 

options for political advertising. 

First, the quoted language above is insufficient because it leaves vague 

what a “description of the audience targeted” means. Facebook’s Ad Library 

currently gives a topical breakdown of the audience who has seen the 

advertisement,208 Because of the vagueness of this language, it is likely that 

the public would be left with the same incongruities in audience reporting it 

sees now with no regulations. Contrastingly, Snapchat’s provision of a 

detailed spreadsheet with audience details like “blue collar”209 provide a more 

holistic “description of the audience targeted.”  

Second, the Honest Ads Act’s requirement that platforms provide “a 

description of the audience targeted by the advertisement” is insufficient 

because it does not actually prevent microtargeting’s harmful effects, which 

include spreading disinformation and carving up the electorate.210 The public 

has seen the harms of microtargeting play out on a national level—in the 2016 

Russian election interference—even though these tactics are “routine” in all 

political online advertising.211 In the 2016 U.S. elections, Russian agents 

“deploy[ed] powerful microtargeted political ads on social media. With its 

use of microtargeted political ads, the Agency was able to powerfully leverage 

its influence to interfere with U.S. elections.”212 Despite the abuse of 

Facebook’s microtargeting features, Facebook continues to supply these tools 

to political advertisers.  

A handful of Congressional representatives have proposed legislation 

that would curb the use of microtargeting in political advertising though none 

of which was incorporated into the Honest Ads Act or the recent For the 

People Act of 2021. Congresswoman Anna Eshoo (D-CA) introduced the 

Banning Microtargeted Political Ads Act in 2020, on the same day that 

Congressman David Cicilline (D-RI) introduced the Protecting Democracy 
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from Disinformation Act.213 The former would amend FECA to prohibit “the 

dissemination of a political advertisement . . . on any basis” except to target 

individuals within a recognized location or to those who had expressly 

consented to receive that advertisement.214 The latter would amend FECA to, 

among other things, restrict microtargeting for online advertisers to age, 

gender, and location.215 It would still permit targeting on a “contextual basis,” 

meaning an advertiser could serve advertisements to voters while they browse 

Fox News or CNN online, but could not use the fact that the voter browsed 

those websites as a basis for targeting that voter on any other platform.216 

While neither of these proposals is as comprehensive as the Honest Ads Act, 

their introduction suggests a need for legislation addressing microtargeting’s 

specific harms.  

Facebook employees and global non-profit Mozilla also joined in the 

call for limiting microtargeting for political advertising. Facebook employees 

pointed to how microtargeting “allows politicians to weaponize [the] platform 

by targeting people who believe that content posted by political figures is 

trustworthy” and suggested “restricting some of the options for targeting users 

with those ads.”217 Mozilla also recommended that “Google and Facebook 

should explore, in addition to limits on racial and demographic targeting, 

limits on interest and behavior microtargeting . . . that can similarly be used 

to carve up and manipulate the electorate.”218 Still others suggest that 

Facebook “ban ‘Custom Audiences’ and ‘Lookalike Audiences’ for political 

ads” as the solution to this fix.219  

E. The Honest Ads Act, As Incorporated by the For The People 

Act of 2021, Should Be Amended To Restrict The Targeting 

Options Available To Political Advertisers 

The Honest Ads Act should limit microtargeting options available to 

political advertisers to gender, geography, and age. These categories would 

be appropriate because they mirror the demographics identified by the online 

platforms themselves in their internal regulatory schemes and by legislators’ 

previous proposals. Furthermore, they would allow for targeting comparable 

to what is used by broadcasters without being overly invasive of users’ private 

data.  

Both Facebook and Google have shown reliance on gender, geography, 

and age in their approaches to self-regulating political advertising on their 
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platforms. Google, even with its limiting targeting options, still raked in over 

$83 million in political advertising dollars from both the Biden campaign220 

and the Trump campaign221 and over $746 million since May 2018.222 

Facebook’s use of these demographic features in its Ad Library also provides 

support for this solution—since those are the only demographics Facebook 

chooses to share with the public, those should be the only demographics 

Facebook uses in its political advertising targeting.  

Furthermore, these categories already have a basis for legislative 

support. When Rep. Cicilline introduced the Protecting Democracy From 

Disinformation Act, the proposition received eight cosponsors.223 Rep. 

Eshoo’s Banning Microtargeted Political Ads Act, comparably, received 

zero.224 While neither act had support from Republican legislators, combining 

the more successful Protecting Democracy From Disinformation Act with the 

Honest Ads Act’s bipartisan support, could ultimately lend itself to a greater 

likelihood of legislative success. The proposal to permit online political 

advertisers to target voters by age, gender, and location is also more likely to 

receive support from the online platforms themselves because of Google’s 

precedent of restricting political advertisers to these demographics in the 2020 

election. While there may be public support for a complete ban on 

microtargeting in political advertising, as proposed by Rep. Eshoo, there is no 

legislative or industry support for such a drastic proposal at this time. 225  

Additionally, these select demographics also still allow for creative 

targeting by campaigns. As “suburban white women” were an important 

voting coalition for the 2020 Presidential candidates, these tools would still 

allow for campaigns to target (1) women (2) of voting age in (3) the suburbs 

by using zip code geotargeting. Between these three demographics tools, 

campaigns would still be extremely capable of executing their digital media 

strategies without jeopardizing public access to information or risking the 

spread of misinformation.  

Finally, these demographics are logical to target because age, location, 

and gender are information commonly requested by online platforms and are 

 
220. Advertiser: Biden for President, GOOGLE, 

https://transparencyreport.google.com/political-ads/advertiser/AR108481940364984320 (last 

visited Apr. 4, 2021). 

221. Advertiser: Donald J. Trump for President, Inc., GOOGLE, 

https://transparencyreport.google.com/political-ads/advertiser/AR105500339708362752 (last 

visited Apr. 4, 2021). 

222. GOOGLE: TRANSPARENCY REP., supra note 131. 

223. Protecting Democracy from Disinformation Act, H.R. 7012, 116th Cong. (2020).  

224. Banning Microtargeted Political Ads Act, H.R. 7014, 116th Cong. (2020). 

225. Justin McCarthy, In U.S., Most Oppose Micro-Targeting in Online Political Ads, 

GALLUP (Mar. 2, 2020), https://news.gallup.com/opinion/gallup/286490/oppose-micro-

targeting-online-political-ads.aspx [https://perma.cc/BUT9-BBBE]. In a March 2020 Gallup 

poll, 72% of U.S. respondents indicated that online platforms should withhold all user 

information from online political advertisers and 20% of respondents supported the use of 

limited information such as age, gender, and zipcode being provided for political advertisers’ 

targeting. Id. 
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“readily volunteered”226 by users. Much of the other information platforms 

learn about its users—like gambling habits, personal hardships, and medical 

histories227—is gathered from users without “explicit ‘opt-in’ consent.”228 

Because of the unique user information harvested by each platform, the most 

logical demographics to use are ones that are accessible to political advertisers 

across platforms. Furthermore, this reflects the public’s stance; Pew Research 

Center found in a 2020 study that 77% of US adults do not think it is 

acceptable for “companies to use data about their users’ online activities to 

show them ads from political campaigns.”229 While keeping the ability to 

target relevant ads based on readily volunteered information, the proposed 

microtargeting restrictions would exclude users’ online activities from 

political advertisers’ targeting options.  

IV. CONCLUSION 

For the above reasons, online platforms hosting digital political 

advertising must be regulated at a federal level. While the Honest Ads Act, as 

incorporated in the For the People Act of 2021, addresses significant concerns 

with the loophole allowing online platforms to avoid disclosure requirements 

for political advertising, it alone is not sufficient to address all the problems 

caused by a lack of regulation in this industry. The Honest Ads Act, therefore, 

should be amended to include a provision that requires online platforms to 

limit microtargeting options available to political advertisers to age, gender, 

and location.  

 

 

 
226. Natasha Singer, What You Don’t Know About How Facebook Uses Your Data, N.Y. 

TIMES (Apr. 11, 2018), https://www.nytimes.com/2018/04/11/technology/facebook-privacy-

hearings.html [https://perma.cc/8AU6-N2XJ]. 

227. Personalized Advertising, GOOGLE, 

https://support.google.com/adspolicy/answer/143465?hl=en (last visited Apr. 4, 2021) 

[https://perma.cc/SBX5-KUP5]. 

228. Singer, supra note 226. 

229. Brooke Auxier, 54% of Americans Say Social Media Companies Shouldn’t Allow 

Any Political Ads, PEW RSCH. CTR. (Sept. 24, 2021), https://www.pewresearch.org/fact-

tank/2020/09/24/54-of-americans-say-social-media-companies-shouldnt-allow-any-political-

ads/ [https://perma.cc/N8GU-4YQ7]. 
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