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[. INTRODUCTION

Silvon Simmons was stopped by an officer looking for a suspicious
vehicle in Rochester, New York.! ShotSpotter, an acoustic gunshot detection
technology, was being implemented in New York at this time.?> Mr. Simmons
was riding with Detron Parker when they returned to the driveway of 9 Immel
Street.’ During the time the vehicle was not stationary, no traffic infractions
occurred.® While safely sitting in the driveway, Officer Ferrigno approached
Mr. Simmons and did not identify himself.> Officer Ferrigno did not have
any facts that would lead him to believe that a crime had occurred or was
about to occur.® Importantly, no ShotSpotter alert was sent at that time.” He
approached Mr. Simmons, exiting the vehicle with his gun drawn and with a
flashlight.® He had his gun and flashlight aimed directly at Mr. Simmons’
face, who was blinded by the light, and the officer took off running toward
him.’ Unclear about who was chasing him, Mr. Simmons ran towards his
backyard unarmed.'® Officer Ferrigno fired four shots, three of them struck
Mr. Simmons in the back.!' Mr. Simmons was unable to move, lying face-
down, and he attempted to play dead to no avail.'> Officer Ferrigno noticed
Mr. Simmons take a breath and said, “What the fuck” and kicked him in the
back multiple times.'® Then told him, “Shut the fuck up before I blow your
brains out.”"* At no time after this did the officer ever report that Mr. Simmons
fired a gun at them."” The only evidence provided was the ShotSpotter alert,
despite its failure to initially detect any gunshots.'® Soon after this encounter,

L. Todd Feathers, Police Are Telling ShotSpotter to Alter Evidence form
Gunshot-Detecting Al, VICE (July 26, 2021, 9:00 AM),
https://www.vice.com/en/article/police-are-telling-shotspotter-to-alter-evidence-
from-gunshot-detecting-ai/ [https://perma.cc/BO9VP-AKAY].

2. Reade Levinson & Lisa Girion, An American city’s struggle to police its
police: Shots in the Dark, REUTERS (Nov. 17, 2020),
https://www.reuters.com/investigates/special-report/usa-police-rochester-trial/.

3. Amended Complaint and Jury Demand at 12, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).
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5. Id. at 13.
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9. Amended Complaint and Jury Demand at 14, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).
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11. Id. at 15.

12. Id. at 16.
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15. Amended Complaint and Jury Demand at 16—17, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).

16. Feathers, supra note 1; Amended Complaint and Jury Demand at 32,
Simmons v. Ferrigno, 2024 WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-
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Mr. Simmons filed a suit against the City of Rochester, ShotSpotter, and the
individual officers involved in his violent arrest.'” The predictive policing tool
ShotSpotter has been the catalyst for the wrongful arrest of numerous
innocent people like Mr. Simmons.

Predictive policing tools, like ShotSpotter, are artificial intelligence
(“AI”) software used by law enforcement to increase their efficiency and
effectiveness in monitoring and ultimately preventing criminal activity.'® The
increased use of Al in law enforcement has led to concerns about the
preservation of Fourth Amendment protections in conjunction with the
advancement of predictive policing tools.'® Cities have begun using these Al
tools at an alarming rate,”® using license plate readers, Al-powered weapon
scanners, ShotSpotter™, and facial recognition.”’ Predictive policing tools
have made it easier for law enforcement to establish reasonable suspicion, a
legal standard requiring “specific and articulable facts” to justify an officer
stopping and possibly searching a person thought to be engaged in criminal
activity.”? Consequently, this has led to officers relying on these tools as
justification for conducting a stop or investigation.”” Along with the
increasing concern for Fourth Amendment protections, there have been

17. Amended Complaint and Jury Demand at 2-4, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).

18. Tim Lau, Predictive Policing Explained, BRENNAN CTR. FOR JUST. (Apr. 1,
2020), https://www.brennancenter.org/our-work/research-reports/predictive-
policing-explained [https://perma.cc/AL4L-6USF].

19. 1d.

20. Surveillance and  Predictive  Policing Through AI, DELOITTE,
https://www.deloitte.com/cy/en/Industries/government-public/perspectives/urban-
future-with-a-purpose/surveillance-and-predictive-policing-through-ai.html
[https://perma.cc/SYF6-9HF8] (last visited Jan. 24, 2025).

21. See, Lisa Rozner & Jesse Zanger, NYC's subway weapons scanning pilot
program "objectively a failure," critics say, CBS NEWS (Oct. 24, 2024),
https://www.cbsnews.com/newyork/news/nycs-subway-weapons-detector-pilot-
program-ends/ [https://perma.cc/MVD5-DLK3]; Josh Thomas, How Cities Can Pair
Audio Detection with AI-Powered License Plate Recognition and Video Technology
to Revolutionize Addressing Gun Violence, NAT’L LEAGUE OF CITIES (July 8, 2024),
https://www.nlc.org/article/2024/07/08/how-cities-can-pair-audio-detection-with-ai-
powered-license-plate-recognition-and-video-technology-to-revolutionize-
addressing-gun-violence/ [https://perma.cc/CC6W-ER5B];  Soundthinking Signs
More Than $8 Million In New & Expansion Contracts For Shotspotter And
Safetysmart  Tools, SOUNDTHINKING, https://www.soundthinking.com/press-
releases/soundthinking-signs-more-than-8-million-in-new-expansion-contracts-for-
shotspotter-and-safetysmart-tools/ [https://perma.cc/W3AM-LIONK]; Surveillance
and Predictive Policing Through Al, supra note 20.

22. Lau, supra note 18; Terry v. Ohio, 392 U.S. 1, 21 (1968).

23. See Phillip Jackson, 4 Chicago ShotSpotter Alert Led to An Officer Firing
at  An  Unarmed  Child, HurrpoST (Feb.27, 2024, 6:21 AM),
https://www.huffpost.com/entry/chicago-shotspotter-shooting-child-

police n_65de578de4b0e4346d5433d8 [https://perma.cc/7JAK-7UY3]; Amended
Civil Rights Class Action Complaint for Declaratory and Injunctive Relief and for
Damages at 2—8, Williams v. City of Chicago, 2023 WL 6388891 (N.D. Ill. Sept. 29,
2023) (No.22-cv-3773).
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transparency concerns with the lack of testing and peer study reviews of how
these tools are utilized and their effectiveness.?* In addition, this technology
has led to an increase in racial bias and discrimination against marginalized
groups.”

For example, there have been pilot programs launched in New York
City and a Nashville public high school using Al-powered scanners.”® The
portable scanners were manufactured by Evolv, a security technology
company, and were used in New York to deter violence within the subway
system.?” Results from the pilot program revealed that there were no firearms
detected on passengers, but it falsely alerted more than 100 times that a
weapon was on a subway passenger.”® From 3,000 scanner searches, there
were 118 false positives and 12 knives, but it is unclear if any knives detected
were prohibited in the subway.”” Then New York City mayor Eric Adams
planned to use these scanners in public schools despite the weak results from
the pilot program.*® The city of Nashville, after what they believed to be a
successful pilot program in one of their public schools, agreed to expand the
use of the scanners in all public high schools.>' The Nashville Public Schools
Board of Education approved the use of the scanners, and the scanners will
cost $1.25 million annually and require staff training.** The continued use and
advocacy for Evolv’s Al-powered scanners continues despite the Federal
Trade Commission (“FTC”) and Evolv Technologies settling a lawsuit in
2024 that the FTC filed against Evolv Technologies.”> The FTC stated the
scanners failed to detect a seven-inch knife that was used in a stabbing inside
a school, and it failed to detect knives that were involved in two school
stabbings in Ohio and New York.** As agreed upon in the settlement, Evolv
Technologies allows some customers to cancel their subscriptions.*> Evolv’s

24. Lau, supra note 18.

25. Artificial Intelligence in Predictive Policing, NAACP,
https://naacp.org/resources/artificial-intelligence-predictive-policing-issue-brief
[https://perma.cc/Z77E-8RZS] (last visited Jan. 24, 2025).

26. See Caleb Wethington, Here’s when new weapon detection systems will
expand to more Nashville public high schools, WSMV4 (Feb. 24, 2025, 11:00 AM),
https://www.wsmv.com/2025/02/24/new-weapons-detection-system-expanding-
more-nashville-public-high-schools/ [https://perma.cc/SY33-9FAQ]; Jake
Offenhartz, AI-powered weapons scanners used in NYC subway found zero guns in
one  month  test, AP NEWS  (Oct. 24, 2024, 2:17 PM)
https://apnews.com/article/subway-gun-scanners-ai-evolv-
cdabf48e727d06c21a53e42a2a7a0249 [https://perma.cc/BE49-S9DB].

27. Offenhartz, supra note 26; Company Information, EVOLV,
https://ir.evolvtechnology.com/ [https://perma.cc/2NW5-XVES] (last visited Mar.
27,2025).

28. Offenhartz, supra note 26.

29. 1d.

30. 1d.

31. Wethington, supra note 26.

32. 1d.

33. 1d.

34. 1d.

35. 1d.
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investors also filed a class-action lawsuit accusing the company executives of
exaggerating the device’s capabilities.*® Al-powered scanners are just one
version of Al technology used to solve issues like gun violence, and the
increase in these tools makes it imperative to safeguard Fourth Amendment
rights.

This Note will focus on the use of ShotSpotter, an acoustic gunshot
detection technology. It is advertised to only take sixty seconds to send an
alert to officers about the location of gunfire activity.>’ The use of ShotSpotter
alerts as a sole basis for reasonable suspicion has provided law enforcement
with a general license to stop and frisk anyone within the vicinity of a gunshot
alert.*® The use of Al tools like ShotSpotter threatens the constitutional Fourth
Amendment protections enumerated by the Supreme Court through legal
standards like reasonable suspicion and does not survive the scrutiny of
evidentiary standards like Daubert. This presents two arguments. First,
predictive policing tools like ShotSpotter should not alone establish
reasonable suspicion but should be treated as one of many factors that support
an officer’s justification in a stop and frisk. Second, ShotSpotter evidence
should not be admissible in court because it fails the Daubert test. If admitted,
it should be subject to limitations that other fallible forensic evidence, like
hair evidence, is restricted to.

This Note examines the Court’s reasonable suspicion standard and its
current viability with the increasing use of Al tools by law enforcement.
Section II A-B will discuss what ShotSpotter is and the accuracy of the Al
tool. Section II C will focus on the disparate impact that ShotSpotter has had
on communities of color since the beginning of its use. Section II D-E will
explore the history and the development of the Court’s jurisprudence with
respect to the reasonable suspicion standard. Section II F will examine the
Daubert evidentiary standard used to admit forensic evidence in court.
Section III A will expand upon the argument that ShotSpotter alone should
not be used to establish reasonable suspicion. Lastly, Section III B will
elaborate on the application of the Daubert standard to ShotSpotter,
demonstrating that it would fail this test; thus, the evidence from it would not
be admissible for use in court. Lastly, Section III C will address community-
based solutions to combat gun violence.

II. BACKGROUND
A. What is ShotSpotter?

SoundThinking, Inc., formally known as ShotSpotter, is a company
focused on public safety and providing law enforcement with tools and
community-focused solutions for a “holistic approach to violence prevention,

36. Offenhartz, supra note 26.

37. ShotSpotter, = SOUNDTHINKING,  https://www.soundthinking.com/law-
enforcement/leading-gunshot-detection-system/ [https://perma.cc/AYK3-5ZF8] (last
visited Nov. 6, 2024).

38. See State v. Nimmer, 2022 W1 47, 947, 402 Wis.2d 416, 975 N.W.2d 598.
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social services, and economic assistance.”* SoundThinking’s goal is to
strengthen the police-community relationship and improve public safety.*’ In
response to the increase in gun violence, SoundThinking, Inc. created the
acoustic gunshot detection technology ShotSpotter.*! ShotSpotter is one tool
within the SafetySmart Platform, which includes CrimeTracer™, a law
enforcement search engine; CaseBuilder™, an investigation management
system; PlateRanger™, a vehicle and license plate recognition system;
SafePointe™, a concealed weapon detection system; and ResourceRouter™,
a software that directs patrol and community anti-violence resources.*
ShotSpotter consists of twenty to twenty-five microphones installed per
square mile in the contracting city.*> The microphones are connected to a
centralized base that will detect and locate the gunshot using triangulation.**
The sensor will capture the sound and precise time of the gunshot, then use it
to locate where it originated.* An acoustic expert will review the sound and
confirm that it was gunfire.*® Then, an alert will be sent to the 911 call center
or an officer’s device.?” All of this takes less than sixty seconds.*® Currently,
ShotSpotter is being utilized in more than 160 cities.*” Despite
SoundThinking’s attempt to conceal the exact location of these microphones,
a leaked document obtained by WIRED revealed that 25,580 ShotSpotter
microphones are being used across numerous cities in the United States.™
Cities that obtain contracts for ShotSpotter spend upward of a million
dollars in securing the technology.”' Arguably, this is due to SoundThinking
promoting that its gunshot technology is highly accurate, and from 2019 to
2021, it had a 97% accuracy rate.” It is marketed as a premier tool to help

39. About Sound Thinking, SOUNDTHINKING,
https://www.soundthinking.com/law-enforcement/leading-gunshot-detection-
system/ [https://perma.cc/9R8V-B26Q)] (last visited Nov. 6, 2024).

40. 1d.

41. ShotSpotter, supra note 37.

42. About Sound Thinking, supra note 39.

43. Four Problems with the ShotSpotter Gun Detection System, ACLU (Oct. 14,
2021), https://www.aclu.org/news/privacy-technology/four-problems-with-the-
shotspotter-gunshot-detection-system [https://perma.cc/V2BW-DEQM].

44. ShotSpotter, supra note 37.

45. Four Problems with the ShotSpotter Gun Detection System, supra note 43.
46. 1d.

47. 1d.

48. 1d.

49. 1d.

50. Dhruv Mehrotra & Joey Scott, Here are the Secret Locations of ShotSpotter

Gunfire Sensors, WIRED (Feb. 22, 2024 8:18 PM),
https://www.wired.com/story/shotspotter-secret-sensor-locations-leak/
[https://perma.cc/BMG2-6UPF].

51. See Soundthinking Signs More Than 38 Million In New & Expansion
Contracts  For  Shotspotter  And  Safetysmart  Tools, ~SOUNDTHINKING,
https://www.soundthinking.com/press-releases/soundthinking-signs-more-than-§-
million-in-new-expansion-contracts-for-shotspotter-and-safetysmart-tools/
[https://perma.cc/W3AM-LINK] (last visited Nov. 4, 2024).

52. ShotSpotter, supra note 37.



52 FEDERAL COMMUNICATIONS LAW JOURNAL Vol. 78

cities reduce gun violence by increasing reporting, shell casing collection,
reducing dispatch time, and finding crime scene locations quicker than
traditional 911 calls.® From 2010 to 2022, Milwaukee spent $3.7 million on
ShotSpotter.>* Since implementing ShotSpotter in 2015, the New York Police
Department has spent more than forty-five million dollars on ShotSpotter.>
However, cities have been reconsidering their contract with SoundThinking
because the cost of ShotSpotter is not justifiable due to its failure to perform
as advertised.’® For example, The City of Chicago recently chose not to renew
its contract, which cost the city roughly forty-nine million dollars.”” Despite
some cities declining to renew their ShotSpotter contracts, ShotSpotter is still
being used in over 162 cities across the United States.*®

B. Independent Studies Cast Doubt Upon ShotSpotter’s Accuracy
Rate

Independent studies by cities utilizing ShotSpotter have demonstrated
that ShotSpotter does not function as promoted by SoundThinking.*
ShotSpotter touts its 97% accuracy rate in detecting outdoor gunshots.*

53. 1d.
54. Jeramey Jannene, See Where Milwaukee’s Secret ShotSpotter Sensors Are,
URB. MILWAUKEE (Feb. 23, 2024 03:40 PM),

https://urbanmilwaukee.com/2024/02/23/see-where-milwaukees-secret-shotspotter-
sensors-are/ [https://perma.cc/GY93-X59J].

55. Alyce McFadden, Gunshot Detection System Wastes N.Y.P.D. Officers’
Time, Audit Finds, N.Y. TiMES (June 20, 2024, 6:54 PM),
https://www.nytimes.com/2024/06/20/nyregion/nypd-shotspotter-
guns.html?searchResultPosition=1 [https://perma.cc/4DPS-6CRE].

56. See id. See also Monique John, ShotSpotter renewed for 1 year in
Fayetteville, city to conduct independent evaluation of results, ABC11 (Sept. 24,
2024), https://abc11.com/post/fayetteville-city-council-decide-keep-using-
shotspotter/15345931/#:~:text=ByMonique%20John,from%20SoundThinking%20i
n%?20her%?20neighborhood [https://perma.cc/YMJI5-KESJ].

57. Craig Wall & Eric Horng, Chicago will not renew controversial ShotSpotter
contract, drawing support, criticism from aldermen, ABC7 CHI. (Feb. 13, 2024),
https://abc7chicago.com/what-is-shotspotter-chicago-shooting-violence/14419466/
[https://perma.cc/UF3M-3XGQ)].

58. ShotSpotter, supra note 37.

59. See, e.g., OIG Finds That ShotSpotter Alerts Rarely Lead to Evidence of a
Gun-Related Crime and That Presence of the Technology Changes Police Behavior,
City OF CHL.  OFF. OF INSPECTOR GEN. (August 24, 2021),
https://igchicago.org/2021/08/24/0ig-finds-that-shotspotter-alerts-rarely-lead-to-
evidence-of-a-gun-related-crime-and-that-presence-of-the-technology-changes-
police-behavior/ [https://perma.cc/BSWP-DFTJ]; Numerous analyses from across
the country have found that ShotSpotter generates a huge proportion of unfounded
deployments that turn up no evidence of gun crime, MACARTHUR JUST. CTR.,
https://endpolicesurveillance.com/research-findings/ [https://perma.cc/PUW4-
LBMQ)] (last visited Jan. 18, 2025).

60. ShotSpotter, supra note 37.
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However, that claim is far from the truth.®' SoundThinking has not published
its own scientific study testing the reliability of ShotSpotter.* ShotSpotter, in
the beginning of its use, conducted limited live testing with police
departments only to confirm the functionality of the sensors.”> However, it
rarely conducts live testing now unless requested by the contracting city.**
SoundThinking refuses to provide documents about how their technology
functions and how their operators make decisions.”® In a recent case,
ShotSpotter’s attorney asked a judge to hold the company in contempt to
prevent ShotSpotter from being compelled to produce any documents related
to its assessment of gunshot alerts.® ShotSpotter refused to meet the defense’s
request for information about sound analyst qualifications and training,
methods used by the analyst to reclassify alerts, and any data on sensors
misidentifying the location of an alert or gunfire.*”” Furthermore,
SoundThinking has rarely allowed any audits or validation of its Al
algorithm.®® The accuracy rate SoundThinking promotes is flawed because an
alert is only considered an error if an officer sends a complaint about a
particular alert, which is rare.

61. OIG Finds That ShotSpotter Alert Rarely Lead to Evidence of a Gun-Related
Crime and That Presence of the Technology Changes Police Behavior, supra note
59.

62. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, supra note 59.

63. Transcript of Proceedings at 59— 61, State v. Hill, 288 Neb. 767 (2014) (No.
CR12-861) [https://perma.cc/SQV8-DQWE]; City of Chi., Committee on Public
Safety  Hearing, =~ VIMEO, at  2:07:07-2:08:22  (Nov. 12,  2021)
https://vimeo.com/showcase/8928579/video/646068423  [https://perma.cc/955M-
LQPW].

64. City of Chi., Committee on Public Safety Hearing, VIMEO, at 2:07:07-
2:08:22 (Nov. 12, 2021) https://vimeo.com/showcase/8928579/video/646068423
[https://perma.cc/955M-LQPW].

65. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, supra note 59; Dhruv Mehrotra & Joey Scott, supra note 50.

66. Matt Chapman & Jim Daley, ShotSpotter held in contempt of court, CHL
READER (Jul. 26, 2022), https://chicagoreader.com/news/shotspotter-held-in-
contempt-of-court/ [https://perma.cc/6 VNW-BLGIJ].

67. 1d.

68. Four Problems with the ShotSpotter Gun Detection System, supra note 43
(stating ShotSpotter rejected IPVM requests to do an independent audit of their
methodologies); Stephen G. Bronars & George Lynch, Independent Audit of the
ShotSpotter Accuracy, 2019-2022, EDGEWORTH Econ.,
https://www.edgewortheconomics.com/experience-independent-audit-of-the-
shotspotter-accuracy [https://perma.cc/SM7X-3BKW] (last visited April 5, 2025).
69. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, supra note 59.
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Independent studies done by different cities have shown that
ShotSpotter is not as accurate as SoundThinking proclaims it to be.”” For
instance, New York City conducted an audit of ShotSpotter over several
months in 2022 and 2023, which found New York officers were dispatched
mostly to false instances of gunfire.”' Only 20% of ShotSpotter alerts led to
confirmed shooting incidents (actual instances of gunfire).”” In March 2023,
there were 1,239 ShotSpotter alerts, and only 104 were confirmed shooting
incidents, representing approximately eight percent of the ShotSpotter
alerts.”® There were very low rates of confirmed shots detected throughout
New York.”* During June 2023, there were 940 ShotSpotter alerts; NYPD
responded to forty-seven that were unfounded, which means the sounds
reported were fireworks or some other disruption.”” 771 of the 940
ShotSpotter alerts were unconfirmed alerts—-NYPD could not confirm that a
shot was fired due to a lack of evidence or the investigation resulted in the
alert being classified as unfounded or a false positive.”® Only 122 of the alerts
resulted in confirmed shootings.”” The majority of the ShotSpotter alerts they
responded to lacked evidence that shots were fired.”® The auditor found that
the NYPD spent 426.9 hours responding to unfounded and unconfirmed shots
in one month.” The auditor concluded that this was potentially a waste of
officer hours and recommended that New York not renew its costly contract
with ShotSpot‘[er.80 New York’s comptroller, Brad Lander, explained, “The
police department is wasting precious time and money on this technology and
needs to do a better job managing its resources . . . chasing down car backfires
and construction noise does not make us safer.” *'

Next, the MacArthur Justice Center (“MJC”) conducted a study in
Chicago between April 2021 and April 2022, finding that 90.4% of

70. See id.; See also Audit Report on the New York City Police Department’s
Oversight of its Agreement with ShotSpotter Inc. for the Gunshot Detection and
Location System, N.Y.C. COMPTROLLER (June 20, 2024),
https://comptroller.nyc.gov/reports/audit-report-on-the-new-york-city-police-
departments-oversight-of-its-agreement-with-shotspotter-inc-for-the-gunshot-
detection-and-location-system/ [https://perma.cc/MESZ-9AWH].

71. Audit Report on the New York City Police Department’s Oversight of its
Agreement with ShotSpotter Inc. for the Gunshot Detection and Location System,
supra note 70.

72. 1d.
73. 1d.
74. 1d.
75. 1d.
76. 1d.

77. Audit Report on the New York City Police Department’s Oversight of its
Agreement with ShotSpotter Inc. for the Gunshot Detection and Location System,
supra note 70.

78. 1d.
79. 1d.
80. 1d

81. Alyce McFadden, supra note 55.
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ShotSpotter dispatches led to no evidence of gun-related crime on arrival.*?
There were eighty-seven unfounded alerts a day and 31,640 unfounded
ShotSpotter alerts and deployments over the course of the year.* The Chicago
Office of Inspector General study found similar results.®* Between January 1,
2020, and May 31, 2021, officers were dispatched to a total of 50,176
ShotSpotter alerts.®® Of the 50,176 confirmed alerts, only 4,556 resulted in
evidence of a gun-related crime being found.®® Out of the 50,176 alerts that
police were dispatched to, 1,056 were connected to a documented
investigatory stop that was a direct response to a ShotSpotter alert.®” The
report found that the use of ShotSpotter had modified police behavior.*® For
instance, the Chicago Police Department (“CPD”) officers relied on
ShotSpotter to provide the basis for conducting an investigatory stop or to
conduct a stop and frisk.*” The reports and analysis conducted by other cities
such as Atlanta, Dayton, and Houston have all found ShotSpotter to not
perform effectively and result in low arrest rates.”” A recent study by
Northeastern University found that ShotSpotter gunfire detection technology
has not resulted in reducing gun violence, and shootings are not being solved
at a higher rate.”’ Studies ranging from 2018 to 2021 have all found that
ShotSpotter technology has not significantly reduced gun violence.’*
Furthermore, ShotSpotter’s inaccuracies are not limited to its ability to
detect gunshots, but ShotSpotter “sound experts” have admitted to
manipulating how sounds are classified.” SoundThinking requires a high
school degree and one year of working in a call center or customer service

82. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, supra note 59.

83. 1d.

84. OIG Finds That ShotSpotter Alert Rarely Lead to Evidence of a Gun-Related
Crime and That Presence of the Technology Changes Police Behavior, supra note
59.

85. 1d.
86. 1d.
87. 1d.
88. 1d.
89. 1d.
90. Numerous analyses from across the country have found that ShotSpotter
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position to be a sound expert.”* ShotSpotter has not disclosed how the “sound
experts” are trained or how they are evaluated.”” Typically, after a gunshot is
detected, the audio sound is sent to a “sound expert” who reviews and
confirms the sound.”® Once completed, the “sound expert” still has the
capacity to go back into the system and alter the classification of the sound.”’
Recall the story of Silvon Simmons, who was wrongfully and violently
arrested by Rochester police officers. Rochester police had no legal basis for
stopping Mr. Simmons and approaching him in the driveway.’® Officers used
a ShotSpotter alert to justify his arrest, charging him with possession of a
weapon and attempted murder and assault of officers.” However, ShotSpotter
did not initially detect any gunshots, nor was there a gun on Mr. Simmons.'”
ShotSpotter initially classified the sound as a helicopter rotor, and after
Rochester police contacted ShotSpotter, it was reclassified as four
gunshots.' Paul Greene testified as an expert witness from ShotSpotter in
Mr. Simmons’ trial.'®> He stated that the Rochester Police Department
contacted them and disclosed the officer-involved shooting.'™ At trial,
Officer Wetzel from the Rochester Police Department admitted to providing
the location, time, possible number of shots, and the caliber of the weapon
from the incident to ShotSpotter.'® ShotSpotter then created a report that
stated four gunshots were detected, and the incident was “auto-acknowledged
and not alerted because of squelch mode, [which mutes audio output], was
enabled at [the] time of detection.”'® Later, Mr. Greene acknowledged that
his review of the customer support chat showed the police department asked
ShotSpotter if they could find more gunshots from that incident.'”® Mr.
Greene then made a report showing that ShotSpotter heard five instead of four
gunshots.'®” The altered report stated that ShotSpotter detected five gunshots,
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Injunctive Relief and for Damages at 25, Williams v. City of Chicago, 2023 WL
6388891 (N.D. Il Sept. 29, 2023) (No.22-cv-3773).

95. 1d.

96. ShotSpotter, supra note 37.

97. ShotSpotter, supra, note 37; Amended Complaint and Jury Demand at 36,
Simmons v. Ferrigno, 2024 WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-
6176).

98. Simmons v. Ferrigno, No. 17-CV-6176 at 12—13.

99. Id. at 35-37; Feathers, supra note 1.

100. Todd Feathers, supra note 1; Amended Complaint and Jury Demand at 32,
Simmons v. Ferrigno, 2024 WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-
6176).

101. Amended Complaint and Jury Demand at 33, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).

102. 1Id. at 29.
103. Id. at31.
104. Id. at 32.
105. Id. at 32-33.
106. 1d. at 34.

107. Amended Complaint and Jury Demand at 34-35, Simmons v. Ferrigno, 2024
WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176).



Issue 1 SHOTSPOTTER MISFIRES 57

and the altered report was used to implicate Mr. Simmons.'*® They refused to
test Mr. Simmons for any traces of gunshot residue, and they never recovered
a gun from his person.'® The original audio files of the alleged fifth shot were
lost and or destroyed, and there was only a redacted copy of the recording.'"
A jury acquitted Mr. Simmons at his trial, and the judge overturned his
conviction for possession of a gun, citing ShotSpotter’s unreliability.'"'

What happened to Mr. Simmons is not an isolated event.''? Paul
Greene, while testifying at Mr. Simmons’ trial, admitted to altering one other
report for a case he testified as an expert witness in.'"* He further admitted
that sound experts can edit any audio file that has not been locked or
encrypted.''* Greene would testify in Ernest Godinez’s case, where he was
charged with shooting a federal agent in the city.'"> Paul Greene testified that
ShotSpotter only detected two gunshots in the initial report, those of which
were fired by the officer in response to the original shooting.''® After the
Chicago Police Department requested ShotSpotter reanalyze the sound, he
found five additional gunshots that the company’s algorithm did not pick
up.""” Godinez could not contest the reliability of ShotSpotter’s accuracy or
Greene’s qualifications at trial and was convicted.''® ShotSpotter evidence
played a pivotal role in the wrongful arrest of Mr. Simmons and Mr.
Godinez.'" Despite the inaccuracies and the alteration of alerts, courts still
allow this evidence to be relied upon.'*

C. ShotSpotter Contributes to the Harm Inflicted on Communities
of Color

ShotSpotter exacerbates racial bias because ShotSpotter is
disproportionately placed in Black and Brown communities.'””’ WIRED
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conducted an analysis of sensor distribution in US cities and found that 70%
of people who lived with a sensor in their area were either Black or Latine.'*
The MJC conducted extensive research on the use of ShotSpotter in Chicago,
finding the twelve districts with ShotSpotter had the highest proportion of
Black and Latine neighborhoods.'”® The harm of ShotSpotter being placed
disproportionately in minority communities is demonstrated through the story
of Adam Toledo.'* Adam Toledo, a thirteen-year-old boy in Chicago, was
killed at the end of a “foot chase” with law enforcement.'”® ShotSpotter
alerted the police about gunfire in the area.'’® Upon arrival, the officers
spotted Adam Toledo and Ruben Roman, who then took off running.'*’ One
officer caught Mr. Roman, while the other continued his pursuit of Adam
Toledo with his gun drawn.'?® As Mr. Toledo got close to a nearby fence, his
arm disappeared behind it momentarily.'® Then, he proceeded to raise his
hands."** The Officer, believing Mr. Toledo had a gun, shot and killed him."*'
In a matter of minutes, Adam Toledo was violently killed by a Chicago police
officer.'*? Similarly, a few years later, a young child was shot at, after
ShotSpotter falsely identified fireworks as gunfire.'** This would lead to the
City of Chicago not renewing its ShotSpotter contract."** The sad case of
Adam Toledo demonstrates how ShotSpotter contributes to the harm that
communities of color are already experiencing.'*
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Furthermore, ShotSpotter has led to and has the potential to increase
the amount of wrongful arrests.'*® On May 31, 2020, Michael Williams
decided to give a young man a ride."*” After driving a few blocks, Mr.
Williams® passenger was shot through the open car window."** Mr. Williams
rushed the young man to the hospital and gave the staff his information.'*
The CPD arrived at his home weeks later, and he went to the police station
under the guise of helping them investigate who shot the passenger.'*” In a
turn of events, Mr. Williams was arrested and incarcerated for almost a
year.""! The CPD based their decision on the ShotSpotter report, which stated
that the shot was fired from inside the car.'"** This decision was made even
though the “shot” was first classified as a firework, and ShotSpotter cannot
guarantee accuracy for shootings that occur inside a vehicle.'** Mr. Williams
was incarcerated at Cook County jail at the age of sixty-five and contracted
COVID-19 twice.'** His defense attorneys challenged the reliability of the
ShotSpotter evidence, and the prosecutors abandoned the evidence and
dismissed the case.'®

Similarly, Derick Scruggs was wrongfully arrested due to a ShotSpotter
alert."*® Derick Scruggs is a thirty-year-old father who was a licensed armed
security guard at AutoZone.'*” Officers Legorreta and Andrews arrived at the
AutoZone after receiving a ShotSpotter alert.'"*® They stopped, detained, and
interrogated Mr. Scruggs in the parking lot.'*” The only basis they had for
their interrogation and initial detainment of Mr. Scruggs was the ShotSpotter
alert.'™® The officers found no actual evidence to corroborate the gunshot."”!
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Eventually, Mr. Scruggs was released.'>? Soon after his release, the officers
returned to continue their investigation of the gunshot detected by
ShotSpotter.'>* Mr. Scruggs was arrested and incarcerated for a paperwork
violation alleging that his registration with the state agency that licenses
armed security guards had lapsed months before.'** The defense argued Mr.
Scruggs’ arrest was pretextual and used to justify the ShotSpotter alert.'** Mr.
Scruggs’ charges were dismissed two months later by the State Attorney’s
Office.'*® Even though the charges were dismissed, due to his incarceration,
Mr. Scruggs could no longer work in his profession.'”’ The egregious stories
of Derick Scruggs and Michael Williams are one of many.'*® The harm that
ShotSpotter is causing is not hypothetical.'*” It is real and impacts the lives of
BIPOC individuals—Black, Indigenous, and People of Color—Ilike Mr.
Williams, in irreparable ways.'®® ShotSpotter has provided law enforcement
with a general license to stop anyone in the vicinity of the alert.'"' It is a
breeding ground for racial bias and reinforces the idea that criminality and
blackness or being Latine are synonymous with one another when they are
not.'® ShotSpotter, like many other predictive policing tools, may supplant
individuals’ Fourth Amendment rights in the pursuit of efficient and effective
policing.

D. Fourth Amendment Protections Provided by the Reasonable
Suspicion Standard

The Fourth Amendment protects “the right of the people to be secure
in their persons, houses, papers, and effects, against unreasonable searches
and seizures.”'®® The Fourth Amendment protects people wherever they have
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a reasonable expectation of privacy.'®* The Court, in interpreting the Fourth
Amendment, wanted to guard against police conduct that is overbearing and
harassing.'®> The Court created the legal standard, reasonable suspicion, to
ensure that officers had more than inarticulate hunches or more than a good
faith effort if they were going to encroach on people’s Fourth Amendment
rights.'®® Reasonable suspicion is a lesser standard than probable cause.'®’
Probable cause is “only the probability, and not a prima facie showing, of
criminal activity,” in other words, it is the fair probability that a crime was
committed and that the person committed it.'®® In contrast, reasonable
suspicion is when an officer has “specific and articulable facts” to believe
criminal activity is afoot; then, they may conduct an investigatory stop.'® An
investigatory stop may allow an officer to conduct a brief search of the outer
clothing of a person when they believe the individual is armed and dangerous,
which is known as a stop and frisk.'”® Stop and frisk has been controversial
since its inception.'”" The Supreme Court established in Terry v. Ohio that an
officer may establish reasonable suspicion to justify an intrusion by pointing
to “specific and articulable facts which, taken together with rational
inferences from those facts, reasonably warrant that intrusion.”'’> When an
officer believes that an individual he is investigating at close range is armed
and dangerous to the officer or the public, it is only reasonable to allow the
officer to take necessary measures to determine whether the person is carrying
a weapon and to neutralize the threat.'” The Supreme Court has consistently
noted that in assessing the totality of circumstances, an individual being in a
high crime area is not sufficient alone to support a particularized suspicion
that the person is committing a crime.'”* Reasonable suspicion requires
objective particularized suspicion when examining the totality of the
circumstance; it must “raise a suspicion that the particular individual being
stopped is engaged in wrongdoing.”'”” In Terry v. Ohio, Officer McFadden
noticed men pacing back and forth and staring into the same store each

164. Terry, 392 U.S. at 9.
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time.'’® Officer McFadden, having thirty years of experience dealing with
shoplifters and pickpockets, was suspicious of the activity he observed and
believed they might be casing the store.'”” Officer McFadden followed the
three men and approached them after they stopped to confer in front of
Zucker’s store.'”™ After identifying himself as an officer and requesting their
names, he received mumbled responses.'”® In response, Officer McFadden
grabbed Terry, spun him around, and patted down the outer layer of his
clothing.'® He felt a pistol in his front breast pocket but could not retrieve
it.'"®! He ordered the three men into a nearby store, where he removed Terry’s
coat and removed the gun from his left breast pocket.'®?

To determine the reasonableness of Officer McFadden’s conduct, the
court conducted a balancing test, which balanced the need for the search
(governmental interest) against the invasion of the search.'® In order to justify
the search, the officer must point to “specific and articulable facts which,
taken together with rational inferences from those facts, reasonably warrant
the intrusion.”'®* The rationale behind allowing a stop is that officers should
be able to, in the appropriate circumstances, approach a person to investigate
possible criminal behavior without probable cause to make an arrest.'® The
men here were walking an identical route and conferred with each other after
the completion of each route for an extended period of time, looking into one
store and not waiting for anyone or anything.'® These observations, along
with Officer McFadden’s work experience in shoplifting, made it reasonable
for him to investigate."®” Based on the circumstances and the specific facts
that Officer McFadden used to justify his conduct, the court found that a
reasonably prudent person would believe that three men were armed and a
present threat to the officer while he investigated their behavior.'*®

E. Reasonable Suspicion May be Established by a Corroborated
Anonymous Tip

The Supreme Court has held that anonymous tips may be used to
establish reasonable suspicion.'® Officers do not have to base their reasoning
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for a stop only on their own personal observations.'”® For example, in
Alabama v. White, the Supreme Court held that an anonymous tip that was
significantly corroborated by a police officer’s investigation provided
reasonable suspicion for the officer to conduct a stop.'”' An officer received
an anonymous tip that White would be leaving an apartment driving a brown
station wagon with a broken taillight to Dobey’s Motel with a brown attaché
case containing cocaine.'”> White was stopped just short of Dobey’s Motel
and consented to the search of the brown attaché case that was in the car.'”?
The officers found marijuana in the attaché case and cocaine in White’s purse,
which was searched during processing at the station.'” The officer’s
investigation corroborated the tipster’s prediction that the woman left the
apartment in that particular vehicle."” In addition, the officers stopped her
just short of where the tipster stated that she would be.'”® Due to the predictive
element of the tip and the majority of those predictions being sufficiently
corroborated, proving it has some indicia of reliability provided reasonable
suspicion for the officers to conduct the stop.'”” Alabama v. White is the
baseline for what is required for an anonymous tip to justify a forcible stop.'*®

In contrast, in Florida v. J.L., Miami-Dade police received a report
from an anonymous caller that a young black male standing at a bus stop,
wearing a plaid shirt, was carrying a gun.'”” The officer arrived at the bus stop
six minutes later and saw three African-American men around the bus stop.>”
Apart from the tip, there was no other reason the officer had to suspect the
three men of illegal conduct.””" They did not observe a firearm, and J.L. did
not make any abrupt movements.””> One of the officers frisked and seized a
gun from J.L.’s pocket.”” The Court reasoned that the officer’s suspicion that
J.L. had a weapon was unfounded because they did not make any personal
observations of their own.*** The anonymous tip came from an unknown
location and an unknown person.?> The Court reasoned that this was unlike
a tip from a known informant whose reputation could be assessed and be held
responsible if they fabricated their story.’”® The reasonableness of the
officer’s suspicion can only be measured by what they knew before
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conducting the search.” Here, the tip lacked the indicia of reliability that was
present in White.*® In White, the officers were able to corroborate aspects of
the anonymous tip, which demonstrated that it was reliable. There was no
predictive information that the officer could use to assess the credibility and
reliability of the informant’s knowledge.””” The caller’s report fell short of
supplying any basis for believing the information they relayed to the
officers.”'” The description provided by the callers is only reliable within a
limited context.*!' The tip did not show that the person had any knowledge of
criminal activity; it could only help the officer identify the accused.*'?

In this case, the government argued that there should be an automatic
firearm exception that establishes reasonable suspicion automatically for a
stop and frisk.?'* In response, the Court recognized that Terry permitted police
searches on the basis of reasonable suspicion to respond to the dangers of
firearms.”'* However, Justice O’Connor opined that an automatic firearm
exception “would enable any person seeking to harass another to set in motion
an intrusive, embarrassing police search of the targeted person simply by
placing an anonymous call, falsely reporting the target’s unlawful carriage of
a gun.”?'® Terry v. Ohio and its progeny demonstrate that officers, at the bare
minimum, must be able to point to their own personal observations or
significantly corroborate information provided to them in order to conduct a
stop and frisk.*'® Likewise, the basis for their stops must have some indicia of
reliability.?'” Otherwise, law enforcement will be able to harass individuals
and harass them with searches.”'® The Supreme Court protected Fourth
Amendment rights through these safeguards in requiring reasonable suspicion
to prevent law enforcement from harassing individuals and giving them a
general license to stop someone simply for their presence in an area. The
creation of predictive policing tools has made the balance between Fourth
Amendment protections and Al advancements erode further, and courts play
a pivotal role in preserving Fourth Amendment rights.

ShotSpotter has created a dilemma like other Al tools, where courts
have allowed the alert to establish reasonable suspicion, supplanting the
Fourth Amendment rights of individuals. In 2022, the Wisconsin Supreme
Court ruled in State v. Nimmer that ShotSpotter alone was a sufficient basis
for an officer to establish reasonable suspicion to conduct a stop and frisk.*"
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In 2019, Officer Milone and his partner responded to a ShotSpotter alert that
stated there were four shots fired three blocks away from the officers’
location.”?® The location was in a highly residential area.”' They arrived a
minute after receiving the alert and Nimmer was in the exact location where
they received the ShotSpotter alert from.??? Nimmer, being the only person in
the area just a few minutes after the officers got the alert, weighed heavily in
favor of finding the officer’s suspicion was particularized.”> Since the
vicinity of the ShotSpotter alert was small enough, the court believed that no
description at all was required to justify the Terry stop.”** The court stated,
“ShotSpotter’s detection of gunfire is comparable to an officer hearing it
himself.”*** The Court opined that Nimmer increasing his pace upon seeing
the officers, turning the left side of his body away from the officer when they
approached, and digging in his left pocket supported reasonable suspicion.?*
The officer, receiving the ShotSpotter alert in a highly residential
neighborhood, provided reasonable suspicion for the officer to conduct the
stop because he had reason to believe lives were in danger based on the alert
itself.**” The Court reasoned that a ShotSpotter alert is equal to an imminent
threat to public safety or an emergency, rendering the officers’ action
reasonable.””® State v. Nimmer may set a new standard that other state courts
may follow in using a ShotSpotter alert as the primary basis for establishing
reasonable suspicion by relying on the spatial and temporal proximity
between the alert and the suspect.”?’ A ShotSpotter alert is not comparable to
an anonymous tip due to the lack of corroboration and the inaccuracies in the
data and performance of ShotSpotter.”** However, ShotSpotter evidence is
admitted in court, and testimony is provided that relies on the
misrepresentation of ShotSpotter’s accuracy.”' Like Mr. William’s attorney,
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227. Id. at 9 42.

228.  Id. atqf41-44.

229. See e.g., State v. Nimmer, 975 N.W.2d 598, 9 32; United States v. Jones, 1
F.4th 50, 53-55 (D.C. Cir. 2021).

230. Todd Feathers, Police Are Telling ShotSpotter to Alter Evidence From
Gunshot-Detecting Al, VICE (July 26, 2021, 9:00 AM),
https://www.vice.com/en/article/police-are-telling-shotspotter-to-alter-evidence-
from-gunshot-detecting-ai/ [https://perma.cc/BO9VP-AKAY].

231. See State v. Nimmer, 975 N.W.2d 598, 944; Amended Complaint and Jury
Demand at 35, Simmons v. Ferrigno, 2024 WL 3914524 (W.D.N.Y. July 23, 2024)
(No. 17-CV-6176); Todd Feathers, Police Are Telling ShotSpotter to Alter Evidence
from  Gunshot-Detecting AI, VICE (July 26, 2021, 9:00 AM),
https://www.vice.com/en/article/police-are-telling-shotspotter-to-alter-evidence-
from-gunshot-detecting-ai/ [https://perma.cc/BO9VP-AKAY].
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the only option for many defense attorneys is to attack the admissibility of
ShotSpotter evidence.

F. Evidentiary Reliability: Daubert Hearings and
Expert Witnesses

Due to ShotSpotter’s unreliability and continued use, litigating the
admissibility of ShotSpotter evidence and expert witness testimony is
paramount.”*® These challenges are brought in a motion in limine or a Daubert
Motion to exclude expert testimony or unproven scientific evidence.”**
Federal Rule of Evidence (“FRE”) 702 governs the testimony of expert
witnesses.”** FRE 702 requires expert witness testimony to help the trier of
fact understand the evidence or determine a fact in issue, be based on
sufficient facts or data, the product of reliable principles and methods, and
reflect a reliable application of the principles and methods to the facts of the
case.”®

Daubertv. Merrill Dows Pharmaceuticals, Inc. established four factors
to be considered when evaluating the admissibility of forensic evidence and
expert testimony in federal courts.”*” Courts should examine whether it can
and has been tested, whether the theory or technique has been subjected to
peer review and publication, the known or potential rate of error, the existence
and maintenance of standards of a particular scientific technique, and general
acceptance in the community.”*® The specified factors are not an exhaustive
list, nor are they meant to apply exclusively to all experts in every case.”* The
Daubert test of reliability is flexible;*** thus, a trial court may consider one or
more of the specific factors to evaluate the reliability and relevance of the
evidence.?*! Numerous states have some variation of the Daubert Standard.***
The admissibility of scientific evidence or expert testimony is at the discretion

232. See Amended Civil Rights Class Action Complaint for Declaratory and
Injunctive Relief and for Damages at 63—64, Williams v. City of Chicago, 2023 WL
6388891 (N.D. IlL. Sept. 29, 2023) (No.22-cv-3773).

233. See Garance Burke, Matha Mendoza, Juliet Linderman & Michael Tarm,
How Al-powered tech landed man in jail with scant evidence, AP NEWS (March 5,
2022, 1:23 PM), https://apnews.com/article/artificial-intelligence-algorithm-
technology-police-crime-7¢3345485aa668c97606d4b54f9b6220
[https://perma.cc/C4YH-JMFL].

234. See e.g., United States v. Godinez, 7 F.4th 628, 637 (7th Cir. 2021).

235. See FED. R. EVID. 702.

236.  Id.

237. Daubert v. Merrell Dow Pharms., Inc., 509 U.S. 579, 593-597 (1993).

238.  Id. at 593-595.

239. Kumho Tire Co. v. Carmichael, 526 U.S. 137, 141 (1999).

240.  Id.

241. Id

242. See e.g., JAR. v. State, 374 So. 3d 25, 29 (Fla. Dist. Ct. App. 2023)
(demonstrating that Florida uses its own variation of Daubert standard).
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of the judge.**® The trial judge acts as a gatekeeper ensuring “scientific
testimony or evidence admitted is not only relevant but reliable.”***

ShotSpotter has not faced much criticism from judges during the
Daubert hearings.** ShotSpotter has been used as evidence in over 300 cases
and has successfully prevailed in Daubert challenges.**® However,
ShotSpotter has prevailed in Daubert challenges predominantly in the
absence of robust admissibility evaluations.”*” Judges do not engage in a
rigorous examination of the four factors as applied to ShotSpotter.**® Some
judges rely on the fact that other jurisdictions have determined that
ShotSpotter technology is reliable and admissible as evidence.*’ Primarily,
these courts rely on the Nebraska Supreme Court case State v. Hill, which
found ShotSpotter representative Paul Greene’s expert testimony
admissible.?*’ In addition, the Court found that the expert testimony supported
finding the technology reliable.”®' The Court did not focus on whether the
underlying methodology was reliable but confined its opinion to whether the
methodology could be applied to the facts in the case. »** The court found
Greene’s testimony about his experience in identifying gunshots and the two-
step inquiry involved in the system’s functions (the algorithm identifying the
sound and then a reviewer confirming it) supported its reliability.>* This case
led to courts citing it in support of their decision to admit ShotSpotter
evidence and testimony without assessing its reliability.”*

For example, in J.A.R. v. State, Florida’s version of the Daubert test
examined “1) the testimony is based upon sufficient facts or data; 2) the
testimony is the product of reliable principles and methods; and 3) whether
the witness has applied the principles and methods reliably to the facts of the
case.”* InJ.A.R. v. State, Florida’s Fourth District Court of Appeals allowed
the admission of ShotSpotter evidence because the expert witness testified in

243. Daubert, 509 U.S. at 597.

244.  Id. at 589.

245. See e.g., JA.R., 374 So. 3d at 31; United States v. Godinez, No. 18 CR 278,
2019 U.S. Dist. LEXIS 170740, at *8 (N.D. Ill. Oct. 2, 2019).

246. Is it true that ShotSpotter cannot be relied on for evidence and is rarely used
in court?, SOUNDTHINKING, https://www.soundthinking.com/blog/faq/is-it-true-that-
shotspotter-cannot-be-relied-on-for-evidence-and-is-rarely-used-in-court/
[https://perma.cc/5K64-62FX].

247. Godinez, 2019 U.S. Dist. LEXIS 170740, at *8 (finding admission of
ShotSpotter evidence harmless because ShotSpotter was found reliable by the
Nebraska Supreme Court).

248.  SeeJ.A.R.,374 So.3d at 31, Godinez, 2019 U.S. Dist. LEXIS 170740, at *8.
249.  SeeJ.A.R.,374 So.3d at 31; Godinez, 2019 U.S. Dist. LEXIS 170740, at *8.
250. State v. Hill, 851 N.W.2d 670, 691 (Neb. 2014).

251. Id

252, Id. at 690.

253.  Id at691.

254.  SeeJ.A.R.,374 So.3d at 31; Godinez, 2019 U.S. Dist. LEXIS 170740, at *8;
People v. Brewer, No. F082631, 2023 Cal. App. Unpub. LEXIS 2798, at *34 n.14
(Cal. Ct. App. May 15, 2023).

255. See J.LA.R. v. State, 374 So. 3d 25, 29 (Fla. Dist. Ct. App. 2023).



68 FEDERAL COMMUNICATIONS LAW JOURNAL Vol. 78

over seventy cases about the ShotSpotter system, the expert’s statement that
ShotSpotter is highly accurate, and other jurisdictions admission of
ShotSpotter evidence.”*® The court found the expert witness testimony met
the requirements because he explained the technique used to determine the
location of gunfire; he stated that ShotSpotter is able to accurately determine
the location of gunfire within a twenty-five-meter radius, which was
confirmed by an external audit that showed an error rate of less than a half
percent.”” Lastly, he applied the principles and methods reliably by
explaining how those techniques applied to the facts of the case.”® Although
a majority of courts have supported the admission of ShotSpotter evidence, in
the absence of evaluating the reliability of its methodology, there have been
appellate that have implored trial courts to engage in a thorough evaluation.?

For instance, the Seventh Circuit Court of Appeals, in United States v.
Godinez, concluded that the trial court abused its discretion by admitting
expert testimony and ShotSpotter evidence by not conducting an in-depth
inquiry into the methodology of ShotSpotter.*®® The lower court denied the
defendant’s request for a full Daubert hearing because ShotSpotter evidence
had been found reliable in other jurisdictions, and the expert’s testimony was
cumulative.?®! Therefore, it would be harmless to admit the evidence and
testimony.”®® These courts have urged a fuller assessment of ShotSpotter’s
technology due to the admission of the evidence with minimal or no reliability
assessment in the cases involving it.*** Courts’ admission of ShotSpotter
evidence and expert witness testimony, because other jurisdictions have
admitted this evidence, allows the court to forego a robust analysis of
ShotSpotter’s reliability. Courts should thoroughly assess the reliability of the
methodology behind ShotSpotter because this evidence will be relied upon to
establish reasonable suspicion.”**

256. See id. at 29-31.

257. See Id. at 30-31.

258. See id. at 30.

259. See e.g., United States v. Godinez, 7 F.4th 628, 638 (7th Cir. 2021); People
v. Hardy, 279 Cal. Rptr. 3d 586, 599 (Ct. App. 2021).

260. Godinez, 7 F .4th at 638.

261. United States v. Godinez, No. 18 CR 278, 2019 U.S. Dist. LEXIS 170740 at
*7-8 (N.D. Ill. Oct. 2, 2019).

262. Ild

263. See Hardy, 279 Cal. Rptr. 3d at 599 (holding trial court required to assess
ShotSpotter’s reliability due to the lack of case law on the reliability of ShotSpotter).
264. See e.g., Godinez, 7 F.4th at 638; Hardy, 279 Cal. Rptr. 3d at 599; EXEC.
OFF. OF THE PRESIDENT PRESIDENT’S COUNCIL OF ADVISORS ON SCI. AND TECH.,
FORENSIC SCIENCE IN CRIMINAL COURTS: ENSURING SCIENTIFIC VALIDITY OF
FEATURE-COMPARISON METHODS 144 (2016)
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pca
st forensic science report final.pdf [https://perma.cc/HVMO9-JP26] (“When new
facts falsify old assumptions, courts should not be obliged to defer to past precedents:
they should look afresh at the scientific issues.”).
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III. ANALYSIS

A. ShotSpotter Should Be Considered in Combination with Other
Factors Considered in Establishing Reasonable Suspicion to
Preserve Fourth Amendment Protections

Using ShotSpotter as just one non-dispositive factor will preserve the
Fourth Amendment protections the Supreme Court developed when creating
the reasonable suspicion standard.”®® ShotSpotter’s lack of transparency and
the inaccuracies exposed by the numerous studies undertaken by cities
contracting with SoundThinking calls into question courts and law
enforcement’s reliance on this technology.?*® The Court has always stated that
someone being in a high crime area does not give law enforcement the right
to stop them.”*” However, with the use of ShotSpotter, many courts have
allowed the alert itself to be a basis for stopping an individual.**® Law
enforcement justifies their stops of individuals solely because they were in
that area.”® This happened in the cases of Mr. Williams and Mr. Scruggs, both
of which were only suspected of wrongdoing because they were within the
location of the ShotSpotter alert.””® Furthermore, it allows for the very manner
of conduct the Court wanted to prevent when establishing the reasonable
suspicion standard.?’" In addition, it continues to exacerbate the racial bias
and over-policing that was at the heart of the concerns post Terry v. Ohio
when stop and frisk were disparately conducted on black and brown folks.*”>

265. See e.g., State v. Henson, No. C-210244, 2022 WL 1486186, at 433 (Ohio
Ct. App. May 11, 2022).

266. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, MACARTHUR JUSTICE CENTER,
https://endpolicesurveillance.com/research-findings/ [https://perma.cc/PUW4-
LBMQY]; Dhruv Mehrotra & Joey Scott, Here are the Secret Locations of ShotSpotter
Gunfire Sensors, WIRED (Feb. 22, 2024 8:18 PM),
https://www.wired.com/story/shotspotter-secret-sensor-locations-leak/
[https://perma.cc/BMG2-6UPF].

267. See Illinois v. Wardlow, 528 U.S. 119, 124 (2000).

268.  See State v. Nimmer, 2022 W1 47, 947, 402 Wis. 2d 416, 975 N.W.2d 598.
269. Amended Civil Rights Class Action Complaint for Declaratory and
Injunctive Relief and for Damages at 2—8, Williams v. City of Chicago, 2023 WL
6388891 (N.D. I1l. Sept. 29, 2023) (No.22-cv-3773).

270.  Id.

271. Amended Complaint and Jury Demand at 12-13, Simmons v. Ferrigno,
2024 WL 3914524 (W.D.N.Y. July 23, 2024) (No. 17-CV-6176); Amended Civil
Rights Class Action Complaint for Declaratory and Injunctive Relief and for
Damages at 2—8, Williams v. City of Chicago, 2023 WL 6388891 (N.D. Ill. Sept. 29,
2023) (No.22-cv-3773).

272. Lupe Victoria Aguirre & Simon McCormack, The Rise of Stop-and-Frisk is
a Dangerous Gift to the Trump Agenda, NYCLU (June 27, 2024),
https://www.nyclu.org/commentary/the-rise-of-stop-and-frisk-is-a-dangerous-gift-
to-the-trump-agenda [https://perma.cc/93Q4-7FX7].
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ShotSpotter is more akin to an anonymous tip or informant.’”* ShotSpotter
only sends an alert that a gunshot has been fired and the general location of
it.”’* The information provided by the alert does not meet the threshold of
reliability needed for an anonymous tip. The alert does not have a predictive
element that can be corroborated. There is no description of the person who
shot the weapon.””” There is no eye-witness account that will allow law
enforcement to verify the reliability of the alert.?”® Therefore, it does not pass
the bare threshold requirement needed to rely on an anonymous tip.?”’
ShotSpotter should not be used due to its inaccuracies and the lack of
transparency of SoundThinking.”’® However, cities are increasingly using
technology like ShotSpotter, and with the proliferation of Al tools like this
one, balancing the use of Al and Fourth Amendment protections will
persist.?”

If courts continue to allow ShotSpotter evidence to be admissible and
used to establish reasonable suspicion, it should only be used as one factor
considered.”® In addition, it should be given little weight due to the
unreliability of the alerts (i.e., classifying a car backfiring as gunfire). A
ShotSpotter alert should be accompanied by one or more of the following: a
description of the suspect, a 911 call, an eyewitness account, or physical
descriptions, such as a bulge in their pants, to establish reasonable suspicion.
Flight should not be given heavy consideration or be used as an indication of
guilt, particularly when it comes to Black and Brown people.”®' Furthermore,
in many cases, law enforcement officers will cite the flight of a suspect to

273. United States v. Rickmon, 952 F.3d 876, 882 (7th Cir. 2020).

274. See, e.g., Amended Civil Rights Class Action Complaint for Declaratory and
Injunctive Relief and for Damages at 31, Williams v. City of Chicago, 2023 WL
6388891 (N.D. IIL Sept. 29, 2023) (No.22-cv-3773); State v. Henson, No. C-210244,
2022 WL 1486186, at 26 (Ohio Ct. App. May 11, 2022).

275. State v. Henson, No. C-210244, 2022 WL 1486186, at 33 (Ohio Ct. App.
May 11, 2022).

276. Id. at §31-33.

277.  Alabama v. White, 496 U.S. 325, 331-332 (1990).

278. Numerous analyses from across the country have found that ShotSpotter
generates a huge proportion of unfounded deployments that turn up no evidence of
gun crime, MACARTHUR JUSTICE CENTER,
https://endpolicesurveillance.com/research-findings/ [https://perma.cc/PUW4-
LBMQY]; Dhruv Mehrotra & Joey Scott, Here are the Secret Locations of ShotSpotter
Gunfire Sensors, WIRED (Feb. 22, 2024 8:18 PM),
https://www.wired.com/story/shotspotter-secret-sensor-locations-leak/.

279. Surveillance and  Predictive  Policing Through AI, DELOITTE,
https://www.deloitte.com/cy/en/Industries/government-public/perspectives/urban-
future-with-a-purpose/surveillance-and-predictive-policing-through-ai.html
[https://perma.cc/SYF6-9HF8] (last visited Jan. 24, 2025).

280. See e.g., United States v. Ahmad Taylor Muhammad, No. 1:23-cr-00236-
NODIJ-BAM-1, 2024 U.S. Dist. LEXIS 158660, at * 9-10 (E.D. Cal. Sept. 3, 2024).
281. See e.g., Ahmad Taylor Muhammad, 2024 U.S. Dist. LEXIS 158660, at *
12-13; See Illinois v. Wardlow, 528 U.S. 119, 124-125 (2000).
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bolster their claims.*> Due to the arduous history and current state of the
relationship between law enforcement and minority communities, they may
be fleeing for reasons that have nothing to do with guilt.**

Unlike the Wisconsin Supreme Court, other state courts have been
using the alert as one factor in establishing reasonable suspicion.** The First
District Ohio Court of Appeals, in State v. Henson, provides an example of
how courts should evaluate ShotSpotter alerts. Cincinnati police officers
received a ShotSpotter alert that dispatched the police to the general
location.?®® Five minutes after the alert, a plainclothes officer arrived at the
scene and saw a man presumably alone in the street.”® Another Officer,
Officer Wallace, regularly patrolled this area which was prone to gun activity
and received the dispatch about shots fired.”*” He arrived shortly after the
plain-clothed officer and noticed Mr. Henson.**® Officer Wallace approached
Mr. Henson while he was putting his three young children in the car to ask if
he heard gunfire.® Mr. Henson responded no.””® Then, Officer Wallace
claimed Mr. Henson became agitated and turned his body away from him.*’!
Officer Wallace told Mr. Henson he was going to pat him down for weapons
because there were shots fired in the area, and he wanted to make sure he was
not armed.*? Officer Wallace found a loaded handgun in Henson’s waistband
along with other contraband on his person.***

282. See Wardlow, 528 U.S. at 125; See e.g., Ahmad Taylor Muhammad, 2024
U.S. Dist. LEXIS 158660, at *17.

283. Zeninjor Enwemeka, Mass. High Court Says Black Men May Have
Legitimate  Reason To  Flee Police, WBUR (Sept. 20, 2016),
https://www.wbur.org/news/2016/09/20/mass-high-court-black-men-may-have-
legitimate-reason-to-flee-police [https://perma.cc/X4GQ-FM3M]; Laura Santhanam,
Two-thirds of black Americans don’t trust the police to treat them equally. Most white
Americans do., PBS NEWs (June 5, 2020), https://pbs.org/newshour/politics/two-
thirds-of-black-americans-dont-trust-the-police-to-treat-them-equally-most-white-
americans-do [https://perma.cc/ULSN-97DR]; Jeffery Robinson, For Black Men,
Running Is a Reasonable Reaction to Police Harassment and Racial Profiling,
Concludes  Massachusetts’ Supreme Court, ACLU (Sept. 30, 2016),
https://www.aclu.org/news/criminal-law-reform/black-men-running-reasonable-
reaction-police [https://perma.cc/NX8F-EB59].

284. State v. Henson, No.C-210244, 2022 WL 1486186, at §31 (Ohio Ct. App.
May 11, 2022); United States v. Carter, No. 20-05 (JDB), 2020 U.S. Dist. LEXIS
121181, at *22-24 (D.D.C. July 10, 2020); Ahmad Taylor Muhammad, 2024 U.S.
Dist. LEXIS 158660, at *17-18.

285.  Henson, 2022 WL 1486186, at 3.

286.  Id.

287. Henson, 2022 WL 1486186, at 4.

288.  Id. atY4-5.

289.  Id. at9s.
290.  Id. at5-6.
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293. State v. Henson, No. C-210244, 2022 WL 1486186, at §6—7 (Ohio Ct. App.
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The court found that the police did not have reasonable suspicion that
would cause a reasonable officer to believe Mr. Henson was armed and
dangerous and a threat to the officer’s safety.””* In examining the totality of
the circumstances, the court relied on the fact that there were no reports of
gunfire, no description of a possible suspect, and there were no physical
bulges in Mr. Henson’s clothes to indicate that he had a gun.®® The court
remained steadfast on the longstanding notion that “an individual’s presence
in a high-crime or high-drug area, by itself, is insufficient to justify the stop
and frisk of a person...”?*® Furthermore, Mr. Henson being with his children
and a woman in the vehicle is inconsistent with him having fired the gun.*’
It was not reasonable for the officers to rely on the ShotSpotter alert to stop
and frisk Mr. Henson when they did not personally hear any gunfire and
arrived on the scene five minutes after the alert.”*®

Similarly, in United States v. Ahmad Taylor Muhammad, the California
Eastern District Court found that there was reasonable suspicion where, along
with the ShotSpotter alert, an officer in the area reported hearing gunfire,
observed three black individuals running from the gunshots, and provided a
description to the officer responding to the ShotSpotter alert.”*” These facts,
along with the responding officer encountering them one block from the alert,
were enough to conduct a stop and frisk.*”® Here, there are articulable facts
that the officer may rely on to establish reasonable suspicion.**' The officer
had a clear description of the suspects and did not assume the first person he
saw in the area was the shooter.*®> The officer was able to corroborate the
other officer’s description of the suspects when he responded to the scene and
found the man wearing a red long-sleeve sweatshirt and red sweatpants.*®
The ShotSpotter alert, along with the corroboration of the description, was
enough to establish reasonable suspicion of criminal activity.***

These cases demonstrate the line between generalized suspicion and
individualized suspicion.’® In Ahmad, the officers had more information
beyond the alert to establish reasonable suspicion of the person they found in
the area, unlike in State v. Henson, where, outside of the alert itself, there were

294.  Id. atq18.

295.  Id at931.

296.  Id. (quoting In re J.C., No. C-180478, 2019 WL 6287349, at §17 (Ohio Ct.
App. Nov. 22,2019).
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BAM-1, 2024 U.S. Dist. LEXIS 158660, at *17 (E.D. Cal. Sept. 3, 2024).

300.  Id. at*17-18.

301. Id at*17.

302. Id at*16-17.

303.  Id. at *3-5.

304.  Id at*10.

305. United States v. Carter, No. 20-05 (JDB), 2020 U.S. Dist. LEXIS 121181,
at *15-16 (D.D.C. July 10, 2020).
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no other factors to support the suspicion of the officers.’” If ShotSpotter is
treated this way in court, it will incentivize officers to investigate and not
focus on the one person they find in the radius of the alert.>”” Reasonable
suspicion was made so that officers could not, on a whim, stop and frisk
anyone they believed seemed to be involved in criminal activity.**® There
need to be “specific and articulable facts which, taken together with rational
inferences from those facts, reasonably warrant the intrusion.”**” The use of
ShotSpotter alone as a ground for reasonable suspicion would plunge us into
the reality that Justice O’Connor rejected in Florida v. J.L. when assessing
the idea of a firearm exception.’'’ Justice O’Connor stated an automatic
firearm exception “would enable any person seeking to harass another to set
in motion an intrusive, embarrassing police search of the targeted person
simply by placing an anonymous call falsely reporting the target’s unlawful
carriage of a gun.”*'! The anonymous phone call, now being a ShotSpotter
alert, if courts follow the Wisconsin Supreme Court’s use of ShotSpotter.

B. ShotSpotter Fails the Daubert Standard Rendering the
Evidence Inadmissible in Court

ShotSpotter is not admissible under the Daubert standard. The Daubert
factors weigh heavily against the admittance of ShotSpotter evidence. First,
ShotSpotter can and has been tested.’'? In the beginning, ShotSpotter
representatives conducted limited live testing with contracting police
departments.’'* However, these tests only used guns and no other objects that
emitted a sound the microphones could pick up (i.e., fireworks).*'* The live
testing was only examining whether the microphones were properly

306. Ahmad Taylor Muhammad, 2024 U.S. Dist. LEXIS 158660, at *16—18; State
v. Henson, No. C-210244, 2022 WL 1486186, at 31 (Ohio Ct. App. May 11, 2022).
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Complaint for Declaratory and Injunctive Relief and for Damages at 22, Williams v.
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313. Transcript of Proceedings at 59—61, State v. Hill, No. CR 12-861 (Neb. Dist.
Ct. 2013) [https://perma.cc/SQV8-DQWE]; City of Chi., Committee on Public Safety
Hearing, VIMEO, at 2:07:07-2:08:22 (Nov. 12, 2021)
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working.*'* ShotSpotter’s CEO has admitted that they do not conduct live
testing anymore unless the contracting city asks, which they rarely do.*'®
Blind testing, where parties are not aware that testing is occurring, is rarely
completed on ShotSpotter.’'” The majority of testing completed has been done
by the contracting cities that demonstrate that ShotSpotter is not as accurate
as SoundThinking purports it to be.*'® Thus, ShotSpotter can be tested and
SoundThinking could conduct rigorous validation testing on ShotSpotter.
Validation testing “ensure[s] that systems, applications, and data meet
specific requirements and perform as intended.”*'” It is a strong signifier of
reliability in the scientific community and will provide more information
concerning the rate of false positive or negatives in the technology.**

315. Transcript of Proceedings at 73— 75, State v. Hill, No. CR 12-861 (Neb.
Dist. Ct. 2013) [https://perma.cc/SQV8-DQWE].
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Next, ShotSpotter has not been subjected to robust peer review and
publication.’*' Internet Protocol Video Market (“IPVM”), a physical security
technology research group and trade publication, asked SoundThinking to
conduct independent testing on ShotSpotter methodologies but was
rejected.’”? Soundthinking allowed Edgeworth Economics, an economic and
quantitative consulting firm, to conduct an independent study.**® This study
reported a 97% accuracy rate in detecting, classifying, and publishing gunfire
from 2019 to 2022, confirming ShotSpotter’s purported accuracy rate.’*
However, this study only utilized information from clients about the
occurrence of errors in the system.’* This study is not scientifically sound
because it relies on the reports from clients.’?* Law enforcement rarely reports
unfounded alerts that they are deployed to, thus leading to an exaggerated
accuracy rate.’”” A proper peer review and publication should engage in its
own rigorous study of ShotSpotter to prove it is scientifically valid.
“Scientific validity and reliability require that a method has been subjected to
empirical testing, under conditions appropriate to its intended use, that
provides valid estimates of how often the method reaches an incorrect
conclusion.”®® Without this testing and review, the accuracy rate of
ShotSpotter cannot be sufficiently relied upon.
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Furthermore, ShotSpotter’s known or potential rate of error and the
existence and maintenance of standards of a particular scientific technique
weigh heavily against its admission under Daubert.’” The system’s
methodology—the collection, analysis, and report of its data— is its largest
deficit.*° For instance, ShotSpotter has a 97% accuracy rate advertised with
a 0.5 percent false positive rate, but multiple studies demonstrate that it mostly
detects false instances of gunfire instead of real gunfire or confirmed
shootings.**' ShotSpotter’s claims about its accuracy are not based on
independent testing or any validation testing done by ShotSpotter.”** The
accuracy rate is only reflective of customer complaints, and law enforcement
nearly never files complaints for the unfounded alerts that they are deployed
to.*** In New York City, approximately 20% of the alerts led to confirmed
shootings.*** In the MJC’s Chicago study, there were eighty-seven unfounded
alerts, and 90.4% of ShotSpotter dispatches led to no evidence of a gun-
related crime on arrival.**® It has been a vacuum for city resources and law
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enforcement’s time investigating ShotSpotter alerts.*® The flaws in the
methodology is furthered by the alteration of sound classifications.**” Expert
witnesses have admitted to changing the classification of a sound at the
request of police departments to fit their description of events.**®
ShotSpotter’s employees have admitted in court that it can report significantly
mistaken locations of gunfire and has been off by 450 meters or more, despite
its claim to be 90% accurate.** Furthermore, ShotSpotter has not publicly
explained why they refuse to share any documentation of how their
algorithms work and training materials for their audiologist.’** The Nebraska
Supreme Court in State v. Hill and the Florida Fourth District Court of
Appeals in J.A.R. v. State relied on the personal experiences of the expert.
However, this is not a sufficient substitute for empirical studies that
demonstrate the true error rate of ShotSpotter. The Executive Office of The
President’s Council of Advisors on Science and Technology (“PCAST”)
explained, “The frequency with which a particular pattern or set of features
will be observed in different samples, which is an essential element in
drawing conclusions, is not a matter of ‘judgment.’ It is an empirical matter
for which only empirical evidence is relevant . . . establishing foundational
validity based on empirical evidence is thus a sine qua non. Nothing can
substitute for it.”*!

336. Alyce McFadden, Gunshot Detection System Wastes N.Y.P.D. Officers’
Time, Audit Finds, N.Y. TIMES (June 24, 2024),
https://www.nytimes.com/2024/06/20/nyregion/nypd-shotspotter-
guns.html?searchResultPosition=1\.

337. Todd Feathers, Police Are Telling ShotSpotter to Alter Evidence from
Gunshot-Detecting Al, VICE (July 26, 2021, 9:00 AM),
https://www.vice.com/en/article/police-are-telling-shotspotter-to-alter-evidence-
from-gunshot-detecting-ai/ [https://perma.cc/BO9VP-AKAY].

338. Id

339. Amended Civil Rights Class Action Complaint for Declaratory and
Injunctive Relief and for Damages at 21, Williams v. City of Chicago, 2023 WL
6388891 (N.D. I1l. Sept. 29, 2023) (No.22-cv-3773).

340. See Matt Chapman & Jim Daley, ShotSpotter held in contempt of COURT,
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Lastly, there does not seem to be a general acceptance of the technology
in the scientific community. This factor is unclear due to the lack of peer
review and publication of ShotSpotter. However, each factor does not have to
be assessed where it is not applicable, and the other factors weigh heavily
against the admission of ShotSpotter evidence.** Therefore, ShotSpotter
would not satisfy the Daubert standard because the methodology and rate of
error weigh against its admission. Expert testimony based on ShotSpotter
cannot be based on reliable principles and methods when the technology itself
has been proven to be ineffective and inaccurate. Daubert should safeguard
not only the jury from relying on fallible evidence but also from convicting
innocent people.

Next, Daubert hearings are done at the discretion of the trial judge, and
if a judge still allows for ShotSpotter evidence to be admitted, there should be
limitations on the expert testimony similar to that of hair evidence.*** Hair
evidence has been admissible in courts despite its inaccuracies for years.***
North Carolina has limited the type of expert testimony that can be given in
light of the inaccuracies discovered in hair analysis.**> A witness may only
testify that two hairs are consistent, meaning they could have come from the
same person, but the expert cannot conclusively say that the hair did come
from one specific person.’* If the hairs are inconsistent with one another, the
witness can conclusively state that the specific individual is not a match.*’
Most jurors do not have the independent ability to assess the probative value
of scientific evidence, and the prejudicial impact of expert testimony is
significantly higher.**® In the case of hair or DNA evidence, jurors are likely
to overestimate the value of an expert stating conclusively that the hair came
from one person.’*” The prejudicial value of the expert testimony and
evidence is high in ShotSpotter cases as well. ShotSpotter evidence was
probative in the case of Mr. Simmons in determining whether he was armed
and shot at the officers.**® The number of gunshots detected, along with any
testimony surrounding it, would be pivotal for the jury because the
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prosecution relied on that evidence.”®' In Mr. Simmons’ case, the judge’s
ruling that ShotSpotter evidence had to be precluded due to its unreliability
meant that the prosecution could not establish its claims that Mr. Simmons
had a weapon or attempted to murder and assault the officers.®* This
demonstrates the probative value of ShotSpotter evidence and how it could be
highly prejudicial for jurors to rely on testimony or evidence that is not
scientifically valid. Thus, if an expert witness from ShotSpotter is on the
stand, they should not be able to say that it has an 80% to 98% accuracy or
provide conclusory statements on the issue when studies across states have
disputed this.**® For instance, in J.A.R. v. State, the ShotSpotter expert witness
stated that it had a 97% accuracy rate with a .41% error rate.>* Under similar
limitations to hair evidence, the expert witness is not able to make such a
definitive statement about the accuracy of the technology to not give an
impression to the jury of it being overly reliable when the majority of studies
have demonstrated otherwise.**®

Furthermore, a judge is allowed to use all tools at their disposal, a
limiting jury instruction that conveys that ShotSpotter evidence should not be
weighed heavily due to the unreliability of the evidence could be effective.’*
A limiting instruction allows a judge “to restrict evidence to its proper scope
and instruct the jury accordingly.”**” For example, limiting jury instructions
can be effective with respect to eye-witness identification evidence to help
inform jurors about relevant research findings.**® They can be used to inform
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jurors about key findings in research or clarify any misconceptions about eye-
witness identification.”® Limiting jury instructions can allow the judge to
qualify for the jury exactly how they should weigh the reliability of the
evidence, which is imperative with technology that has had limited testing.>°
Similarly, a judge can tailor jury instruction to clarify any misconceptions
about the methodology of ShotSpotter and to highlight factors for the jury to
consider when evaluating the ShotSpotter evidence.*®' This can only be as
effective as the information provided to the judge about the technology.
PCAST suggested that the Judicial Conference of the United States, the
policy-making body for federal courts, and the Federal Judicial Center, the
research and education agency of the federal judicial system, provide
resources to judges related to the best practices for evaluating the scientific
validity of forensic methods.*®* This could provide additional support for the
judiciary and provide them guidance as new technological advancements
emerge and are at issue in court. The proliferation of predictive policing tools
inevitably means that these tools will be used in court often, which makes it
imperative for courts to properly evaluate this evidence. Al tools being used
by law enforcement will continue; courts and litigators must use the
safeguards already present to ensure that jurors rely on accurate evidence and
testimony and that individuals are not facing legal consequences due to the
ineffectiveness of these tools.

C. Violence Interruption Programs Can Aid in Combatting the

Harm that Predictive Policing Tools Have Been Created to
Address

Due to the prevalence of gun violence, people have been seeking more
solutions. ShotSpotter and Al-powered scanners are just one tool that law
enforcement and communities have depended upon.*®® Al tools like
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ShotSpotter will continue to be used to find more effective ways to prevent
crime and address issues like gun violence, but there are community-centered
solutions that can aid in addressing issues like gun violence as well. A
community-based solution that has proven to be effective in curbing gun
violence is community-based violence interruption programs.*®* Violence
interrupters are community members, many formerly incarcerated, who are
trained to “deescalate volatile situations, relocate potential targets to safety,
organize truces between rivalries, and care for the families of those slain.”*®’
Violence interruption programs helped decrease gun violence by 63% in
South Bronx, New York, and led to a 43% decrease in gun-related deaths and
assaults in Richmond, California.*®® The Operation Peacemaker fellowship
program in Richmond, California, aided in a 55% reduction in homicides.**’
The Safe Streets program operates in two areas in Baltimore, which celebrated
a full year without a homicide in one area they covered and 500 days without
a homicide in the other covered area.*®® Over one year, the Safe Streets
program intervened in almost 1,000 conflicts citywide.>®

Many of these programs, like Baltimore’s ROCA program, partner with
law enforcement.*”® One of the major issues for these programs is acquiring
funds to support them.’’! State, local, and federal programs will agree to
support these programs on the condition that they work with law
enforcement.’” It is my position, and it has been advocated for previously,
that these programs decouple themselves from law enforcement.’” Law
enforcement’s involvement in communities has not been shown to help
decrease violence.’” Law enforcement’s infiltration into these communities

(presenting community-based violence interruption programs as a solution to reduce
gun violence).
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has been shown to harm them more than help.’”> Police officers typically
choose people from predominantly black and poor communities to act as
informants for them in exchange for no prison time.*’® Those who act as
informants provide information that results in raids of families and
organizations.’’” Those raids lead to cops killing or imprisoning members of
those organizations.’” Much of the community-based violence stems from
murders that stem from that informant snitching due to it being a violation of
“street code.””® Thus, de-partnering these programs would be beneficial for
their ability to work more effectively in the community and to maintain
credibility.*® The South Bronx’s Save Our Streets program does not partner
with law enforcement and has been just as effective.*®' The gun victimization
levels decreased to 63%, and the gun injuries decreased 37%.°* Furthermore,
those who participated in the program saw a 33% decrease in their likelihood
of resolving conflict with gun violence from 2014 to 2016.%*3

These programs are far less expensive than policing to implement.
An organization in Brooklyn established Offices of Neighborhood Safety in
Milwaukee and Oakland, which cost $4 and $26 dollars per capita, in
comparison to $502 and $727 dollars per capita spending on their police
departments.*®> The implementation of these programs is less costly than it is
for cities to obtain ShotSpotter technology.** Instead of spending millions on
ShotSpotter technology or spending more on law enforcement, cities should
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begin to invest in these programs and community resources.**’ For example,
John Jay College of Criminal Justice researchers found that increasing the
number of green spaces in a community, the quality of housing and buildings,
engaging with youth, increasing public lighting, drug decriminalization, and
mitigating financial stress were effective ways to curb gun violence in
communities.*® A Philadelphia study found a “thirty-nine percent reduction
in firearm-related violence through remediation of vacant buildings” and a
“twenty-two percent reduction in burglaries in communities where vacant lots
had been revitalized into green spaces.”® Investing in the community can
help to address the root causes of the societal and economic inequities that
lead to gun violence and other violent crimes. **°

IV. CONCLUSION

The use and admissibility of artificial intelligence tools, like
ShotSpotter, in court must be balanced with the Fourth Amendment
protections developed by the Supreme Court. ShotSpotter cannot itself
establish reasonable suspicion and must be used as just one factor, along with
descriptions of a suspect, physical bulges, or 911 calls, to incentivize officers
to investigate and not target the first person they see in an area. The Fourth
Amendment standard of reasonable suspicion was meant to protect against
police harassment and prevent baseless arrests. Since tools like ShotSpotter
will only continue to grow alongside the advancements in Al, attorneys must
litigate the admissibility of such evidence when they lack sufficient testing
and are riddled with inaccuracies. ShotSpotter would not be admissible under
Daubert due to its lack of testing and inaccuracies. If ShotSpotter evidence is
admitted, expert witnesses should not make statements inferring an eighty to
ninety percent accuracy rate, and the judge should use other tools like a
limiting jury instruction to clarify misconceptions. At the heart of this issue
are real people who have been affected by ShotSpotter evidence being blindly
relied on. Adam Toledo, Michael Williams, Derrick Scruggs, and many others
should not be at the mercy of law enforcement using this technology.*' Gun
violence is a serious issue, but the remedy for it should not continue to do
more harm to communities that are already being disproportionately impacted
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by systemic and structural racism. Violence interruption programs provide a
community-centered way to address gun violence that doesn’t involve
increasing these communities’ interaction with law enforcement. We must
focus on ways to reduce the harm being done to those most vulnerable in our
communities. The advancement in predictive policing tools requires courts to
find proactive ways to still protect individuals’ Fourth Amendment rights.
The harm from these tools not being properly studied, the lack of transparency
from the companies, and the inaccuracies present in their methodologies are
harming real people. Our courts and attorneys can play a role in limiting the
harm being done.



